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Chapter 1. Configuring FioranoMQ
Through JMX Tools

FioranoMQ comes with full IMX support that enables management through standard JMX tools.
FioranoMQ is comprised of a number of JMX enabled components running within the Fiorano
container. Each component performs particular operations while displaying its attributes and
enabling administration and monitoring through standard JMX tools.

The next section explains how to use the JMX based tools listed below through the
RMIConnector:

* Fiorano JMX Browser

= MC4J

= JConsole

Fiorano Studio is bundled with the JMX browser, which creates a JMX connection with
FioranoContainer via either RMI or JMS connectors.

1.1 RMI Connector URL

RMIConnector connect URL — service:jmx:rmi:///jndi/rmi://<Server>:<Port>/fmq. The server
can be either the machine name or the IP and the port where the RMIConnector Server is
running.
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1.2 Fiorano JMX Browser

Fiorano Studio supports a JSR 160 connection to the FioranoMQ Server through the

RMIConnector. Please follow the instructions given below to create a JMX Connection.
1. Launch Fiorano Studio shipped with the FioranoMQ.

2. In the Server explorer, right-click on the pre-existing Fiorano JMX Connection and
select login. Once connected, the JMX tree is exposed with FioranoMQ MBeans as
nodes.

m Fiorano Studio

i File Edit Wiew Mavigate Tools Window Help

el Rl N el I Ll i

‘Server Ex... ]EPruﬁIE M... .,[EIEHIJL-- Q% L FMG-00 K] [4] B]|=]
i FMQ-IMx - : == [
= ¥ . (:: - n&. - | - E =='-.§
=3 MK Connection ? . E
|::-—_|""¢'- Conkainer CoreComponents
. > ------ s CoreComponents &
H- % UserComponents @ ComponentRegistry reboot()
----..'. IMImplementation & ComponentlifecycleM| | shutdown()
&5 Fiorano @ ComponentDeployer restartl)
Refresh F5
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1.3 MC4J

MC4J is an open source JMX browser used for connecting to FioranoMQ. To connect to
FioranoMQ, perform the steps below:

1. Install MC4J from https://sourceforge.net/projects/mc4j/ and launch the same.

2. Create a new Server connection metadata object by choosing a JSR 160 type

connection.

3. You must provide the JMX Connect URL and JMX jars in the classpath. You can also
provide FioranoMQ jars in the classpath as some of the exposed JMX operations can

depend on them.

4. Provide the FioranoMQ Admin username and password to connect. This results in the

MBean Tree view.

Fiorano™8.1 - Properties

[FIPropetties
Auto Connect
claszPathEntries
Connection Mame
Credentialzs
Initial Cortext Factary
JRD Mame
library R
Live Tree

Principal

Server LRL

Connection Type

-
[D:'l,Fiu:uran-:u:Iev'l,SrdF‘art*;.f'l,mx4j'l,mx4j-exampleJ
FioranoMis, 1 =

passind J

com.sun. jndi, rri, redistry  ReqgiskryConkextFa

nll J
-

adrin J

service e i ndifemnit fflocalhost: 1855 F

(Mo Property Editor)

Server URL
The url ko conneck ko,

Close I
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MC41 1.2 beta 9

= _%me—dﬂ&.l ;I
(e} i.:__ _@uhedbﬁl‘td:-amh
| @] MBesns
=18 Conkainer. CoreCompanents(4)
#—E Name=ComponentDeploysr
s-@ Name=Componentl fecycdetanager
@ NamesComponsntRegistry
=@ Name=ConkainesServer
S Operations
B reboot
b' st dosen
=-J§ Conkainer UserComponents(3)
=@ Name=ConfiqurationProvider, ServiceType=ConfigProvider
-8 Attributes
=2 Oparations

1.4 JConsole

JConsole is a JMX browser from Sun Microsystems (now Oracle) and comes bundled with

jdk1.5.

1. Add the following lines in the '$SFIORANOHOME/fmq/bin/fmg.conf' under

<java.system.props=> tag.
com.sun.management.jmxremote.port=portNum

com.sun.management.jmxremote.authenticate=false

com.sun.management.jmxremote.ssl=false
2. Start the FioranoMQ Server

Run JConsole from JDKInstallation\bin\JConsole

4. Create a server connection using one of the three ways.

a. Local Monitoring: Jconsole can be used to monitor a local Java platform, that is,

a JVM running on the same machine as shown below
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= JConsole: Connect to Agent

[ Local | Remote | Advanced |

FID Class and Arguments

22501 [fiorano. jims. oot FmgContainer —profile FioranomM Q -nobackaround

«] i

| »

Connect

Cancel

b. Remote Monitoring: Give the Host IP Address, portNum, FioranoMQ
Admin username and password, and connect as shown in the figure

below:

= JConsole: Connect to Agent

Local [ Remote | Advanced |

Host or IP: [192.168.1.9

Port: |1859

User Mame: |admin

Password: [~

Connect Cancel

c. Advanced Option: Provide the JMX URL as shown where HostIP is the
IPAddress of the server machine. PortNum is the port number provided in

fmq.conf. Give the FioranoMQ Admin username and password, and

connect.
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= JConsole: Connect to Agent x

( Local | Remote | Advanced |
X URL: |ser'-fil:e:jmx:rmi:,",f,fjndi,"rmi:HHDSIIF‘:pDHNuijm}{rmi |

User Name: |admin |

Password: [**| |

Connect Cancel

5. This results in MBeans explorer opens up as shown below

J25E 5.0 Monitoring & Management Consoler service: mucrmicndlemb /192 168, 1. A6 LBS 0 [msrmi

i O
.i_ugtn:ﬂ.ui.l | Mempry | Thowads | Classes | MEeams | v
MEEans
e = Aibeies | Gperations | satificstions | nfo |
¥ 3 Comuiner CordCompondnis -
W Compone mOapser Ll TEbODE | )

W CompanE LTI M ARAQR

M ComponemPagiing

# ContainerSanse

& 8 Comainer. tserComponems

o= 03 Fiorana Lopgert void - By Sakan . 0

&= =] Fiorana efc .

- :j Figrandg 400, johklan bger

= 2 Fiorana 00 runtimen0 oo amagers

- N Fizwans. [ x eonrmoIor

+ 3 Fiorano jmaengine LT B —r—

= Freran, jina Aot At e ———

w= ] Ferann. jrdi

= 5 Figrand, mg € OnneCion-Compumer

- ::h.'.-;,r-u mig OmhEctian=-Cordumer F S

&= 7 Fiwrana ma pip boolean | o eciatus  (r

o (28 Plowan. i gnp. Guauss et :

# 3 Fiorana g, mip dstabases fla

= ) Figeranda o g OMatades fe Fle Dy

# =] Fitwrana, ma oip dstabaces. menon § .

& I Firans, ma ubiun inALNGSIING | geerverstariupTime | (3

= 29 Fisdana mag pubaib Togecs S R SR S L

= 7 Fiorana mo pubsub dErenasss i

= ] Fieran mi pubiulb SR aBases e

= =] Florana. Securmy .

&= ] Figrano deur iy AdIManiger vodd (LT F T ]

&= ] Figrand. securihy AL anager FileDiEk o

& ] Fitsand {eiuriy FragpaManager |

= 3 Florana. securtty PrincipaManager F

= ) Fierana TOCRatALCoany peee ] |

= ] Figrared. jockatadcepton: poet- 1 S0 =] |
[ " |

1.5 Java Code

Since FioranoMQ is JSR 160 compliant, the user can write simple code for working with
exposed components. FioranoMQ samples for working with exposed components can be found
at FIORANO_HOME\fmg\samples\JMX.
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1.6 Using the FMQTerminal

The FMQTerminal uses a third party library jline http://jline.sourceforge.net/. It is not a pure
java library as it ships with some native code. The FMQTerminal works perfectly on the
platforms below:

=  Microsoft Windows

* RedHat Linux 9.0

= Debian Linux 3.0

* Macintosh OS X 10.3

1.6.1 How to Log in

1. Navigate to %FIORANO_HOME%\fmg\terminal\FMQConsole.bat for Windows and
$FIORANO_HOME/fmg/terminal/FMQConsole.sh for UNIX systems.

2. The command without any arguments connects to the FioranoMQ Server running on
localhost. A request for login and password appears. Enter login and password details.

Note: The password (typed) is not visible on the screen.

Login: admin
Password:

Type "help" for list of awvailable commands.

X

The FMQTerminal works similar to normal telnet emulators like puttytel and others.

FioranoMgs _

You can specify the FioranoMQ Server to connect to by passing the parameter mars to the
executable fmqg-terminal.bat (fmg-terminal.sh for Unix)

FMQConsole mars

This command searches for mars.properties in the 26FIORANO_HOME%6\fmqg\terminal
directory. If no argument is specified the default the localhost.properties file in the
%FIORANO_HOME%\fmqg\terminal directory is used.

localhost.properties is shown below:

jmx.service.url=service:jmx:rmi://localhost/jndi/fmq

java.naming.factory.initial=com.sun.jndi.rmi.registry.RegistryContextFactory
java.naming.provider.url=rmi://localhost:1858
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java.naming.security.principal=admin
java.naming.security.credentials=passwd

It is possible to create a properties file for each fmq server of interest and use it by passing
the file name (without the extension) as an argument.

Login: admin
word

"help" for list of awailab cotmands.

ard :
Type "help" for Tlist of awvailab commands.

Mars:

If multiple servers need to be administered from a single location, the prompt can be
customized to identify the target server.

FMQConsole localhost Mars

Here, the third argument specifies the prompt name.

1.6.2 Command to view a list of all Commands

FioranoMG: 1ist

addiemberTaGroup

shut dowaFMG
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1.6.3 Help Command to Print Command and their Help

oo —

.I_
.I_

sed

Fiorandimg

The examples above show how arguments can be passed.

1.6.5 Print Usage on Parameter Mismatch

FioranoMgs createdueue
Parameter count mismatch. operation[createdu

s specifed Queue

createfueue name storageType
F queu
storageType - O=fileBased,1=RDEMS

Example:
eatefueue myQueue O
F1oranaMg:

Invalid commands are displayed as ‘not recognized’:

hello

not recognized as a command.
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1.6.6 Comment Command

All lines starting with # (a Hash or Pound sign) are treated as a comment and do not perform
an action.

FioranoMds> # this 1s a comment

Fiaranoh

1.6.7 Run List of Commands from File

If there is a file named mysetup.cmds with the following contents:
# Some commands on QCF
createQCF myQCF http://localhost:8090
deleteQCF myQCF

# Commands continued
createXAQCF myXAQCF http://localhost:8090
delete XAQCF myXAQCF
createQueue myQueue O

Then, it is possible to run the following commands on this file:

In the above example, -quiet can be specified as a second argument if commands are not to
be echoed.

1.6.8 Adding more Commands to a Terminal
All the available commands can be viewed in the commands.xml file:
2% FIORANO_HOME%\fmqg\terminal\commands.xml

A snippet of commands.xml is shown below:
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< Connandss-
<wbean object-name="Container.CoreComponents:Hame=ContainerServer" >

<oonmand name="shutdownFMQ" operation="shutdown" />
</ mbeans
<tbean ohject-nawe="jboss.system: type=Servrer" -
<oommand name="shutdowndBoss" operation="shutdown" />
</ mhean>
<mbean object-name="Fiorano.mg.ptp:ServiceType=PtPManager ,Hame=JueningSubhS5ystem" >
<ocomtmand namwe="createQCF" operation="createfueuneConnectionFactory":>
<param name="name'>name of gueue connection factory</param:>
<parsm name="url":>url of gqueue connection factory</parsm:-
</ command:-
<commmand nawe="deleteQCF" operation="deletefueuneConnectionFactory":>

<parsm name="name'>name of gueue connection factory</param:>
</ command>

<command name="createQueue" cperation="create(ueue":>
<parstn name="name'>name of gqueue</param:

<param name="storageType":>0=f£ileBased,1=RDBMSBased</ parszm:>
</ commands I

<rnrmmand name=ldeleatameana!’ mrneratinm="dealatealinanal -

The Mbean operations are found in the studio and can be added to the commands.xml file.
This function ensures not being limited to the built-in commands that ship with the installer.

1.6.9 Exiting the Terminal
To exit the FMQTerminal, following commands can be used:

=  exit, quit, bye, or pressing ctrl+D

FioranoM3> guit
Press any key to continue . . .

This returns you to the standard prompt command.
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Chapter 2: Using Scripts

This chapter explains the new scripts introduced in FioranoMQ that manage and configure the
FioranoMQ Server. These scripts replace previous scripts, with the following benefits:

= A common configuration file is now used to specify properties such as classpath,
memory settings, and system properties in OS, in independent manner.

= OS specific files like .bat and .sh do not need to be modified given a change in
configuration. Changes are now specified in configuration file.

= The Configuration file can be reused across different servers and tools.

= No prior knowledge of OS specific details required to configure the server/tools
properties, since the configuration file supports a simple and easy to use syntax.

2.1 Configuration Files

Each script in FioranoMQ is associated with a specific configuration file (.conf) in the same
directory as the script file. This has the same name as the script file followed with .conf
extension. This configuration file includes configuration properties of server/tools, as listed

below:

Config Property/Block

Usage

<java.classpath>

Specifies any additional jar files required in classpath in separate
lines at the end of this block.

<java.endorsed.dirs>

Specifies the jars to be considered other than the default jars in
separate lines at the end of this block.

<java.ext.dirs>

Specifies the external jar files to be loaded along with default
system jars in separate lines as the end of the block.

<java.library.path>

Specifies the folders containing dlli/so files to be loaded in
separate lines at the end of the block.

<java.system.props=>

Specifies any additional system properties, in separate lines at
the end of the block.

<jvm.args>

Specifies arguments to the JVM such as memory settings, debug
info etc. in separate lines at the end of the block.

Note the following points about the configuration file:

= Aline starting with '#' is treated as a comment.

= The Conf file can have empty lines. These empty lines are ignored by the launcher.

= Environment variables can be used in the conf file. (Using environment variables
makes conf file OS dependent).

=  Wild-cards are not supported. Example: lib/*.jar is disallowed.
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2.2 Reference Matrix - UNIX

The table below summarizes all the scripts/configurations that are changed in FioranoMQ for
UNIX:

Functionality Old Script (Before FioranoMQ New Script (From
2008) FioranoMQ 2008)

FioranoMQ Server

Memory settings of

FioranoMQ Server /fiorano_vars.sh /fmg/bin/fmq.conf
External jar files /fmg/bin/fmg.sh /fmg/bin/fmq.conf

Startup /fmg/bin/fmg.sh /fmg/bin/fmg.sh

Shutdown /fmg/bin/shutdownFMQ.sh /fmg/bin/shutdown-fmq.sh

Tools and Miscellaneous Scripts

Fiorano Studio /Studio/bin/Studio.sh /Studio/bin/Studio.sh
Compile Client /fmg/bin/compClient.sh /fmg/bin/compile-client.sh
External Jar files for /fmqg/bin/compile-

Client /fmg/bin/compClient.sh client.conf

Run Client /fmg/bin/runClient.sh /fmg/bin/run-client.sh
External Jar files for

Client /fmg/bin/runClient.sh /fmg/bin/run-client.sh
Memory settings for

Client /fiorano_vars.sh /fmaqg/bin/run-client.conf

] /fmq/bin/fmqg.sh —profile
Run Standalone Bridge /fmg/bin/runStandaloneBridge.sh StandAloneBridge

Run Standalone /fmg/bin/fmq.sh —profile
Repeater /fmg/bin/runStandaloneRepeater.sh | StandAloneRepeater

Database related scripts

/fmg/bin/create-

Create Database /fmg/bin/createDB.sh database.sh
External Jar files to /fmg/bin/create-
Create Database /fmg/bin/createDB.sh database.conf

/fmq/bin/recover-
DB Recovery Tool /fmg/bin/runDBRecoveryTool.sh database.sh

External Jar files for /fmg/bin/recover-

Database Recovery /fmag/bin/ runDBRecoveryTool.sh database.conf

Chapter 2: Using Scripts Page 31




FioranoMQ 9 Handbook

2.3 Common Scripts Usage - UNIX

Scripts present under <fiorano_installation_dir>

fiorano_vars.sh

Used to set Environment Variable which are used throughout the Fiorano
server scripts. It is also used to set the Endorsed libraries.

setScriptPermissions.sh

Script used to set executable permissions for all the scripts present in the
FioranoMQ Installation.

Scripts present under <fiorano_installation_dir=/fmq/bin

backupDB.sh: This script is used to backup the database of the profile specified
by the user. This script moves the existing database from the profile directory to
the backup database directory.

Usage: backupDB.sh <profileName> <FMQ DB path> <DB Backup Path>

Example: backupDB.sh
FioranoMQ/profiles/FioranoMQ/run/profiles/FioranoMQ_backupDB

This moves the existing database from the FioranoMQ/run directory to a specified
directory. By default, a backup of the FioranoMQ database is taken and a new
directory inside the profiles/FioranoMQ directory is created using the current date
of the system.

ClearDB.sh: This script is used to clear the existing database of the FioranoMQ
Server.

Usage: ClearDB.sh [— profile <profileName=>] [-DBDir <FMQ DB path=>] [-
profilesDir <Profiles directory>]. By default, the database of FioranoMQ profile is
cleared upon this command.

o -profile <profilename=>=: Profilename from profiles directory to the
profile to be deployed. Defaults to FioranoMQ.

o —DBDir <FMQ DB path=>: Database directory for configured profile.
Defaults to <fiorano_installation_dir=\fmq\profiles\<profile=\run"

o -profilesDir <Profiles directory>: Directory where profiles are present.
Defaults to <fiorano_installation_dir=>\fmq\profiles

Warning: Clearing the database removes all user created information, including
all Topics/Queues/ConnectionFactories created, as well as User permissions and
Groups. If the user wants to clear the database only partially, the option to clear
Admin Storage, Data Storage, and ACL Storage can be chosen instead.

compile-client.sh: This script is used to compile Java samples which are included
within the installer. External jars can be added to classpath in
<fiorano_installation_dir=/fmq/bin/complie-client.conf

Usage: compile-client.sh <sampleName=>.java

create-database.sh: This script is used to create a database. There are two ways
by which databases can be created.
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a)

b)

Using FioranoMQ Configuration:

The database section of the FioranoMQ profile has to be configured. Refer
to the chapter Configuring Message Store for information on configuring
the database section.

Usage: create-database.sh -fmq.profile <profileName> -dataBaseType
<dataBaseType=>

Example: The following command creates a database using message
store configuration for MSSQL in FioranoMQ_SQL profile:

create-database.sh -fmq.profile FioranoMQ_SQL -dataBaseType mssql

From command line arguments

Database configuration details are provided as options in the command
line.

Usage: Usage: create-database -dataBaseType <DataBase> -driver
<Driver> - url <URL> -userName <UserName> -password <Password> -

dataTypesFileName <cfgFileName=>

Please refer to the chapter on Configuring Message Store

Example: The following command creates a database using message
store configuration for MSSQL:

create-database.sh -dataBaseType mssql -driver
com.microsoft.jdbc.sqlserver.SQLServerDriver -url
jdbc:microsoft:sqlserver://server:1433;SelectMethod=Cursor -
userName admin -password passwd -dataTypesFileName
jdbc_mssqls.cfg

¢ fmq.sh: Launches the FioranoMQ server. By default, FioranoMQ profile is launched
if no other profile is specified.

Usage: fmq.sh [-profilesDir <dir>] [-profile <path>] [-dbPath <dir>] [-configPath
<dir>] [-saveConfigs <boolean>]

(0]

-profile <path=: Relative path from profiles directory to the profile to be
deployed. Defaults to FioranoMQ.

-profilesDir <dir=: Directory where profiles are present.
Defaults to <fiorano_installation_dir=/fmq/profiles

-configPath <dir=: Conf directory path for the configured profile.
Defaults to <fiorano_installation_dir=/fmq/profiles/<profile=/conf

-dbPath <dir>=: Database path for configured profile.
Defaults to <fiorano_installation_dir=/fmq/profiles/<profile=/run"

-saveConfigs <boolean=>: Persists server configurations on shutdown.
Defaults to false.

—nobackground: Option to not start the server in the back ground.

—help: Displays all available options.
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Example: Following command starts FioranoMQ HA primary server.
fmq.sh —profile FioranoMQ_HA_rpl/HAPrimary

e recover-database.sh: This script is used to recover the database in the event
that the FioranoMQ proprietary File based database is corrupt.

This launches the script and, by default, recovers the PTP database. For more
information on the usage of the script refer to Chapter 24: Fiorano DB Recovery
Tool.

Usage: recover-database.sh [—propertiesFile <path>] [-fmq.profile <path>] [-h]

o —propertiesFile: Configuration file. Default configuration file is located at
<fiorano_installation_dir>/fmq/profiles/recovery.properties

o -fmq.profile <path>: Relative path from the profiles directory to profile
to be deployed. Defaults to FioranoMQ.

o -h: display help

e run-client.sh: This script is used to run Java samples which are included in the
FioranoMQ installation. External jars can be added to classpath in
fiorano_installation_dir>/fmqg/bin/run-client.conf

Usage: run-client.sh <sampleName=>
e build-all-clients.sh

This script is used to compile all the Java samples which are included within the
installer. The script makes use of compile-client.sh internally to compile each of
the samples. External jars can be added to classpath in
<fiorano_installation_dir=/fmqg/bin/complie-client.conf

Usage: build-all-clients.sh
e migrate.sh and convert-database.sh

The migrate.sh script file is used for migrating the FioranoMQ2007 database to a
FioranoMQ 9.0 or higher versions, which uses the FioranoMQ9 compatible format.
This script uses convert-database.sh for converting the database table files and
data files to the FioranoMQ9 compatible format. It is recommended that the
readme.txt file be referred to for instructions on using this utility.

e startCluster.sh

The startCluster.sh script file is used for running the FioranoMQ Management
server using FioranoMQ_Clustering profile. For more information on the FioranoMQ
Management server and its functions refer to Chapter 32: Fiorano Directory
Services.

e routeUtility.sh

routeUtility.sh script file is used for creating/removing multiple routes between
destinations (Queues/Topics) based on the configuration file specified while
running the ‘route’ utility. The configuration file (routes.xml) contains properties of
each route to be created.

A sample route configuration file can be found at
$FIORANO_HOME/fmgq/Utilities/RouteUtility/conf folder.

Usage: $FIORANO_HOME/fmqg/bin/routeUtility.sh [-operation <operation> -
configFile <routeConfigsFile>]

where:
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configFile: Includes the XML file that contains the configuration of the routes. If
no configuration file is specified when running the route Utility then ‘routes.xml’
will be taken as the default configuration file.

Operation: Operation that needs to be executed using the route utility.

Valid Values: createRoutes OR removeRoutes. If no operation is specified, then
this will take 'createRoutes' as its operation.

shutdown-fmgq.sh

This script is used to shutdown the FioranoMQ server This script internally creates

a JMXConnection based on arguments passed. If none of the arguments are
passed, then the default parameters are used. If the arguments passed are
invalid, then an exception is shown on the console.

Usage: ./shutdown-fmq.sh [-options] (For Linux)

Where options include:

Parameter Description Legal Values

Name

connectorType Type of connector that needs to be created RMI (Default Value), JMS
for making a jmx connection with the
FioranoMQ server.

host URL of the machine where the server is localhost (Default Value),
running. If the server is running on a IPAddress
machine on which a user executes a
shutdown script, the host need not be
specified.

port The port on the FioranoMQ server that will 1856 (Default Value)
accept JMS connections. This value should
be specified only if the connector ‘type’ is
JMS.

user Name of the user trying to shutdown the admin (Default Value),
FioranoMQ server. This user should have anonymous, ayrton
permission to create a JMX connection.

passwd Password of the user trying to shutdown the | passwd(Default Value for
FioranoMQ Server. admin), anonymous (for user

anonymous), senna (for user
ayrton)
transportProtocol | Transport protocol to be used for making a TCP (Default Value), HTTP, LPC

connection with the FioranoMQ server. This
value should be specified only if the
connector ‘type’ is JMS.
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Parameter
Name

Description

Legal Values

securityProtocol

Security protocols that need to be used for
making a connection with the FioranoMQ
server. By default there is no security
protocol. This value should be specified only
if the connector ‘type’ is JMS.

null (Default Value), SUN_SSL.

securityManager

Security Manager which to be used for
making a connection with the FioranoMQ
server. By default there is no security
Manager. This value should be specified only
if the connector ‘type’ is JMS.

Null (Default Value),
DefaultJSSESecurityManager

rmiPort RMIConnector port on which the FioranoMQ 1858(Default value), 2059 is
server JMX connection can be created. This default value for Repeater
value should be specified only if the
connector ‘type’ is RMI.
Example:

The commands below stop the FioranoMQ server running on a FMQLinux1 machine on default
port 1856 with user as admin and password as passwd.

./shutdown-fmq.sh -host FMQLinux1 -port 1856 -user admin -passwd passwd -

transportProtocol TCP -securityProtocol null -securityManager null.

No securityManager or securityProtocol is required in this case and both are specified as null.
This script creates an RMIBasedJMXConnector since the connector type is not specified.

Note: If a user has configured the FioranoMQ server to accept JMSBasedJMXConnector
connections, shutting down the FioranoMQ server is possible only by using this same
connector. Otherwise, by default, the RMIBasedJMXConnector will be used.

Scripts present under <fiorano_installation_dir=/fmq/clients/c/crosscomp/scripts

e cclientbuild.sh: This script is used to compile the C Cross Comp samples.

e Usage: cclientbuild.sh ../samples/<sample_type>/<sampleName=>.c

Scripts present under <fiorano_installation_dir=/fmq/clients/c/native/scripts

e cclientbuild.sh: This script is used to compile the C Native samples.

e Usage: cclientbuild.sh ../samples/<sample_type>/<sampleName=>.c

Scripts present under <fiorano_installation_dir=/fmq/clients/cpp/jni/scripts

e cppclientbuild.sh: This script is used to compile the Cpp JNI samples using fmq-jni-

cpprtl.lib.

e Usage: cppclientbuild.sh ../samples/<sample_type>/<sampleName=>.cpp

Scripts present under <fiorano_installation_dir=/fmq/terminal
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e fmg-terminal.sh: This script is used to perform most of the admin operations that
can be performed through the Studio.

e Usage: fmqg-terminal.sh. Queries the username and password needed to log onto the

server.

Note:

e help command lists all the commands/operations supported by the terminal

e <command/operation> -help displays usage of the command or its operation

Below is a list of operations supported by fmg-terminal:

Operation Description

addMemberToGroup adds a member to a Group

Bye exits the console

changePwd changes password for the specified User
clearQueue clears messages in the Queue specified
createACF creates the specified AdminConnectionFactory
createCommonCF creates the specified CommonConnectionFactory
createGroup creates the Group specified

createQCF creates the specified QueueConnectionFactory
createQueue creates the Queue specified

createTCF creates the specified TopicConnectionFactory

createTopic

creates the Topic specified

createUser creates a new User

createXAQCF creates the specified XAQueueConnectionFactory
createXATCF creates the specified XATopicConnectionFactory
deleteACF deletes the specified AdminConnectionFactory

deleteCommonCF

deletes the specified CommonConnectionFactory

deleteGroup

deletes the Group specified

deleteQCF

deletes the specified QueueConnectionFactory

deleteQueue

deletes the Queue specified

deleteTCF deletes the specified TopicConnectionFactory
deleteTopic deletes the Topic specified

deleteUser deletes a specified user

deleteXAQCF deletes the specified XAQueueConnectionFactory

deleteXATCF

deletes the specified XATopicConnectionFactory

exit

Exits the console
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Operation Description

prints the ‘help’ topics/instructions for all available
help commands
list lists all available commands
listACFs lists names of all available Admin Connection Factories
listClientlDs lists names of all Client IDs
listCommonCFs lists names of all available Common Connection Factories
listDomains list all domains
listGroups lists all server groups
listQCFs lists names of all available QueueConnectionFactories
listQueues lists names of all available Queues
listSubscriberlDs lists SubscribterIDs of specified ClientIDs
listTCFs lists names of all available TopicConnectionFactories
listTopics lists names of all available Topics
listUsers lists all Users of the server
listXAQCFs lists names of all available XAQueueConnectionFactories
listXATCFs lists names of all available XATopicConnectionFactories
mbeanCount prints mbeans count
quit exits the console
restartFMQ restarts FioranoMQ server running on the Fiorano Container
run runs the commands in the specified file
serverinfo prints the server information

Shuts down the FioranoMQ server running in the relevant
shutdownFMQ Fiorano Container

Shuts down the FioranoMQ Server running in the relevant
shutdownJBoss JBoss Container

Scripts present under
<fiorano_installation_dir=>/framework/tools/LicenseManager/bin

runLM.sh: This script is used for running the license manager. For more information on the
license manager refer to SOA Platform License Manager Guide.pdf in the
<fiorano_installation_dir>/framework/tools/LicenseManager/doc directory.

Scripts present under <fiorano_installation_dir>=/Studio/bin

Reset.sh: This script is used to reset all cached data from <user_dir> that defaults to
/<Installation_Dir> /runtimedata/studio/<build_no>, and delete the <user_dir>.

Usage: Reset.sh
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Studio.sh: This script is used to launch the FioranoMQ Studio.

Usage: Studio.sh --jdkhome <jdk_home=>

The <jdk_home=> should point to the JDK_HOME since it is required for launching the Fiorano
Studio.

2.4 Reference Matrix - Windows

The table below summarizes all the FioranoMQ scripts/configurations modified on Windows:

Functionality Old Script (Pre FioranoMQ 2008) New Script ( FioranoMQ 2008
onwards)

FioranoMQ Server

Memory settings of

FioranoMQ Server /fiorano_vars.bat /fmg/bin/fmqg.conf

External jar files /fmg/bin/runContainer.bat /fmg/bin/fmqg.conf

Startup /fmg/bin/runContainer.bat /fmqg/bin/fmg.bat
Shutdown /fmg/bin/shutdownFMQ.bat /fmg/bin/shutdown-fmg.bat

FioranoMQ Server as Windows Service

Install /fma/bin/ntservice/bin/install-nt.bat /fma/bin/service/install-fmg.service.bat

/fmg/bin/service/uninstall-

Uninstall /fmag/bin/ntservice/bin/uninstall-nt.bat fmq.service.bat
] /fmg/bin/ntservice/bin/install-nt.bat /fmg/bin/service/install-fmqg.service.bat
Install a profile ../conf/<profile_name=>.conf —profile <profile_name>
) ] /fmg/bin/ntservice/bin/uninstall-nt.bat /fmg/bin/service/uninstall-
Uninstall a profile ../conf/<profile_name=>.conf fmq.service.bat —profile <profile_name=>

) /fmqg/<profiles_dir>/<profile_name>/se
Default log location /fmag/bin/ntservice/logs rvice

Tools and Miscellaneous Scripts

Fiorano Studio /Studio/bin/Studio.exe /Studio/bin/Studio.exe
Fiorano Console /fmqg/bin/fmqg-console.bat /fmqg/bin/fmqg-console.bat
Compile Client /fmg/bin/compClient.bat /fmg/bin/compile-client.bat
External Jar files for

Client /fmg/bin/compClient.bat /fmag/bin/compile-client.conf
Run Client /fmg/bin/runClient.bat /fmg/bin/run-client.bat
External Jar files for /fmg/bin/runClient.bat /fmg/bin/run-client.conf
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Functionality

Old Script (Pre FioranoMQ 2008)

New Script ( FioranoMQ 2008
onwards)

Client

Memory settings for
Client

/fiorano vars.bat

/fmg/bin/run-client.conf

Run Standalone Bridge

/fmg/bin/runStandaloneBridge.bat

/fmqg/bin/fmqg.bat —profile
StandAloneBridge

Run Standalone
Repeater

/fmg/bin/runStandaloneRepeater.bat

/fmqg/bin/fmqg.bat —profile
StandAloneRepeater

Database related scripts

Create Database

/fmg/bin/createDB.bat

/fmg/bin/create-database.bat

External Jar files used
for creating Databases

/fmg/bin/createDB.bat

/fmg/bin/create-database.conf

DB Recovery Tool

/fmg/bin/runDBRecoveryTool.bat

/fmg/bin/recover-database.bat

External Jar files used
for Database Recovery

/fmqg/bin/ runDBRecoveryTool.bat

/fmg/bin/recover-database.conf

2.5 Common Scripts Usage - Windows

Scripts present under <fiorano_installation_dir>

1. fiorano_vars.bat: Used to set the Environment Variable which is used throughout
Fiorano server scripts. It is also used to set Endorsed libraries.

2. uninstall.bat: Script used to uninstall the FioranoMQ installation.

Scripts present under <fiorano_installation_dir=\fmqg\bin

1. backupDB.bat: This script is used to backup the database of the profile specified
by the User. This script moves the existing database from the profile directory to
the backup database directory.

Usage: backupDB.bat <profileName> <FMQ DB path> <DB Backup Path>

Example: backupDB.bat
FioranoMQ\profiles\FioranoMQ\run\profiles\FioranoMQ_backupDB

This moves the existing database from the FioranoMQ\run directory to the
directory specified by the User. By default, a backup of the FioranoMQ database is
taken and a new directory created inside profiles\FioranoMQ directory using the
current date of the system.

2. ClearDB.bat: This script is used to clear the existing database in the FioranoMQ

server.
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Usage: ClearDB.bat [— profile <profileName=>] [-DBDir <FMQ DB path>] [-
profilesDir <Profiles directory>]. By default, this clears the FioranoMQ profile
database.

o -profile <profilename=>: Profilename from profiles directory to the
profile to be deployed. Defaults to FioranoMQ.

o —DBDir <FMQ DB path=>: Database directory of the profile configured.
Defaults to <fiorano_installation_dir=>\fmq\profiles\<profile>\run"

o -profilesDir <Profiles directory>: Directory where profiles are present.
Defaults to <fiorano_installation_dir=\fmq\profiles

Warning: Clearing the database removes all user created information, including
all Topics/Queues/ConnectionFactories created, as well as User permissions and
Groups. If the user wants to clear the database only partially, the option to clear
Admin Storage, Data Storage and ACL Storage can be chosen instead the whole
database.

Example:

3. compile-client.bat: This script is used to compile Java samples included in the
installer.
Usage: compile-client.bat <sampleName=>.java

4. create-database.bat: This script is used to create a database. There are two
ways by which databases can be created.

a) Using FioranoMQ Configuration:
The database section of the FioranoMQ profile has to be configured. Refer

to the Chapter 4: Configuring Message Store for information on configuring
the database section.

Usage: create-database.bat -fmq.profile <profileName> -dataBaseType
<dataBaseType=>

Example: The following command creates a database using message
store configuration for MSSQL in the FioranoMQ_SQL profile:

create-database.bat -fmq.profile FioranoMQ_SQL -dataBaseType mssql

b) From command line arguments

Database configuration details are provided as an option on the command
line.

Usage: Usage: create-database -dataBaseType <DataBase> -driver
<Driver> - url <URL> -userName <UserName=> -password <Password> -

dataTypesFileName <cfgFileName=>

Please refer to the Chapter 4: Configuring Message Store

Example: The following command creates a database using message
store configuration for MSSQL.
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create-database.bat -dataBaseType mssql -driver
com.microsoft.jdbc.sqlserver.SQLServerDriver -url
jdbc:microsoft:sqlserver:\\server:1433;SelectMethod=Cursor -
userName admin -password passwd -dataTypesFileName
jdbc_mssqls.cfg

5. fmq.bat: Launches the FioranoMQ server. By default, the FioranoMQ profile is
launched if no other profile is specified.
Usage: fmqg.bat [-profilesDir <dir>] [-profile <path>] [-dbPath <dir>] [-
configPath <dir>] [-saveConfigs <boolean>]

o -profile <path=>: Relative path from profiles directory to the profile to be
deployed. Defaults to FioranoMQ.

o -profilesDir <dir>: Directory where profiles are present.
Defaults to <fiorano_installation_dir=\fmq\profiles

o -configPath <dir=: Conf directory path for the configured profile.
Defaults to <fiorano_installation_dir=>\fmq\profiles\<profile>=\conf

o -dbPath <dir>: Database path for configured profile.
Defaults to <fiorano_installation_dir=\fmq\profiles\<profile=\run"

0 -saveConfigs <boolean=: Persists server configurations on shutdown.
Defaults to false

o —help: Displays all available options.
Example: The command below starts the FioranoMQ HA primary server.
fmq.bat —profile FioranoMQ_HA_rpN\HAPrimary

6. fmqg-console.bat: This script is used to setup the class path for the Java samples
included within the FioranoMQ installation.

Usage: fmqg-console.bat
Once run, it sets the classpath for the samples and moves the command prompt to
the %fiorano_installation_dir %o\fmg\samples directory.

7. fstart.bat: This script displays a new console with the command specified as
‘command line argument’. If nothing is specified it opens a new command prompt
within the same current directory.

Usage: fstart.bat <command>

For Example: fstart.bat fmq.bat.

This launches the FioranoMQ server with the default profile, that of FioranoMQ.

8. recover-database.bat: This script is used to recover the database in the event
that the FioranoMQ proprietary File based datastore is corrupt.

On launch, the script recovers the PTP database by default. For more information
on the usage of the script refer to the chapter on Fiorano DB Recovery Tool.

Usage: recover-database.bat [—propertiesFile <path=>] [-fmq.profile <path>] [-h]
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10.

11.

12.

13.

o —propertiesFile: Configuration file. The default configuration file is
located at <fiorano_installation_dir>\fmq\profiles\recovery.properties

o -fmq.profile <path>: Relative path from the profiles directory to the
profile expected to be deployed. Defaults to FioranoMQ.

o -h: Displays help topics

run-client.bat: This script is used to run Java samples included in the FioranoMQ
installation. External jars can be added to classpath in
fiorano_installation_dir=>\fmqg\bin\run-client.conf

Usage: run-client.bat <sampleName=>

build-all-clients.bat

This script is used to compile all Java samples included in the installer. The script
makes use of compile-client.sh to compile each of the samples internally. External
jars can be added to classpath in <fiorano_installation_dir>/fmqg/bin/complie-
client.conf

Usage: build-all-clients.bat
migrate. bat and convert-database.bat

migrate.bat script file is used for transferring the FioranoMQ2007 database to the
FioranoMQ9 format. This script uses convert-database.bat for converting the
database table files and data files to FioranoMQ9 format. It is recommended that
the ‘readme.txt’ file be referred to for instructions on using this utility.

startCluster.bat

startCluster.bat script file is used for running the FioranoMQ Management server
using the FioranoMQ_Clustering profile. For more information on FioranoMQ
Management Server and its functions refer to Chapter 32: Fiorano Directory
Services.

routeUtility.bat

routeUtility.sh script file is used for creating/removing multiple routes between
destinations (Queues/Topics) based on the configuration file specified on the route
utility. The configuration file (routes.xml) contains the properties of each route to
be created.

A sample route configuration file can be found at
$FIORANO_HOME/fmq/Utilities/RouteUtility/conf folder.

Usage:

$FIORANO_HOME/fmg/bin/routeUtility.sh [-operation <operation> -configFile
<routeConfigsFile>]

where,
configFile:

XML file that contains configurations of routes. If no configuration file is specified
when the route Utility is run, then 'routes.xml' becomes the default configuration
file.

Operation:

The operation that needs to be executed using the route utility.
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Valid Values: createRoutes OR removeRoutes. If no operation is specified,
‘createRoutes’ is chosen by default.

14. shutdown-fmg.bat

This script is used to shutdown the FioranoMQ server.

This script creates a JMXConnection based on the arguments passed. If none of
the arguments are passed, then default parameters are used. If the arguments
passed are invalid, then an exception is displayed on the console.

Usage: shutdown-fmgq.bat [-options] (For Windows)

Where options includes:

Parameter Description Legal Values

Name

connectorType Type of the connector which need to be RMI (Default Value), JMS
created for making a jmx connection with
FioranoMQ server.

host URL of the machine where the server is localhost (Default Value),
running. If the server is running on the IPAddress
machine as the shutdown script, the host
name does not need to be specified.

port The port of the FioranoMQ server that will 1856 (Default Value)
accept JMS connections. This value should
be specified only if the connector ‘type’ is
JMS.

user Name of the user trying to shutdown the admin (Default Value),
FioranoMQ server. This user should have anonymous, ayrton
permission to create a JMX connection.

passwd Password of the user trying to shutdown the | passwd(Default Value for
FioranoMQ Server. admin), anonymous (for user

anonymous), senna (for user
ayrton)
transportProtocol | Transport protocol which should be used for | TCP (Default Value), HTTP, LPC

making a connection with the FioranoMQ
server. This value should be specified only if
the connector ‘type’ is IMS

securityProtocol

Security protocol which needs to be used to
make a connection with the FioranoMQ
server. By default there is no security
protocol. This value should be specified only
if the connector ‘type’ is JMS.

null (Default Value), SUN_SSL.

securityManager

Security Manager which need to be used for

making a connection with FioranoMQ Server.

null(Default Value),
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Parameter Description Legal Values
Name

By default there will not be any security DefaultJSSESecurityManager
Manager. This value should be specified only
if the connector type is JMS

rmiPort RMIConnector port on which the FioranoMQ 1858(Default value), 2059 is
server JMX connection is to be created. This | default value for Repeater
value should be specified only if the
connector type is RMI.

Example:

The commands below stop the FioranoMQ server running on a FMQWINO1 machine on default
port 1856 by entering user as admin and password as passwd.

shutdown-fmgq.bat -host FMQWINO1 -port 1856 -user admin -passwd passwd -
transportProtocol TCP -securityProtocol null -securityManager null.

No securityManager or securityProtocol is required in this case and both are set as null. This
script creates an RMIBasedJMXConnector since theconnector ‘type’ is not specified.

Note: If a user has configured the FioranoMQ server to accept JIMSBasedJMXConnector
connections, shutting down the FioranoMQ server is possible only by using this connector.

Otherwise, by default, the RMIBasedJMXConnector will be used.

Scripts present under 2ofiorano_installation_dir %6\fmqg\bin\service
1. install-fmqg-service.bat: This script launches the FioranoMQ server as an NT
service. This script can be used where the FioranoMQ sever needs to start along
with the system services.
Usage: install-fmqg-service.bat -profile %6PROFILE_NAME%6
Example: install-fmqg-service.bat -profile FioranoMQ_XA

FioranoMQ, when started as an NT Service, by default, takes on the FioranoMQ profile.

uninstall-fmqg-service.bat: This script is used to remove the entry made in the registry of
the system after install-fmqg-service.bat has installed a serviceto start the FioranoMQ Server.

Usage: uninstall-fmqg-service.bat -profile 20PROFILE_NAME%6
Example: uninstall-fmqg-service.bat -profile FioranoMQ_XA

FioranoMQ, when started as an NT Service, by default, takes on the FioranoMQ profile.

Scripts present under <fiorano_installation_dir>=\fmqg\clients\c\crosscomp\scripts
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build_samples.bat: This script is used for compiling all the C Cross Comp
samples present under %fiorano_installation_dir
%\fmq\clients\c\crosscomp\samples.

Usage: build_samples.bat.

cclientbuild.bat: This script is used for compiling C Cross Comp samples one at a

time.

Usage: cclientbuild.bat ..\samples\<sample_type>\<sampleName=>.c

Scripts present under <fiorano_installation_dir=>=\fmqg\clients\c\native\scripts

1.

build_samples.bat: This script is used for compiling all the C Native samples
present under %fiorano_installation_dir %\fmq\clients\c\native\samples

Usage: build_samples.bat

cclientbuild.bat: This script is used to compile the C Native samples one at a
time.

Usage: cclientbuild.bat ..\samples\<sample_type>\<sampleName=>.c

Scripts present under <fiorano_installation_dir=\fmq\clients\cpp\jni\scripts

1.

build_samples.bat: This script is used for compiling all the Cpp JNI samples
present under %fiorano_installation_dir %\fmaq\clients\cpp\jni\samples.

Usage: build_samples.bat.

cppclientbuild.bat: This script is used for compiling the Cpp JNI samples, one at
a time, using fmqg-jni-cpprtl.lib.

Usage: cppclientbuild.bat ..\samples\<sample_type>\<sampleName=>.cpp
cppclientbuildcc.bat: This script is used for compiling the Cpp JNI samples, one

at a time, using fmqg-crosscomp-cpprtl.lib.

Usage: cppclientbuildcc.bat

.\samples\<sample_type>\<sampleName=>.cpp

Scripts present under 2ofiorano_installation_dir 26\fmqg\clients\cpp\native\scripts

1.

build_samples.bat: This script is used for compiling all the Cpp Native samples
present under %fiorano_installation_dir %\fmq\clients\cpp\native\samples.

Usage: build_samples.bat.

cppclientbuild.bat: This script is used to compile the Cpp Native samples one at
a time.

Usage: cppclientbuild.bat ..\samples\<sample_type>\<sampleName=>.cpp

Scripts present under 2ofiorano_installation_dir 26\fmqg\clients\csharp\scripts

1.

build_samples.bat: This script is used for compiling all the unmanaged C#
samples present under %fiorano_installation_dir %\fmq\clients\csharp\samples.
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Usage: build_samples.bat
2. csclientbuild.bat: This script is used to compile the unmanaged C# samples one
at a time.
Usage: csclientbuild.bat ..\samples\<sample_type>\<sampleName=>.cs
3. ginstall.bat: This script is used to install the fmg-native-cpprtl.dll, fmg-native-
cpprtl-https.dil, fmg-csharprtl.dll and fmg-csharprtl-https.dil dll files into the
system assembly using gacutil.exe which is shipped with the DOT NET
Installation.
Usage: ginstall.bat
4. vbclientbuild.bat: This script is used for compiling the unmanaged VB samples
one at a time.
Usage: csclientbuild.bat ..\samples\<sample_type=\<sampleName=>.vb
Scripts present under 2ofiorano_installation_dir
% \fmqg\clients\nativecsharp\scripts
1. build_samples.bat: This script is used for compiling all the C# Native samples
present under %fiorano_installation_dir %\fmq\clients\csharp\samples.
Usage: build_samples.bat
2. cppclientbuild.bat: This script is used to compile the C# Native samples one at a
time.

Usage: csclientbuild.bat ..\samples\<sample_type>\<sampleName=>.cs

Scripts present under <fiorano_installation_dir>=\fmqg\terminal
1. fmqg-terminal.bat: This script is used for performing admin operations through
the Studio. The list of operation supported by fmqg-terminal are:

Usage: fmg-terminal.sh. The username and password are queried for logging
onto the server.

Note:
¢ help command lists all the commands/operations supported by the terminal

e <command/operation> -help displays usage of the command or operation

The list of operations supported by fmg-terminal follows:

Operation Description

addMemberToGroup adds a member to a Group

bye exits the console

changePwd changes password for the specified User
clearQueue clears messages in the Queue specifed
createACF creates the specified AdminConnectionFactory
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Operation Description

createCommonCF creates the specified CommonConnectionFactory
createGroup Creates the Group specified

createQCF creates the specified QueueConnectionFactory
createQueue creates the Queue specified Queue

createTCF creates specified TopicConnectionFactory

createTopic

creates the Topic specified

creates new User and a new Password

createUser

createXAQCF Creates the specified XAQueueConnectionFactory
createXATCF creates the specified XATopicConnectionFactory
deleteACF deletes the specified AdminConnectionFactory

deleteCommonCF

deletes the specified CommonConnectionFactory

deleteGroup

deletes the Group specified

deleteQCF

deletes the specified QueueConnectionFactory

deleteQueue

deletes the specified Queue

deleteTCF deletes the specified TopicConnectionFactory
deleteTopic deletes the Topic specified

deleteUser deletes a specified User

deleteXAQCF deletes the specified XAQueueConnectionFactory

deleteXATCF

deletes the specified XATopicConnectionFactory

exit exits the console

help prints the ‘help’ topic/instructions for all available commands
list lists all available commands

listACFs lists names of all available Admin Connection Factories
listClientlDs lists names of all Client IDs

listCommonCFs lists names of all available Common Connection Factories
listDomains Lists all domains

listGroups lists all server groups

listQCFs lists names of all available QueueConnectionFactories
listQueues lists names of all available Queues

listSubscriberlDs

lists SubscribterIDs of specified ClientlDs

listTCFs

lists names of all available TopicConnectionFactories

listTopics

lists names of all available Topics
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Operation Description

listUsers lists all Users of the server

listXAQCFs lists names of all available XAQueueConnectionFactories
listXATCFs lists names of all available XATopicConnectionFactories
mbeanCount prints mbeans count

quit exits the console

restarts FioranoMQ server running in the relevant Fiorano
restartFMQ Container

run runs specific commands in the specified file

serverinfo prints the server information

Shuts down the FioranoMQ server running in the relevant

shutdownFMQ Fiorano Container
Shuts down the FioranoMQ server running on the JBoss
shutdownJBoss Container

Scripts present under
<fiorano_installation_dir=>\framework\tools\LicenseManager\bin

runLM.bat: This script is used to run the license manager. For more information on the
license manager, refer to Fiorano SOAPlatform License Manager Guide available at:
<fiorano_installation_dir>\framework\tools\LicenseManager\doc.

Scripts present under <fiorano_installation_dir=>\Studio\bin

1. InputMethodHotKey: This script is used for configuring the InputMethod HotKey
that invokes the keyboard panel to insert international characters (Japanese,
Chinese, etc.).

2. Log.bat: This script opens the log file that stores all logs.

Usage: Log.bat

3. Reset.bat: This script is used to reset all Studio logs and the Studio settings

Usage: Reset.bat

4. UserDir.bat: This script opens the Windows Explorer at the same location as the
Studio log file.

Usage: UserDir.bat
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Chapter 3: Naming Manager

3.1 XML
1.

Open the profile for off-line editing through the Profile Manager using Studio by

clicking on the Profile Manager pane. Right-click the Profile node and select Open
Profile from the pop-up menu. Select the desired profile and click on the Open button

hierarchy.

shown in the figure below.

ﬂ_ Fiorano Studio

Navigate to NativeFileNamingManager under the jndi node in the FioranoMQ

In the properties panel, change the implementation ‘type’ from FILE to XML, as
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Right-click on the FioranoMQ node and select Save from the pop-up menu.
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3.2 Configuring

1. Open the profile for off-line editing through the Profile Manager. Right-click the
Profiles node and select Open Profile from the pop-up menu. Select the FioranoMQ
profile and click on the Open button.

2. Navigate to the instance of XMLFile NamingManager under the jndi node in the
FioranoMQ hierarchy.

3. In the Properties of XMLFileNamingManager panel, change the Filename property
to the desired value as shown in the figure below.

4. In the Properties of XMLFileNamingManager change the property Path for the xml
file.
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5.

Right-click on the FioranoMQ node and select Save from the pop-up menu.
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3.3 LDAP

1. Open the profile for off-line editing through the Profile Manager. Right-click the
Profile node and select Open Profile from the pop-up menu. Select the desired

profile and click on the Open button

2. Navigate to NativeFileNamingManager under the jndi node in the FioranoMQ

hierarchy.

3. In the Properties of XMLFileNamingManager panel, change the implementation
‘type’ from FILE to LDAP as shown in the figure below.
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4. Right-click on the FioranoMQ node and select Save from the pop-up menu.
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3.4 RDBMS

1. Open the profile for off-line editing through the Profile Manager. Right-click the
Profile node and select Open Profile from the pop-up menu. Select the desired
profile and click on the Open button.

2. Navigate to NativeFileNamingManager under the jndi node in the FioranoMQ
hierarchy.

3. In the Properties of XMLFileNamingManager pane, change the implementation
‘type’ from FILE to RDBMS, as shown in the figure below.

4. Right-click on the FioranoMQ node and select Save from the pop-up menu.
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Chapter 4. Connection Management

This chapter discusses Connection Management in FioranoMQ. At the outset, the following
points must be noted:

e Add the JAR files, for the database configured in the FioranoMQ Server, to the
Configuration file of the server, fmqg.conf, present at fmg_installation_dir\fmqg\bin.

e To start the FioranoMQ Server with one of the databases, create-database.bat/sh
needs to be started after adding the required JAR in the classpath of create-
database.conf.

4.1 Modifying the Port Number
Note: This configuration is done in the offline mode.

For information about configuring the FioranoMQ profile through a text based file, see
FioranoMQ Getting Started.

1. Launch Fiorano Studio. Select the Profile Manager pane and open the profile whose
port number is to be changed.

2. Navigate to the Connection Manager instance in the profile.

F| Fiorana Studio (e
File Edit View Navigate Tooks Window Help
dEd)irREncr2)iad)
Profle Hanager 4 x| Serer Exporer |kone x| (21 Propestis of Connectionttanager E
B ot 7] | Bl 2= vl
g | Fiorano Studio oot .
A Loggers | . 5 e e e
ool —
i Documentation Quick Start Chjectan
i : l": #” ket o : mrm — Actepts chent connections and uses the servic...
G- seanly "2 Release Notas gives overview Ths lets you connect FHQ Defat yes
S & sodetAcceptors of new features, Server, and performtasks ke || crrameppender
enhancaments avalable with menaging destnations, ReaderCacheDisabled o
v portl ths release neliding bug fes connaction factories, TCPWindowSie 13310
@ ConnectonManager f any. sn00ping etc. HandshakelnWorke Trread yes
i d Socketfeadtander e
Ledml sy , Do R —
!ﬁ_ From Here, you can get your % ‘This lets you connect any Protocol h(e ]
quaries answered, report IMX complant server, and Usehagle ™
bugs and request for perform tasks lke browsng MonitorngRequest It
anhancements, mbeans, moniorng data etc. MantorngResporse d
EnforcelsseAuthentication na
MaxChentComnectiorsCount 024
[ Hanagemen
g Ploﬂe a it i o =
[ Usng this, you can configure Path certs
the services/components to SarvarAddress
be avaisbie I FOraN0 SEVEMS. || yuonieningpicatied ~
ManagerClasshiame fiorano. jms, ex.sm. def DefaultISSESecurityMa. .,
MQserver yes
UsaForPasr ToPearCommunication ]
UseSystemPropsFarssL o
CopherSutelist
Port

|| Pert used for binding the socket on server stabo

Mof3M ||

3. Edit the port number in the Properties Panel as shown in the figure above.

4. Right-click on the FioranoMQ node and select the Save option from the pop-up
menu.
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Note: Changing port number can require the default connection factories created by the
server to be re-bound.

4.2 Setting Protocol to HTTP

1. Launch the Fiorano Studio. Select the Profile Manager pane and open the profile
whose protocol is to be set.

2. Navigate to the Connection Manager instance in the profile. The figure below shows
the default profile.

F| Fiorano Studio &k
© File Edit View MNavigate Tools Window Help

agd)iresncr)nd)

(ProfleHanager 4 | Serverxplorer | tikone %] L2117 prope
o] Profies
E-9b ForanoQ - o
g Fiorano Studio
- Logeers |
ot Documentation Quick Start
: : $ ‘:; What is ew ? ~ FHQ Administration
S x é Releasa Notes gives overview I This lets you connect FMQ
S sodethacetrs of new features, & Server, and parform tasks lke
B enhancements avakable with menaging destinations,
B portd this release nckudng bug fxes connaction factarias,
= @ ConnectonManager fany. snoopng etc.
# . DependsOn :
S & SodeReadiander Technical Support iy, | A% Administration
@ @ MatveSockeReadrandier !a. From Here, you can get your % ‘This lets you connect any
queries answered, report IMX complant server, and
-~ bugs and request for - parform tasis Be browsng
enhancaments. mbeans, montorng data etc.
r Profile Management
Usng this, you can configure
. the services/components to
be avalable in Fiorano Servers.
ManagerClasshame florano. jms. ex sm.def.DefauitISSESecuntyMa...,
yes
UseForPeerToPeerCommunication no
UseSystemPropsForSSL o
CipherSutelist
Protocol
i used for establshing the chents and sarver,
ready Bt |

3. Set the protocol to HTTP from the drop-down list in the Properties Panel as shown
in the figure above.

4. Right-click the FioranoMQ node and select the Save option from the pop-up menu.

Note: Changing protocol can require the default connection factories created by the server to
be re-bound.
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4.3 Modifying the Thread Management Policy

1. Launch the Fiorano Studio. Open the Profile Manager and open the profile whose
thread management policy is to be modified.

2. Navigate to the Connection Manager instance in the profile. As with the default
profile, this is at the node Fiorano -> socketAcceptors -> port-1 ->
Connection Manager.

3. From the list of dependencies, right-click on SocketReadHandler and select
Locate in Tree to reach the instance of SocketReadHandler used by the connection
manager.

4. In the Properties of the NativeSocketReadHandler pane, select NIO2 from the
drop-down list of the Implementation options, as shown in the figure below.

F| Fiorana Studio 3
: File Edit View MNovigate Tools Window Help

--ﬂ.ii.'aw yREncL) ﬂﬂﬁ

 Profile Manager 4 % |:Server Explorer || Wekeome %] bx
] Profies
B9 ForanoMQ - o=
G Fiorano Studio
# Loggers = N
- el |
Bk Documentation Quick Start
i : :: ',, What is New ? ; FHQ Administration
G- seanly Y2\ Release Notes gives |E This lets you connect FMQ i
B & sodetharmtos overview of new features, Server, and perform tasks
enhancements avaable like managng destnations,
e hipe with this teksase neuding connection factories,
# @ ComnectionManager bug fxes f any. snooping etc.
S A SodeReaddander £
S @ MoSocksieadHander Technical Support JHX Administration
8- fuup DependsOn !ﬁ_ From Here, you can get % This lats you connact any
your querias answared, IMX complant server, and
report bugs and request for perform tasks lke browsng
anhancements, mbeans, monitoring data
ate.
IE Profile Hanagement
|8 Usng ths, you can
mngwr:'t;: Implementation
senvkes/components tobe - || The Service inplementation
: Dutput - errors v X

Raquired ¥ "JobManager” for

instance “Fiorsno.socketAcceptors.port-1.SocketReadBandler:ServiceType=SockecReadiendler, Inpl=HI02, Hame=HioSocketReadHandler™ {2 upresolved.

ot |1

5. Right-click the FioranoMQ node and select the Save option from the pop-up
menu. Then run the server.
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4.4 Adding a Socket Acceptor

Note: This configuration is done in the offline mode

1.

4.

Launch the Fiorano Studio. Open the Profile Manager and open the profile where
the Socket Acceptor is to be added.

In the profile, select the domain to which the new Socket Acceptor is added. The
default FioranoMQ profile has socket acceptors at the following nodes in the tree
Fiorano -> socketAcceptors. Fiorano recommends adding a new sub-domain
(for instance, port-2) to this domain along with a new socket acceptor.

Right-click on the desired domain and select Add Components. The Add
Components to Profile dialog box appears. Navigate to Fiorano -> FioranoFw
-> Services

Select the component Connection Managerl from the new dialog box.

& Components
= Fiorano

~ ConnectionManager (1) ] ]

Connectiof ger (1)
[[] @ ExServiceManager
[ @ JobManager
=[] @ MemoryManager
~[] @& ThreadManager
=[] & TimerService

Instance Count 1

Note: More than one instance can be added by specifying the desired Instance Count in the
properties panel.

5.

Click the OK button to add the selected instance(s) to the profile. The
dependencies of the newly added component(s) have to be resolved. All un-
resolved dependencies are marked with an error icon which is red in color.

Note: In addition to the Manager instance, an instance of the SocketReadHandler
is added to the profile as well.
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6. To resolve dependencies, open the DependsOn property of the newly added
Connection Manager and the associated SocketReadHandler. For each dependency
marked with a red colored icon, select the desired instance from the drop-down
list from the Properties field.

E Fiorano Studio
i Fle Edt View Havigate Took Window Help

iol [ @ 1A . Iﬁﬂ'

‘Server Explorer :Profile Manager 0 x |

gﬂ Profiles
i Firanoht()
=R gy Fiorano

I x

#-@ FioranoConnectorManager :
i g 8 Fiorano.etc ServiceType=ThreadManager, ame=ThreadMa

i@ FioranoRepeaterManager

Loggers

efe

jm

indi

mq

security
socketAcceptars

i @g ConnectionManager2

= et Dependstn

-----ﬁ% MQConfigloader
- ObjectManager

s Ping3erviceManager

It

It

------g;ﬁg ServiceManager
2 SocketReadHandir
"------‘é% ThreadManager
| dfagy SocketRzadHandler
FI @, NativeSocketR eadHandier2
9---&_% DependsOn

2 ThreadManager

i

Instance
Instance of the Component dependency

5o b5 |

Note: Any existing instance for a dependency could be used to resolve it.

7. Right-click on the profile root node and select Validate to ensure that all
dependencies are resolved.

8. Modify the port number for the newly added Socket Acceptor so that it is different
from the port number in use by existing socket acceptor.

9. Right-click on the profile root node and select Save to save the profile.

4.4.1 Configuring Single Socket Acceptor for Admin

Note: This configuration can be done only in offline mode.

1. Open the Studio and open the FiranoMQ profile.
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2. Navigate to FioranoMQ -> Fiorano -> etc -> FMQConfigLoader ->
UseSingleSocketForAdmin.

K| floano Studio — [
: File Edit View MNavigate Tools Window Help

@) vremncr)ind)

| Profile Manager 4 X | server Explorer | Welcome X]
o] Profies
B-58 ForanoMQ - i
e Fiorano Studio
% Loggers - _
B oel tion
[ @ AdmnService Documenta
i @ AudtManager ——
[ @ AudtSeniceManager wl o
& BootStep 5 1#---1 ;ahw'l:omwmm
[ @ Defadtoghanager (] uﬂ'r:: atures, i
0 Etbtshenane: ths release ncludng bug foes
[ @ ExStrviceManager fany.
il @ PMQCanfigtoader e
@ JettyServer BN Tecimical Surport
[ @ MQDefObjCreater !a. From Here, you can get your
i@ MemoryManager f i mesd.f:m
@ Prgsnager b
il & RebmsDBManager
[#- @ ResourcsManager
9 RouteManager
i@ Threadvanager
B @ TmerSenice
[ joblManagers
[ & runtimeObjectManagers
Bh
B nd
Ehomg
B searity

[ sodethccaptors

Quick Start

| | Prop iF der X
[[EY #1= w[E]
| General Properties
DepigymentListfis FioranohQ lst
|8 Componentinstance Properties
Objecttlame Forang.etc:Service Type=FMQConfigLoader N..
InstanceOF FHQCanhgloader
Desaripton Loads ForanoMQ common configuraton
& Componentinstance Configuration
LazyRSCreation no
AlowDurableConnections no
UsesngleSodket no
O —
UssFioranoChr no
CreateDefaultACL yes
AcBasedDestnationSecurity no
AlPermissions yes
AbowOnFiyadChed: no
AbawOnTheRtyCraatinOfDestinations yes
EnsureLiniquenessOfCientld yes
MaxTransactonBufferSice 1020000
EnablautoRevaldaton no
HipPolinginterval 10000
IndudeMessagelD no
Resumetimeoutinterval -1
MessageSelectorFactoryClasshame floran jms. chrcbr L.def MessageSelectorFact...
SSLEnabled ]
PingEnabled Ve
SystemEncodngFormat UTFS
UseSingheSocketForAdmin
Turning on this flag, wil resuit in starting off a thread for admin connection that would constantly
| be waiting for data on socket. This vl detect loss of connection immediately

ready

aof | |1

By default the value is set to ‘yes’. Turning on this flag results in starting a thread
for admin connection that would wait for data on the socket. Any loss of
connection is detected immediately.
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4.5 Enabling SSL in FioranoMQ Messaging Server

1. TCP with JSSE Security
e Launch the Fiorano Studio for offline configuration of the FioranoMQ server.

e Select Tools = Configure Profile from the menu bar and open the profile
needed. Navigate to 2oselectedProfile% > Fiorano > SocketAcceptors >
Portl > ConnectionManager in the Server Explorer.

F| Fiorana Studio &
: File Edit View MNovigate Tools Window Help

jdyﬁw el B-T) |

 Profile Manager ax|Severbxplorer || Wekome x|
ﬂmﬂs
= ')k FioranaMQ
= A& Fiorano
o Loggers L =
g Documentation Quick Start
t : :: ’.,‘1 What s New ? gmmum
L& iy Y2\ Release Notes gives ovenview ‘P Thislets you connect FMQ
I of new features, Server, and perform tasks lke
'  enhancements avaizble with menaging destnations,
B d putl the release nekidng bug fxes connection factores,
# @ ConnectionManager £ any. snooping etc.

i SocetReadander

Technical Support . JMX Administration
!ﬁ_ From Here, you can gat your % ‘This lets you connect any
quaries answered, report IMX complant sarver, and

bugs and requast for perform tasks ke browsng
anhancements, mbeans, moniorng data etc.

[ Profile Hanagement
g= Usng this, you can configure

the services/components to

be avalable in Fiorano Servers. HandshatingDsatied ~
ManagerClasshiame fiorano. jms, ex. sm. def. DefaultISSESecurity
FQServer yes
UsaForPasr ToPearCommunication ]
UseSystemPropsFarSSL no
CipherSuitelist
Protocol
Protocol used for estabishing the connection between dients and server
ready i Wuf-m

e  Change the Protocol property to SUN_SSL.
e Change the UseSystemPropsForSSL to true (Optional)

Note : The public/private keys and/or certificates used by the
FioranoMQ Server can be loaded by specifying the related system
properties or by installing the appropriate security managers which
can load the certificates. Please see the note at the start of Section
4.5.1

Chapter 4: Connection Management Page 60



FioranoMQ 9 Handbook

e Navigate to %selectedProfile2o > Fiorano > etc > FMQConfigLoader. Right-
click on FMQConfigLoader and select Add Attribute from the pop-up menu. Add
an additional attribute with the name SSLEnabled and with a value that is ‘true’.

: Properties of FMQConfigLoader

ti[Z] = w2

I x

DeploymentListFile

Description

LazyRSCreation
AllowDurableConnections
UsesingleSocket
UsesingleSocketForAdmin
UseFioranoChr
CreateDefaultACL
AclBasedDestinationSecurity
AllPermissions
AllowonFlyaciCheck

AllowonTheFlyCreationdfDes. .

EnsurelIniquenessOfClientId
MaxTransactionBufferSize
EnablefutoRevalidation
HttpPallingInteral
IncludeMessagelD
[sLM3Enabled
Resumetimeoutinteryal

MessageselectorFactoryClass,

FioranoMa, st

Loads FioranoMQ common config, ..

no
yes

no

YES

yes

YES

yes

YES

yes

YES

no
10240000
no

10000

no

no

-1

fiorano.jms.chbr.cbrl.def . Messaq, ..

ves H

E‘ingEnabiea no
SystemEncodingFormat UTF-58
SSLEnabled

Property which enables 551 connnection with the server

e Navigate to %selectedProfile2o > Fiorano > socketAcceptors > port-1 >
ConnectionManager. Check the default value of property ManagerClassName.

Ensure that the default value of ManagerClassName is
fiorano.jms.ex.sm.def.DefaultISSESecurityManager. (Optional)

Note : This parameter is deprecated. Alternatively, in order to load the KeyStore and

TrustStore for initializing the context in which SSL Sockets are created,

corresponding system properties should be set and UseSystemPropsForSSL
should be set to true.
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: File Edit View MNovigate Tools Window Help

iadd]ivasncr]ind)

Profe Hanager 4 x | serverbxplorer || Viekune %] = iz B
{] Prafies | ® g
= ')l' FioranohQ a ﬁ ‘ 2 @
= & Fiorano Gl
B Loggers | )
B A el B
A Documentation Quick Start
B
el 2| Matten? g Adriistraton -
L& iy N2 Release otes gves overview Iﬂ This lets you connect FHQ Defait ves
& sodetami of new features, Server, and perform tasks lke CPNameAppendar
. - enhancements yvabble with menaging destnations, ReaderCacheDisabled o
e hipat) this release nckudng bug fes connection factories, TCPWirndowsSize 3310
# @ ConnectionManager fany. snogpng etc. HandshakalnitorkerTrvead yes
i d Socketfeadtander e
Technical Support I Administration mc . 6.:2:0
!a. From Here, you can gat your % ‘This lets you connect any Protocol SUMN_SSL
queries answered, report A IMX complant server, and UseNagle no
bugs and requast for perform tasks lke browsng MorvtorngRequast 1
anhancements, mbeans, moniorng data etc. MantorngResporse d
EnforcelsseAuthentication na
MaxChentConnectiorsCount 024
Proflc Hasapement B
= £ AdminConnecton no
Using this, you an configure || pats s
tha senvices/components to Sarveriddress
be avaiable i Fiorano Servers. ~
Managertiasshame foran.jms. ex.5m,def Def =
FQServer yes
UssForPesrToPesrCommunication no
UseSystemPropsFarSSL no
CipherSuitelist
ManagerClassiame
Deprecated Attribute. Please refer to 551 documentation, Class Name of the Security Manager for
wrapping TCRHTTP: Thsis f yManages. One an
write and plug-n his sarver security manager. Possible defeult values are
| ot e ettt |
ready amofaed| |

« Navigate to Fiorano > jmx > connector > JMSBasedJMXConnector2 and set the
following properties to allow the JMSConnector to connect to the secure server.

a.
b.

Protocol: TCP

SecurityManagerClass:

fiorano.jmx.connector.fmgq.security.JSSESecurityManager

SecurityProtocol: SUN_SSL

:server Explorer

|: Profile Manager

ﬂ Prafiles

E‘---xg FioranaMG

=) #ag Firano
FioranoConneckarManager
FioranoRepeaterManager
Loggers

efc

jmix
% connector

@ RMIBasedMyConnector
engine
notifications

security
socketAcceptors

: Properties of IMSBasedIMXConnector2

Ir x

& General Properties
DeploymentListFile
Implementation

Description

Interceptordlasshlame
SecurityProtocol
Pratacal
SecurityManagerClass
QueueConnectionFackory
ServerPort
Serverfddress
Username

Password
ConnectQueueMame
RequestQueueMams
Motifueuehlame

&l ComponentInstance Properties

£l ComponentInstance Configuration

IMSConnector, st
M5

I echor

This 1M conneckar uses IM5 transpart far,,,

fiorano. jmx.connector  Fiorano xInterce. .
MO _SECURITY

LPC

MO_SECURITY
primaryLQCF

1856

lacalhost

admin

passid

J%_CONNECT _QUEUE
I _SERYICE_QUELE
I _SERMWICE_QUEUE
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e Right-click the FioranoMQ domain in the Profile Manager and select the Save
option from the pop-up menu. Changes are saved in the Configs.xml file.

3 Fiorano Studio

Profile Manager

a1

ﬂ Profiles
=

B Finl Add Components

Mew Domain

Save

Save s
Export Prafile
Walidate
Refresh

Component Vigw

jndi

mg

security
socketAcceptors

:----.°. pork-1
- @ ConnectionManager
- % SocketReadHandler

‘Welcome - I

: Properties of FioranoMQ

1364

Quick Start

FMO Administration

This lets you connect FMO
Server, and perform tasks
like: ranaging destinations,
connection factories,
snooping etc.

IM¥ Administration

This lets you connect any
M compliant server, and
perform tasks like browsing
mbeans, monitaring data
etc,

® Profile Management

Using this, you can

#  configure the
 services/components to be
available in Fiorano Servers.

the speed of thought

Documentation

. What is New ?

Release Motes gives
overview of new features,
enhancements avalable with
this release including bug
fixes if any.

Technical Support

From Here, you can get
YOUr gueties answered,
report bugs and request for
enhancerments.

Profile Mame
Description

Profile 8

Deployment Lisks

FioranoMC
Base FioranoMQ Profile

FioranoM Care Team

FMBootstrap.Ist; Fior,..

FioranoMQ)
EBase FioranaMQ Profile

E. Output

FioranoMQ saved.

15M pF 330

|

e Clear the existing database using script ClearDB.bat located in

%FIORANO_HOME%\fmq\bin directory.

ClearDB.bat %oselectedProfile%o

e Start the Server again using script file fmq.bat located in

%FIORANO_HOME%\fmq\bin directory.

fmqg.bat —profile %selectedProfile%

The server starts accepting connections on TCP in the SSL (JSSE) mode.
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2. HTTP with JSSE Security

1.
2.

Launch the Fiorano Studio for offline configuration of the FioranoMQ server.

Select Tools > Configure Profile from the menu bar, and open the profile
needed. Navigate to %6selectedProfile%o > Fiorano > SocketAcceptors >
Portl > ConnectionManager.

Change the protocol property from TCP to HTTPS_SUN.

Navigate to 2oselectedProfile% > Fiorano > etc > FMQConfigLoader. Right-
click on FMQConfigLoader and select Add Attribute from the pop-up menu. Add
an additional attribute with the name SSLEnabled and with the value ‘true’.

Navigate to %oselectedProfile% > Fiorano > socketAcceptors > port-1 >
ConnectionManager. Check the default value of property ManagerClassName.
Ensure that the default value of Security manager is
fiorano.jms.ex.sm.def.DefaultJSSESecurityManager.

Navigate to Fiorano > jmx > connector > JMSBasedJMXConnector2 and set
the following properties to allow JMSConnector to connect to the secure server:

a. Protocol: HTTP

SecurityManagerClass:
fiorano.jmx.connector.fmq.security.JSSESecurityManager

c. SecurityProtocol: SUN_SSL

Right-click the FioranoMQ domain in the Server Explorer and select the Save
option from the pop-up menu. Changes are saved in the Configs.xml file.

Clear the existing database using script ClearDB.bat located in the
%FIORANO_HOME%\fmq\bin directory.

ClearDB.bat %oselectedProfile%o

Start the Server again using script file fmqg.bat located in
%FIORANO_HOME%\fmq\bin directory.

fmq.bat —profile %selectedProfile%o

The server starts accepting connections on HTTPS in the SSL (JSSE) mode.

Note:

To enabling SSL for FES/FPS servers, steps taken are similar to the ones above.
For FPS profiles the Protocol, SecurityProtocol and SecurityManagerClass
properties for Fiorano > jmx >Engine > ClientJIMXEngine also need to be changed.

When FioranoMQ server is running with HTTPS_SUN protocol, pinging is enabled at
the server. Also, the client connecting to server must enable ping.
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4.5.1 Starting FMQ Server in SSL Mode

The basic configurations for the FMQ server consist of changing the default TCP protocol to
'SUN_SSL' in the connection manager properties and turning on the SSL flag in the
FMQConfigLoader.
In order to use System properties to specify the KeyStore, TrustStore and the corresponding
password which are used to load and initialize the “context” in which the SSL-enabled Server
Socket is created, enable UseSystemPropsForSSL parameter in the Connection Manager
configuration by following the similar steps followed to configure Port Number in Section 4.1 .
If this parameter is enabled, then the following system properties should be set before starting
the FioranoMQ Server:

— javax.net.ssl.keyStore

— javax.net.ssl.keyStorePassword

— javax.net.ssl.keyStoreType (Optional, if not set JDK default will be used)

— javax.net.ssl.trustStore

— javax.net.ssl.trustStorePassword

— javax.net.ssl.trustStoreType (Optional, if not set JDK default will be used)

— javax.net.debug (Optional, if not set JDK default will be used)

These system properties should be specified in the file -
“OINSTALLER_HOME%/fmq/bin/fmq.conf” - under the section <java.system.props>

Alternatively, if UseSystemPropsForSSL is not enabled, by default, the FMQ server uses
'Default’SSEKeys', the Java keystore file for authenticating the client connections. This
keyStore is loaded in the Client or Server process using the Security Managers installed for
client and server respectively. Other certificate files can be ignored as they are not in used. To
check which certificates are in a Java keystore, the 'keytool" utility which comes along with the
JDK installed is used. To check which certificates are stored in the Java keystore
‘DefaultJSSEKeys’ file the following command can be used:

keytool -list -v -keystore Default]SSEKeys

Note: 'keytool' can be found at %JAVA_HOME%o\bin\keytool

4.5.2 Generating ‘Keystores’ of ‘type’ JKS, provided by SUN

Java Keytool is a key and certificate management utility. It allows users to manage their own
public/private key pairs and certificates. It also allows users to cache certificates. Java Keytool
stores the keys and certificates in a ‘keystore’.

The following command can be used to create a ‘keystore’:

keytool -genkey -alias sampleKS -keyalg RSA -keystore C:\keystore

Where,
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e -‘genkey’- is used to generate a key pair (a public key and associated private
key). This wraps the public key into an X.509 v1 self-signed certificate that is
stored as a single-element certificate chain. This certificate chain and the private
key are stored in a new keystore entry identified by an alias.

e -alias - is the unique alias for accessing keystore entries (key and trusted
certificate entries). Typically, the company name or hostname of the Server forms
the alias.

e -keyalg - specifies the algorithm to be used to create the key pair.

e -keystore - is used for specifying the name and location of the persistent keystore
file for keystore that is managed by the keytool.

Note: keytool —help to reveal other options of keytool.

Once the above command is executed for creating the certificate, information related to the
creation of the certificate needs to be provided as shown below:

Enter keystore password: passwd

What is your first and last name?
[Unknown]: John

What is the name of your organizational unit?
[Unknown]: FMQ

What is the name of your organization?
[Unknown]: Fiorano

What is the name of your City or Locality?
[Unknown]: Los Gatos

What is the name of your State or Province?
[Unknown]: CA

What is the two-letter country code for this unit?
[Unknown]: US

Is CN=John, OU=MQ, O=Fiorano, L= Los Gatos, ST= CA, C=US correct?
[no]: yes

Enter key password for <sampleKS>

(RETURN if same as keystore password):
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This keystore acts as a self-signed certificate. A certificate request can be generated in the
event that the certificate needs to be signed by Certification Authorities such as Verisign or
eTrust.

4.5.3 Server Side Configurations

The Security Manager loads the certificates/keys from the Keystore that has been created.
Please note that this section describes the procedure to create and install the Server security
manager, only when UseSystemPropsForSSL is disabled. In case, this property is enabled,
this section can be skipped and the KeyStore and TrustStore location and related properties
can be provided directly as system properties for the FioranoMQ Server.

Security manager class should implement fiorano.jms.ex.sm.l1ExSecurityManager.

The server, by default, uses fiorano.jms.ex.sm.def.DefaultISSESecurityManager class as
a Security Manager. This value can be modified from the Studio using Profile Manger at:

Profiles->FioranoMQ->socketAcceptors->port-1->ConnectionManager[properties]-
>ManagerClassName

A sample Security Manager Class is displayed below:

JSSESecurityManager.java

import Jjava.lo.%:
import
import
import
import

import fi
import f

authar F

* fversion 1.
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4.5.3.1 Compiling the Security Manager

1.

cyManage=z ()

cakch (Exception e)
{

System.out

ntext (String path)

X
KeyManagerF:

ory lmf;

KeyStore ks

// password used to create the keystore

char[] passphrase = "passwd".toChariArray();

// initializing SSL Context

ctx = SSLContext.getInstance("TLs");

kmf = KeyManagerFactory.getInstance ("Sunx50

ks = KeyStore.getInstance ("JES");

// opening th keystore file created by the keytool
ks.load (new FileInputStream(path + File.separator + "keystore"), passphrase);

Imf.init (ks, passphrase);

SecureRandom sec = new SecureRandom(new Long(System

// initializing the SSL context

}
catch (FileNotFoundException ex)
{

ex.printStackTrace() ;

}
catch (Excepticn e)
{
System.out.println("Could not
}

return ctx;

ckExecute| Socket soc -

with keys/certficates info from the keystore file
ctx.init (Jmf.getKeyManagers (), null, sec);

initiali

c 5 dng onib,
ing strContext) throws FiorancException {

se

the Context object.");

.currentTimeMillis()) .toString() .getBytes(});

compile-client.sh script present in 2oFiorano_Home%\fmq\bin folder is used to
compile the Security Manager class.
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2. The following line should be added to compile-client.conf (located at the same
place as .sh/.bat) file [Under <java.classpath> properties] prior to compilation.

%FIORANO_HOME%\fmag\lib\server\fmqg-sm-api.jar
3. Compile the Security Manager by,

$> compile-client.sh JSSESecurityManager.java

4.5.3.2 Adding the Security Manager class to the Server’s classpath

After compiling the Security Manager class, please add the path under java.classpath [in the
fmq.conf (located at %oFiorano_Home%\fmq\bin) file, the class path is specified as:

<java.classpath>

./ib

. /lib/fmg-kernel.jar
../../extlib/derby/derby.jar
../../licenses
../../xml-catalog

The folder containing the security manager class can be added to this list (or) the security
manager class can be copied to one of the folders listed.

Enforce Client Authentication. (Refer to the profile screenshot below.): If the
EnforceJSSEAuthentication parameter is enabled in Connection Manager Configurations
then:

The server validates the certificates provided by the client.(To enable this, the keystore
created should be added to the trusted Stores.

The fmq.conf file used here.
By default the value is:

javax.net.ssl.trustStore=../profiles/FioranoMQ/certs/jssecacerts. This can be changed
to the keystore created,

javax.net.ssl.trustStore=<path - is the path to the keystore>
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4.5.4 Client Side Configuration

Check whether authentication should be done for JSSE dient requests accept by this server of not

2Mpfan |

In order to provide transport layer security on operations involved between the Clients and the
FioranoMQ server, the SECURITY_PROTOCOL must be enabled. This can be done by setting
the environment variable using the parameter Context.SECURITY_PROTOCOL to

FioranoJNDIContextConstants.PROTOCOL_JSSE_SSL

or MetaDataConstants.PROTOCOL_JSSE_SSL before creating InitialContext. For example:

env.put(Context.SECURITY_PROTOCOL,

FioranoJNDIContextConstants.PROTOCOL_JSSE_SSL);

(on)

env.put(Context.SECURITY_PROTOCOL, MetaDataConstants.PROTOCOL_JSSE_SSL);

Whenever this variable is set, FMQ's Client library tries to load the Public/Private
keys/certificates. This can be done in two different ways — one is to set the System property —
USE_SYSTEM_PROPERTIES_FOR_SSL_TLS

and provide the system properties for specifying KeyStore and TrustStore locations like :

— javax.net.ssl.keyStore

— javax.net.ssl.keyStorePassword
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— javax.net.ssl.keyStoreType (Optional, if not set JDK default will be used)
— javax.net.ssl.trustStore

— javax.net.ssl.trustStorePassword

— javax.net.ssl.trustStoreType (Optional, if not set JDK default will be used)

— javax.net.debug (Optional, if not set JDK default will be used)

Alternatively, an installed Client Security Manager can be used to load the required certificates
into Client process (described next in this section). In this case, The Security Manager loads
the certificates/keys from the Keystore that has been created and the Security manager class
should implement fiorano.jms.runtime.lIFMQSecurityManager. FMQ Client Libraries search
for the environment variable set by using
FioranoJNDIContextConstants.SSL_SECURITY_MANAGER which stores the fully qualified
class name of the SecurityManager that implements this interface. For example:

env.put(FioranoJNDIContextConstants.SSL_SECURITY_MANAGER,
'com.xXxXX.yyy.zzz.SomeSecurityManagerlmpl™);

Please check the Java docs for the class fiorano.jms.runtime.IFMQSecurityManager for
more information on this API that needs to be implemented.

Certain samples are provided in the fmg/samples/SSLSamples directory for reference on how
the class implementing fiorano.jms.runtime.lFMQSecurityManager can be used while
performing SSL enabled communication with the FioranoMQ Server. Those samples by default
use JSSESecurityManager class (also provided along with the samples) as a Security Manager.
The fully qualified class name is passed as an environment variable

FioranoJNDIContext.SSL_SECURITY_MANAGER

while creating the InitialContext from the client. A sample Security Manager Class is shown
below for your convenience.

JSSESecurityManager . java
/**
* Copyright © 2008-2010, Fiorano Software Pte. Ltd. and affiliates.

*

* All rights reserved.

*

* This software is the confidential and proprietary information
* of Fiorano Software ("Confidential Information™). You

* shall not disclose such Confidential Information and shall use
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* it only in accordance with the terms of the license agreement
* enclosed with this product or entered into with Fiorano.

*/

import fiorano.jms.common.FioranoException;

import fiorano.jms.runtime.IFMQSecurityManager;

import javax.net.ssl.KeyManagerFactory;
import javax.net.ssl.SSLContext;

import java.io.File;

import java.io.FileInputStream;

import java.io.FileNotFoundException;
import java.net.Socket;

import java.security.KeyStore;

import java.security.SecureRandom;

/**
* Install a server certificate handler callback which is

* invoked at the time of creating connection to server.

* This is used for server authentication by Client.

* @author FSIPL

* @version 1.0

* @created December 31, 2007
*/

public class JSSESecurityManager implements IFMQSecurityManager {
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// Set this path to your installation of FMQ_DIR
//
static String FMQ_INSTALL_DIR = System.getProperty("FMQ_DIR");

static String FMQ_CERTS_DIR = System.getProperty("CERTS_DIR");

// This lookup Dir assumes that default profile from whcih certs should be
// fetched is "FioranoMQ"

static String lookUpDir = FMQ_INSTALL_DIR + File.separator + "profiles” + File.separator +
"FioranoMQ" +

File.separator + "certs" + File.separator;

J5*
*/
public JSSESecurityManager() {
// Initialize all SSL parameters
try {
3
catch (Exception e) {

System.out.printin("Unable to create SSL parameters: exiting");

Jx*
* @return the SSLParams used for handshake while initializing
* secure connection to the Fiorano EMS Server.

*/

public Object getSecurityContext() {
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SSLContext ctx = null;

try {

KeyManagerFactory kmf;
KeyStore ks;

char[] passphrase = "passphrase”.toCharArray();

ctx = SSLContext.getlnstance(*'TLS");
kmf = KeyManagerFactory.getlnstance("SunxX509");

ks = KeyStore.getlnstance("JKS");

String certsDir = FMQ_CERTS_DIR;

certsDir = (certsDir == null) ? lookUpDir : certsDir + File.separator;

ks.load(new FilelnputStream(certsDir + "DefaultJSSEKeys"), passphrase);

kmf.init(ks, passphrase);

SecureRandom sec = new SecureRandom(new
Long(System.currentTimeMillis()).toString().getBytes());

ctx.init(kmf.getKeyManagers(), null, sec);

¥
catch (FileNotFoundException ex) {

ex.printStackTrace();

}

catch (Exception e) {
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System.out.printin("Could not initialise the Context object.");

¥

return ctx;

/**

* @param socket
* @throws FioranoException
* @throws JMSException if the certificate received is not
* from a valid server.
*/
public void checkExecute(Socket socket)
throws FioranoException {

return;

4.5.4.1 Compiling the Security Manager

1. compile-client.sh script present in %Fiorano_Home%\fmq\bin folder is used to compile
the Security Manager class.

2. The following line should be added to compile-client.conf (located at the same place as
.sh/.bat) file [Under <java.classpath> properties] before compiling.

%FIORANO_HOME%\fmaq\lib\client\fmg-common-api.jar

3. 3. Compile the Security Manager by, $=> compile-client.sh JSSESecurityManager.java

4.5.4.2 Adding the Security Manager class to the Client’s classpath

After compiling the Security Manager class, please add the path under java.classpath. In run-
client.conf (this file is also located at %Fiorano_Home%\fmaq\bin) file, the class path is
specified as following:

<java.classpath>

%FMQ_DIR%/lib/fmqg-rtl.jar
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%FMQ_DIR%/samples/jndiProperties

%JAVA_HOME%/lib/jndi.jar

%JAVA_HOME%/lib/tools.jar

%JAVA_HOME%/lib/classes.zip

# If you are using TibEms bridge

#path-to-TibEMS/clients/java/tibjms.jar

Either the folder or jar that contains security manager class can be added to this list.
Important: From FioranoMQ 9.3.0 release onwards, the classes which are used for initializing
Key and Trust managers while loading the keys from the KeyStore have been changed from
com.sun.net.ssl.* package to javax.net.ssl.* package. This is as per the changes involved in
the Sun’s JDK 5 as the APIs provided in com.sun.net.ssl.* package have been deprecated.
Henceforth, FioranoMQ only supports the usage of javax.net.ssl.* package’s classes. These
classes include:

com.sun.net.ssl.SSLContext - javax.net.ssl.SSLContext

com.sun.net.ssl.KeyManager - javax.net.ssl.KeyManager
com.sun.net.ssl.KeyManagerFactory - javax.net.ssl.KeyManagerFactory

com.sun.net.ssl..TrustManager - javax.net.ssl.TrustManager

com.sun.net.ssl.TrustManagerFactory - javax.net.ssl.TrustManagerFactory

4.5.5 Creating Certificates for OpenSSL in C++

.pem format or converting the above generated keystore to PEM encoding

Portcele is a java tool with an Ul for managing the Java certificates. It can be downloaded at
http://sourceforge.net/projects/portecle/. This tool is used to convert java certificates into other
compatible formats.

To start this tool, type in the command,

java -jar portecle.jar

= ICOWW INDOW Shsystem32wmd.exe - java -jar portecle. jar

IC = ~Program Files~Fiorano“~FioranoMg?_.2Z_@~fmg~profilessportecle—1.4>java —jar portecle.jar
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&7 Portecle

Eile Tools Examine Help

| [=]=i[e]

@] alias Name Last Modified

Mo keystore loaded

1. Open the keystore that needs converting to the .PEM format using Portcele. All the
information related to the certificate can be viewed here.

2. Navigate to File == Open KeyStore File. Choose the keystore that was created.

3. Enter the password provided at the time of the creation of the keystore.

&1 Portecle

File | Tools Examine Help

3 Mew Keystore. Cirl-M ||

= Open Keystore File... Ctrl-0

= Open CA Certs Keystore -y Last Modified
Save Keystare Ctrl-5

EN C:\Program Files\FioranoiFioranoMO2. 2.0xMmgiprofilesiFioranod0Q_SSLicertsi. .. |Z||E|r5__<|

File Tools Examine Help
BRI CIEEIRAr 1 EIES
@/ alias Mame Last Modified
?@ defaultjssekeys Mara, 2010 35454 AW IST
EE Cerificate Datails
i Export
Eﬁ Generate Cedification Request
& |mport CA Reply

4. Right-click on certificate and choose export. Select the export ‘type’ as “Private
Key and Certificates™ and the export format as "PEM Encoding".

5. Enter the password after clicking 'OK'.
6. Enter the password that was used to create the keystore using the java keytool.

7. Save the file as clientCert.pem or any other name.
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This file is used by the C++ RTL for SSL communication.

The client side configurations in C++ lies within the environment variables used in
creating the initial context as shown below:

m_env->Put(SSL_CERT_FILE,certfile);
m_env->Put(SSL_PRIVATE_KEY_FILE, keyfile);
m_env->Put(SSL_PRIVATE_KEY_PASSWORD,newMqString("passwd"));

In the code above, certfile and keyfile refer to the location of the clientCert.pem created using
portcele.

By default, the C++ samples use the ‘dsa-client-cert.pem’ for the certificate and 'enc-dsa-
client-key.pem’ for the private key.

‘passwd’, is the password that is used when creating the certificate.

Default certificates are located at %Fiorano_Home%\fmq\clients\c\native\certs.

4.6 Looking up

4.6.1 JNDI Environment

The following parameters should be specified within the environment passed to JNDI when
looking up an admin object from the FioranoMQ Server. The FioranoMQ Server would be
running on the default socket acceptor configuration.

// Modify the IP, Port according to the server’s socket acceptor configuration

String url = “http://localhost:1856";

// environment passed to jndi

Hashtable env = new Hashtable ();

env.put (Context. SECURITY_PRINCIPAL, “anonymous”);
env.put (Context.SECURITY_CREDENTIALS, “anonymous”);
env.put (Context.PROVIDER_URL, url);

env.put(Context.INITIAL_CONTEXT_FACTORY, fiorano.jms.runtime.naming.FioranolnitialConte
xtFactory”);
Note:

e An application can use the actual string values of the static variables defined in
javax.naming.Context class.
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e An application can also specify these parameters in a file called jndi.properties, located
in the working directory of the application. The user code does not need to pass any
parameters programmatically.

4.6.2 Looking up from Server Running on HTTP Protocol

In addition to specifying the jndi parameters, as mentioned in the preceding section, the
application needs to specify the protocol as HTTP.

This is done by adding the following line to the application code:
env.put(FioranoJNDIContext. TRANSPORT_PROTOCOL, FioranoJNDIContext.PROTOCOL_HTTP);

Note: Since the code uses the FioranoJNDIContext class, the following must be added to the
code:

import fiorano.jms.runtime.naming.FioranoJNDIContext;

Code modifications are not required when viewed from an external JNDI repository or when
picking up environment variables from jndi.properties.

4.6.3 Viewing from Server Running on JSSE Protocol

When viewing from a server running on JSSE protocol, the application, besides specifying the
jndi parameters specified above, should also specify the protocol as JSSE_SSL. In addition, it
should specify the security manager. This can be done by adding the following line to the
application code:

env.put (Context.SECURITY_PROTOCOL, FioranoJNDIContext.PROTOCOL_JSSE_SSL);

env.put (FioranoJNDIContext.SSL_SECURITY_MANAGER, "JSSESecurityManager");

Note: Since the code uses the FioranoJNDIContext class, the following must be added to the
code:

import fiorano.jms.runtime.naming.FioranoJNDIContext;

4.6.4 Looking up from Server Running on LPC Protocol

When viewing from a server running on LPC protocol, the application should specify the
protocol as LPC in addition to specifying the jndi parameters mentioned above.

This is done by adding the following line to the application code:
env.put(FioranoJNDIContext. TRANSPORT_PROTOCOL, FioranoJNDIContext.PROTOCOL_LPC);

Note: Since the code uses the FioranoJNDIContext class, the following must be added to the
code:

import fiorano.jms.runtime.naming.FioranoJNDIContext;
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4.7 Connection Factory

4.7.1 Creating a Connection Factory

1.

Note: The default connection factory parameters are configured for the default socket

Launch the Fiorano Studio and click on the Server Explore pane. Select the

desired server and right-click. Select Login from the pop-up menu.

Right-click on the Connection Factories node in the selected tree and select Add
Connection Factory from the pop-up menu. Specify the connection factory
Name, Connection URL and other parameters as desired, and click the OK button.

Bh'i?w Conmectien Factory Properties
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e
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4.7.2 Creating an HTTP Enabled Connection Factory
1. Create a connection factory as explained in Section 4.7.1.

2. Modify the Protocol to HTTP and click the OK button.
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4.8 Pinging

4.8.1 How to Enable Pinging

Note: This configuration is done in the offline mode

1. Launch the Fiorano Studio and open the Profile Manager. Right-click the Profiles
node and select Open Profile from the pop-up menu. Select the desired profile
and click the Open button.

2. Navigate to FMQConfigLoader MBean. It can be found in domain Fiorano ->
etc.
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3. In the properties panel set the parameter PingEnabled to ‘yes’.
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4. Save the profile.

Note: From FioranoMQ 9.1.0 release onwards, the PingEnabled parameter is set to ‘true’ as
its default value. This property can be controlled if client connections are automatically pinged.
Pinging is essential for detecting Network problems. Enabling ‘pinging’ will make sure that
connections that are no longer valid are properly closed and the resources they use are
cleaned up in the FioranoMQ Server.

4.8.2 Modifying Ping Timeout Interval

Note: This configuration is done in offline mode.

1. Launch the Fiorano Studio. Open the Profile Manager and open the desired
profile as explained in section 4.8.1 How to Enable Pinging.

2. Navigate to PingManager MBean. It can be found in domain Fiorano -> etc.
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3. Modify the parameter Pinger Timeout as shown in the properties panel of Mbean
to the desired value (in milliseconds).
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Right-click on the FioranoMQ node and select Save option from the pop-up menu.

4.8.3 Verifying Ping Setup

Ping can be verified by following any one of the approaches mentioned below:

Increase the trace level for Logger named Fiorano -> FMQ -> Ping. In the Properties of
Ping pane change the LoglLevel to Verbose. This results in generating ping related logs in
the server.

Using an application, create a connection. Set an exception listener and start the connection.

Disable the network connection. Exception listener’s onException should be carried out within
the ping timeout interval.

4.9 FioranoMQ HTTP Supyport

4.9.1 Using HTTP with FioranoMQ

For more details about Using HTTP with FioranoMQ, please refer to section 23.2.1 Adding a
Connection Factory.
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4.10 Client Side Requirements

While switching the protocol in the server from TCP to HTTP, the following changes must be
made at the application level:

e Pass additional parameters as JNDI environment if viewed from FioranoMQ. These
parameters are described in section 23.1.2 Over HTTP Protocol.

e Use an HTTP Enabled Connection factory. Instructions for creating an HTTP Enabled
connection factory can be found in section 4.7.2 Creating an HTTP Enabled Connection
Factory

e Include HTTPClient.zip in the classpath if not already included.

4.11 Using Proxies

Connecting an application to the HTTP Proxy Server 192.168.100.37 on port 8080 can be done
in the following ways:

(a) By setting the host and port as parameters in client applications:

env.put (FioranoJNDIContext.HTTP_PROXY_URL, "http://192.168.100.37:8080");
If the client is to connect to the SOCKS proxy Server

env.put (FioranoJNDIContext.SOCKS_PROXY_URL, "http://192.168.100.37:1080");

(b) By setting JVM parameters through the run-client.bat (run-client.sh for UNIX Systems)
file:

Modify the run-client.bat (run-client.sh on UNIX Systems) so as to add the following
arguments to the VM (VM properties):

-Dhttp.proxyHost=192.168.100.37 -Dhttp.proxyPort=8080

If the client is to connect to the SOCKS proxy Server 192.168.100.37 on port 1080, modify
run-client.bat (run-client.sh on UNIX Systems):

-Dhttp.socksHost=192.168.100.37 -Dhttp.socksPort=1080
Client applications can be customized for popular proxy servers such as MicrosoftISAProxy and
Netscape Proxy, using the HTTP_PROXY_TYPE parameter. This parameter can be specified in

client applications:

env.put (FioranoJNDIContext.HTTP_PROXY_TYPE,FioranoJNDIContext.MS_ISA_PROXY);

4.11.1 Proxy Authentication

Various Proxy Authentication parameters such as the Authentication Realm username and
password can be specified from the client application as JNDi environment variables:

env.put (FioranoJNDIContext.PROXY_AUTHENTICATION_REALM, "LDAP");
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env.put (FioranoJNDIContext.PROXY_PRINCIPAL, "fiorano");

env.put (FioranoJNDIContext.PROXY_CREDENTIALS, "fiorano");

4.12 Tunneling Through Firewalls

Consider a scenario where client applications are protected by a corporate firewall and need to
use the services of FioranoMQ server through SOCKS tunneling. The following code illustrates
how the clients’ applications, even when protected by firewalls, can access the services of the

FioranoMQ server by tunneling through client side firewalls.
// This code fragment expects the args[] to contain

// clientproxyName, clientProxyPort, FioranoMQ 9ServerAddress,

// FioranoMQ 9Server Port.

public void sendData(String[] args)
{
try

{

//1nitialize firewall Settings

String proxyName = args[0];

int proxyPort = Integer.parselnt (args[1]);
//1nitialize FioranoMQ 9 Server Settings
String serverName = args[2];

int serverPort = Integer.parselnt (args[3]);

// 1. Create the InitialContext Object used for
// looking up JMS administered objects

// Set the Client Proxy Address/port,

// The 1st argument is set to NULL to indicate
// that there is no security parameter that has

// been set. This parameter is set for
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// SSL Tunneling

FioranolnitialContext ic = new FioranolnitialContext ();

// Set System property to indicate proxyHost and
// proxy Port. All calls now get routed through

// the SOCKS Server

Properties property = System.getProperties();
property.put (*socksProxyPort",""+proxyPort);
property.put (*socksProxyHost",proxyName);

System.setProperties (property);

// Bind the InitialContext to Server
ic.bind (InetAddress.getByName(serverName),

serverPort);

// Lookup Connection Factory and Topic names
TopicConnectionFactory tcf =(TopicConnectionFactory) ic.lookup("primaryTCF");

Topic topic = (Topic)ic.lookup(“primaryTopic");

// 4.2 Dispose the InitialContext resources
//

ic.dispose();

// 2. Create and start a topic connection

System.out.printin("Creating topic connection™);
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TopicConnection tc = tcf.createTopicConnection();

tc.start ();

// 3. Create a topic session on this connection

TopicSession ts = tc.createTopicSession(false,1);

// 4. Create a publisher for this topic
TopicPublisher tp = ts.createPublisher(topic);
System.out.printin (“Ready to publish messages :

Enter Q to Quit...");

// 5. Create a text message for use in the ‘while’

// loop

TextMessage textmsgl = ts.createTextMessage();

// 6. Read in data from standard input and publish

// it in a loop
while (true)
{

BufferedReader br = new BufferedReader
(new InputStreamReader(System.in), 1);
System.out.print("Enter a Message to be
published : ");

String str = br.readLine();

// Set and Publish the message
textmsg4.setText(str);

tp.publish(textmsgl);
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// Break out of this loop when done
if (str.equalsignoreCase ("Q") )

break;

}

System.out.printin("Closing topic session and topic connection™);
ts.close();

tc.close();

¥

catch(Exception ex)

{

ex.printStackTrace();
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4.13 Configure Maximum Client Connections

To configure maximum client connections do the following:

1. Open the desired profile for off-line editing through the Profile Manager in Studio
as explained in section 4.8.1 Navigate to the Profile Manager. Select Fiorano-
>socketAcceptors->portl->ConnectionManager as shown in the figure

below:

! Fiorano Studio

E File Edt Miew Havigate

o) awd -] B=

: Seryer Explorer | Profile Manager I x |

@] Profiles
EI% Fiaranafc
& &% Fiorano

Loggers

",
-]

et

o,
-]

s,
=

i

@,
]

jndi
mg

o,
-]

SECUrty

o,
o=

: :;.

socketfcceptors

S

o pork-1

: Properties of ConnectionManager B x

[#- @ ConnectionManager
- o% SocketReadHandler

ral Properties 3

DeploymentListFile Fioranofid, st

rOE stance Proper

Tk Finrann. =
AL W 10rano, s0C

Description Accepts client connections and u..,
[E ComponentInstance Configuration
Default YEs
CFMameAppender
ReaderCachelisabled no
TCPYWWindowSize 1533120
Handshakelmtorker Thread WEs
MagicTirmeouk 60000
Part 1556
Protocol TCP
sehlagle no
MonitoringRequest 13
MonitoringResponse nll
Enforce Jssefuthentication no

_lientConnectionsZounk 1024

AdminConnection no bl

MaxClientConnectionsCount

The maximum number of client conmections For this Connection manager, &
value of -1 indicates no upper limit.

: Dutput - FioranoMQ

Profile FioranoM( switched to Editable Mode since its no longer being used by any other process.

2. In the Properties of ConnectionManager pane, change the property of
MaxClientConnectionsCount to the value desired.

3. Right-click on the FioranoMQ node and select Save from the pop-up menu.

Note: The same can be configured through JMX at FMQ-JMX Connection->Fiorano-
>socketAcceptors->port-1->ConnectionManager-=>ConnectionManager-=>config.
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Chapter 5: Durable Connections

For information about configuring profiles through a text-based file, see ‘Getting Started’ in
FioranoMQ.

5.1 Durable Connections in the Server

The following steps enable durable connections in the server:

1. Launch the admin studio and open the profile (which by default is FioranoMQ) in
the offline mode.

2. Navigate to FioranoMQ -> Fiorano -> etc -> FMQConfigLoader. In the
properties pane, set the AllowDurableConnections property to ‘yes’.

3. Save the configuration.

E.' Fiorano Studio EI@®

! Fle Edt View Navigate Tools Window Help

paancciasdl:andl

:Server Explorer [ Profile M 1 a4 x| : Properties of FMQConfigLoader [
] Profiles : [E5] A} ® B
=S FioranoMQ | fZ = =il

L = General Properties ~

&- o Fiorano

DeploymentListFile FioranoMQ.lst
#- @ FioranoConnectorManager = t:‘imwnllnatrm. e Properties "3
#- @ FioranoRepeaterManager
#- &% Loggers Inst der
=~ o etc Description Loads FioranoMQ common configuration
#- @ AdminService = Componentinstance Configuration
- @ DefaulLogManager LazyR5Creation no
#® @ ExNamingManager F\Ihw[:'ur-sblef.'.nnne-:{ians no v
ol b et C—
S=@ . BootSap UseFioranoChr no
#- @ FMQConfigloader CreateDefaultacl yes
#- @ MQDefObjCreater AcdBasedDestinationSecurity no
+- @ MemoryManager AllPermissions yes
+- @ PingManager AllowOnFlyacCheck no
5-® RdbmsDBManager AllowOnTheFlyCreationOfDestinati... yes
8 fadrogn T —
L ransacl erSize
-8 Thveacanage: FrahledtoRevalidation iy

5.1.1 Enabling Durable Connections for a Client Application
// Create the InitialContext Object used for looking up

//  JMS administered objects on the Fiorano/EMS

//  located on the default host.

1/

Hashtable env = new Hashtable();
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env.put(Context. SECURITY_PRINCIPAL, "anonymous");
env.put(Context. SECURITY_CREDENTIALS, "anonymous");
env.put(Context.PROVIDER_URL, m_url);

env.put(Context.INITIAL_CONTEXT_FACTORY,
"fiorano.jms.runtime.naming.FioranolnitialContextFactory");

env.put(FioranoJNDIContext. ALLOW_DURABLE_CONNECTIONS, "true");

InitialContext ic = new InitialContext(env);

System.out.printin("Created InitialContext :: " + ic);

5.2 Auto Revalidation

Follow the steps mentioned below to enable auto-revalidation:

1. Launch the admin studio and open the profile (which by default is FioranoMQ) in
the offline mode.

2. Navigate to FioranoMQ -> Fiorano -> etc -> FMQConfigLoader. In the
properties pane, set the EnableAutoRevaildation property to ‘yes’.

3. Save the configuration.
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ﬂf Fiorano Studio

i Flle Edt View Navigate Tools Window Help

Lot dh L) (25 ' il 3 _»»I i&ﬂ]

Profi!e Manager T x x|

:Server Explorer
| ﬂ Profiles
=-5& FioranoMQ

= ¢% Fiorano
FioranoCannectarManager
FioranoRepeaterManager
Loggers

-8
P00

E O

LLi}

AdminService
DefaultLogManager
ExMamingManager
ExServiceManager
BootStrap
FMCConfigloader
MQDefObjCreater
MemoryManager
FingManager
RdbmsDEManager
RouteManager
ThreadManager
TimerService
jobManagers
runtimeObjectManagers

e

)

R R

jonx

indi

mg

security
socketAcceptors

53]

[ T T
P
%

Note: Auto-revalidation is turned on automatically if Durable Connections are enabled.

: Properties of FMQConfigLoader B x
.
|E General Properties ~
DeploymentListFile FioranoMaQ.lst
{& ComponentInstance Properties
Description Loads FioranoMQ common configuration
2 ComponentInstance Configuration
LazyRSCreation no
AllowDurableConnections no
UseSingleSocket no
UseSingleSocketForAdmin ves
UseFioranoChr no
CreateDefaultACL Ves
AclBasedDestinationSecurity no
AllPermissions ves
AllowOnFlyaciCheck no
AllowOnTheFlyCreationOfDestinati,.. yes
EnsurelUniquenessOfClientId no
MaxTransactionBufferSize 10240000

EnableAutoRevalidation

HetpPollinglnterval

IncludeMessagelD no

IsLMSEnabled no

Resumetimeoutinterval -1

MessageSelectorFactoryClassMame  Fiorano. jms.cbr.cbrl.def MessageSele. ..

PingEnabled no

SystemEncodingFormat UTF-8 o
'EnableAutoRevalidation

boolean controling if auto-revalidation is enabled by default. If enabled, Fiorano's
| runtime upon detecting loss of connectivity will automatically try to re-connect back to |
the server, For more details, please refer Developer's Guide.

If

auto-revalidation-enabled or durable connection is disconnected by the server (using WMT or
Studio), the disconnection will not persist for a long duration. This is because, by definition,
properties (EnableAutoRevalidation, AllowDurableConnections) dictate that the client should
re-establish connection with the server. Therefore, a connection can only be disconnected

when a client closes the connection.

5.2.1 Enabling Auto-Revalidation for a Client Application

// 1. Create the InitialContext Object used for looking up

//  JMS administered objects on the FioranoMQ 9
//  located on the default host.
//

Hashtable env = new Hashtable();
env.put(Context. SECURITY_PRINCIPAL, "anonymous");
env.put(Context. SECURITY_CREDENTIALS, "anonymous");

env.put(Context.PROVIDER_URL, url);
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env.put(Context.INITIAL_CONTEXT_FACTORY,
"fiorano.jms.runtime.naming.FioranolnitialContextFactory");

env.put(FioranoJNDIContext.ENABLE_AUTO_REVALIDATION, "true™);
InitialContext ic = new InitialContext(env);

System.out.printin("Created InitialContext :: " + ic)

5.3 Setting MaxDurableConnectionReconnectAttempts in Server

This parameter denotes the maximum number of reconnection attempts made by a client if it
is unable to connect to server. This flag will be used only if durable connections are enabled on
the server. If set to a finite positive number, the client will try to revalidate the durable
connection the specified number of times after which it will stop revalidating the connection
and throw an exception. By default, this number is set to '-1'. This -1 denotes that the client
will try indefinitely to reconnect to the server.

5.3.1 Online Mode

Steps to set MaxDurableConnectionReconnectAttempts in the metadata of a
ConnectionFactory, say primaryQCF, are listed below.

1. Launch the admin studio and make sure that FioranoMQ Server is running.
Login to the server using FioranoMQ login and go to ConnectionFactories.
Right-click on ConnectionFactories and click on the Edit option.

Enter a valid value for MaxDurableConnectionReconnectAttempts and click OK.

a M 0N

Save the Configuration.
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[~ Fiorano studio
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5.4 Setting MaxDurableConnectionReconnectAttempts from Client

Application

MaxDurableConnectionReconnectAttempts can also be specified from the client

application:

[TT7][*] Froperties of PRIMARYTCF

Els & =l =i[a]

Bconnd
& Cliem
% Destiny
[ELogae
E Securi

B snoop)

Max Duraﬁh&ilmﬁlﬂnﬂtﬁ:nﬂlmﬁl'emp'ls

|+ Configure PRIMARYTCF X
El4[Z =i =i&]
HTTPProsxy URL mull -
Use Local Procedure Calls no l_'
Lazy Thread Crestion no |
LookupPreferredierver no |
MaxddminConnectionReconnectatiempls -1 |
MaxDurableConnectionfeconnectAttempts k1 |
MaxSocketCreationTries (1] |
ProxyAutherticationRealm null
ProxyCredentials il
ProxyPrincipal null
ProxyType mull | -
PublishiehaviourinAutoRevalidation Exception
PublizhiWaitDuringCEPSyncup 1000
ZecurityManager null
ServerProxy URL null
SleepbetweenSocketCreationTries 200
SocketKeepAliveEnabled no
SockerTimeout 240000
SockiProxylURL mull
StareTranshionOnReceiveSocket yes |
TCFatchiize 32768 I
TransporFrotocol TCP i =

Maximum number of reconnect attempts that the client will make if it is unable to
connect io server. Thizs flag will be uzed only if durable connections are enabled on

ihe server.

=i

e

J § Lener 1

In the client application, prior to creating the InitialContext and lookup the
ConnectionFactory, add the line below to the code to set the environment property for
MaxDurableConnectionReconnectAttempts.

env.put(Context.PROVIDER_URL, Jndi.PROVIDER_URL);

env.put(Context.INITIAL_CONTEXT_FACTORY, Jndi.INITIAL_CONTEXT_FACTORY);

env.put("BackupConnectURLs", Jndi.BACKUP_CONNECT_URLS);

env.put("MaxDurableConnectionReconnectAttempts”, "3"); //Newly added Line
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Chapter 6: Configuring Message
Store

Note:

e Add the corresponding JAR files for the database to be configured for the FioranoMQ
Server, to the Configuration file of the server, fmqg.conf. This file is present at
fmg_installation_dir\fmqg\bin.

e To start the FioranoMQ Server with one of the database, run
create-database.bat/sh file after adding the required JAR to the classpath of create-
database.conf.

6.1 Enabling RDBMS

By default, RDBMS Support is turned Off. RDBMS can be enabled by following the steps
below:

1. Open the profile for offline editing through the Profile Manager using Studio as
explained in section 4.1.

2. Navigate to bean Fiorano -> etc -> RdbmsManager and set the property
EnableRdbms to yes as shown in the figure below:

{F Fiorane Studio

{ File Edt View Navigete Took Window Help
v cone Rrad ofind)
‘Server Explorer Profile Manager 4 x |  Properties of RdbrsDBManager P x
_ﬂp"'i'“ e | = ol
e (EE e
| General Properties
= o Fiorano 5
_ ListFile Fac. ek
# @ ForanoConnectoranager _AW“”‘I o T g AT anataq
#- @ FioranoRepeaterManager i
£ Loggers
B it D cripbion DbManager hancdbes interstion with confi...
* @  AdmerService |2 Companentlnstancs Conligurathon
+ @ DefallogMansger el
# @ ExNamingiianages Passwerd
@ ExServiceMansgsr Lisemame g
E b2 IdbeDriver cog.hsgidb. jdbeDrtver
= Boottrap MaxConnections 200
# @ FMonfiglosder Diaf audtC onnectons 1
£ @ MODefObiCraster MaxhoCfRawsFetch 100
£ @ MermonyManager CormectionTimeoutTnterval 10000
& @ PFingManager Reconnsct Tenertaral 10000
¥ @ RdbmsDEManager WatTime o
59 Routsanager Erabiepcens I 3|
£ ® ThrsadMansgs: ;"::“"m
i ThSandcs DhConnectivityQuery sebect * from tab
# o poblshagers
# - o natimeObjectiManagers ChidConfigs (No Property Editor)
£ %
- nd

3. Edit the configuration specifying the JDBC parameters for the database. (A sample
configuration for some common databases can be found in the next section.)

4. Right-click on the FioranoMQ node and select Save from the pop-up menu.
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6.2 Sample Configuration

6.2.1 DB2

URL: jdbc:db2://<DBServer=>:6789/sample
JdbcDriver: COM.ibm.db2.jdbc.net.DB2Driver
Username: <username=

Password: <password>
PropertiesFilename: jdbc_db2.cfg

MaxConnections: 200

6.2.2 Oracle

URL: jdbc:oracle:thin:@<machine Ip>:1521:<sid>
JdbcDriver: oracle.jdbc.driver.OracleDriver
Username: <username=

Password : <password=>
PropertiesFilename: jdbc_oracle.cfg

MaxConnections: 200

6.2.3 MSSQL
URL:
jdbc:microsoft:sqlserver://<machineName=>:1433;SelectMethod=Cursor;databaseName=<dat
abase_name=>

If using the Microsoft SQL 2005 or later Server driver, the URL is:

URL:
jdbc:sglserver://<machineName=>:1433;SelectMethod=Cursor;databaseName=<database_na
me=>

JdbcDriver: com.microsoft.jdbc.sqlserver.SQLServerDriver

Ifusing the Microsoft SQL 2005 or later Server driver, the JdbcDriver is:

JdbcDriver: com.microsoft.sqlserver.jdbc.SQLServerDriver

Username: <username>
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Password: <password>
PropertiesFilename: jdbc_mssqls.cfg

MaxConnections: 200

Note : If using the MS SQL 2005 or later Server drive, the DB_TABLE_NOT_FOUND should be
changed from jdbc_mssqls.cfg to SO002, or else the default value of 42S02 will remain.

6.2.4 MySQL
URL: jdbc:mysql://localhost/mysql
JdbcDriver: com.mysql.jdbc.Driver
Username: <username=

Password: <password>
PropertiesFilename: jdbc_mysqls.cfg

MaxConnections: 200

6.2.5 Cloudscape

URL: jdbc:cloudscape:mydb;create=true
JdbcDriver : COM.cloudscape.core.JDBCDriver
Username: <username=

Password: <password>
PropertiesFilename: jdbc_cloudscape.cfg

MaxConnections: 200

6.3 Additional Configuration

The Database Driver used should be made available in the classpath when launching the
server. This can be done by editing the respective configuration files in launch scripts - that is,

fmqg\bin\fmg.conf, fmg\bin\ClearDB.conf, and fmg\bin\create-database.conf,

respectively.
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6.4 Creating a Default Database
FioranoMQ comes with a script (fmg/bin/ create-database) that allows the creation of a

default database for the server. This script accepts input from the database in the following
ways:

e Through Command Line Parameters

e Through a pre-configured Fiorano Profile

6.4.1 Command Line Parameters

The following command lines are accepted through the create-database script
driver

This parameter specifies the class name of the driver class for the database.
url

This parameter specifies the URL of the database.

username

This parameter specifies the login name of the User that the database script uses to
connect to the database.

password

This parameter specifies the Password of the User that the database script uses to connect
to the database.

dataTypesFileName

This parameter specifies the complete path name of the file that contains the mapping of the
Java data ‘types’ to SQL data ‘types’. Please see the Sample configuration section for various
databases to know the complete property file name for a specific database. If a different
database is being used, please send a mail to: presales@fiorano.com.

databaseType

This parameter specifies the name of the database being used. Valid database ‘types’ include
oracle, mssql, mysqgl, db2, and cloudscape. If a different database is being used, please send a
mail to: presales@fiorano.com.

6.4.2 Pre-configured Profile

Configure the server to enable RDBMS as explained in the section on Enabling RDBMS.

Run the create-database script and specify the profile directory. Enter the ‘type’ of database
being used.
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create-database -profile <FMQProfile> -dataBaseType <DataBaseType>

Note:
e Ensure that the database driver classes are present in the classpath.

e FioranoMQ ships the library that contains the jdbc driver for HSQL.
Profile Directory is relative to the profiles directory.

If profile is not specified, the default profile, which is FioranoMQ, is used.

6.5 Clearing a Database

To clear the database run the ClearDB.bat file from a Windows platform or the ClearDB.sh
file from a UNIX platform. This script accepts the name of the profile for the message store
implementation as a system variable. Both, RDBMS and File-based databases are cleared.

6.6 Creating a Destination on RDBMS

FioranoMQ provides the option to configure the store of a destination and set it to either a
File-based or a RDBMS based database.

The administrator is free to use both databases by creating destinations on Files and on
RDBMS. To create RDBMS based destinations, follow the steps below:

1. Launch Studio and right-lick and select the server. Select Login from the pop-up
menu.

2. To create a new destination, navigate to the Destinations node.
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3. Right-click on either ‘Queue’ or on ‘Topic’ and select Add Queue or Add Topic. The
dialog box that appears displays properties for the destination. Select storage type as
RDBMS Based Destination, as shown in the figure below:

! Fiorano Studio

i File Edit View Mavigate Source Tools

‘Window

rapnc o icoss]iocar3d)iad)

Help

‘Server Explorer 41 x r Profile Manager ] [ Welcome % I F FMQ "] [4x](=] : Properties of Queues I x
ﬁ Servers iR —
i .
l‘:;'l "P o E New Queue Properties
H % Connection Fackaries
A http: fflocalhost: 1858
-8 Clents 2
B-- Destinations B General
@ Queues Destination QUELEL
- @ Topics A display name GQUEUEL
Loggers description rll
Security E 3 Defaul Database e
- Snooper ] NumDeliverableMessages IFile d Database
H > MumlndeletedMessages ) I
‘Enplorer a ReplicationEnabled Default Database
F MO Cleanuplnterval 60000
% Connection Fackaries DbCleanupEnabled o
H PersistentInMemoryBufferSize 524285
-8 Clients NPInMemoryEUFFerSize 1048576
" Destinations SenderBlockinglnteryal 10
E Loggers
5y Security
E-Fh snooper
: Dutput - Errors T X
Recuired dependency "ThreadManager™ for lEr:Serviceme=50ckemeadﬂandler,Imp.i
storage type
Mo description available,
|
< i} | b3

FioranoMQ saved.

4. Click on the OK button.

=

24Mof4iM | i
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Chapter 7: FloranoMQ Security

For information about configuring profiles through text-based files, refer to FioranoMQ Getting
Started.

7.1 Security Related MBeans
Security related components are found in the default MQ profiles located under the Fiorano-
>Security domain. The Object Names for these components are:

e Fiorano.security:ServiceType=RealmManager,Name=SecuritySubSystem

e Fiorano.security.AclManager:ServiceType=AclManager, Impl=FILE,Name=NativeFileBas
edAclManager

e Fiorano.security.PrincipalManager:ServiceType=PrincipalManager, Impl=FILE,Name=N
ativeFilePrincipalManager

| Server... |JP'r|:|jE|:I:s |JFiIes Pro. a0 =

Prafiles

)% Fioranohc
IJ;'I— Fiorano

&= Loggers
s efc
s
f  jndi

s ]

PN s ecurity

@  SecuritySubSystem

&% AciManager

@ (MativeFileBasedAdManager
#% FileDBManager

&% FrincipalManager
@ [NativeFiIePrincipaIManagerj
#% FileDBManager

[ &% socketfcceptors

The figure above shows the position of these components in the component tree as seen by an
off-line configuration tool (the Profile Manager).
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7.2 How to Enable ACL Based Security
By default, ACL based security is turned OFF in FioranoMQ, but can be turned ON, as shown in
the steps below:

1. Open the profile for off-line editing through the Profile Manager as explained in
section 4.8.1 How to Enable Pinging

2. Go to Fiorano -> etc -> FMQConfigLoader.

3. In the property panel change the value of the AclBasedDestinationSecurity
property to ‘yes’ as shown in the figure below:

| Fle Edt View Navigate Tools Window Help
H I~ |..|,‘_:- C '_: -
B =Rl I\ﬂ'_ lﬁﬁl
§§5erver Explorer | Profile Manager 40 x 55Properties of FMQConfigLoader DX
ﬂPrnFiles ; t w3
- EEED
25 FioranaMg i . . .
IliJ'"O.O Fiorana |2 Genera : l'-.f.-’.‘.\- . ,_\
; : DeploymentListFile FioranoMi.lst
[#- @ FioranoConnectorManager & Componentinstance Propertie
; =l Lomponentinstance Froperies
i~ @ FioranoRepeatertanager f
EI----.‘. Loggers ranel JConfigloadet
;J----of'o gtc Description Loads FioranoM? comman configuration
E+J® fdminervice (= Componer 2 Configuration
#-® DefaullogManager LaayR3Creation i
©-® Exlaningfanager AllowDurableConnections no
; ; UsesingleSncket no
[#- @ ExServiceManager ; :
z & b UsesingleSacketForAdmin yEs
”+‘ o rap- UseFioranaChr no
ig & FMQConfigloadsr CreateDefaultACL yes
I}j@ MODefObiCreater AclBasedDestinationSecurity ¥
©- @ MemoryManager AlPermissions
i@ PingManager AlowCnFlyadCheck no
@ RobmsDBManager AllowOnTheFlyCreationOfCestingti, . yes
I}je RouteManager EnsurelniquenessOfClientId na
: MaxTransactionBufFerSize 10240000
[#-@ ThreadManager L
m & EnabledutoRevalidation na
&8 TmeLerice HitpPolingirterval 10000
L
i jobManagers IncludeMessagelD o
[f-¢%  runtimeObjectManagers TeLM5Enabled o
L!E""O% LI Resumetimeoutinterval -1

4. Right-click on the FioranoMQ node and select Save from the pop-up menu.
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7.3 How to Turn ON ACL Checks

By default, ACL’s are checked only time of performing an action such as creating a
publisher/subscriber on a topic. If an ACL is modified, clients connected to it are not affected.
To get connected clients to check ACL when modified, the steps below may be followed:

1. Open the profile for off-line editing through the Profile Manager using Studio, as
explained in 4.8.1 How to Enable Pinging

2. Go to Fiorano -> etc -> FMQConfigLoader.

3. In the property panel change the value of the AllowOnTheFlyAcICheck property to
‘yes’ as shown in the figure below:

E Fiorano Studio
D Fle Edt View Navigste Tools Window Help
& RIsed Bl o8y
f;5erver Explorer rEProﬁIe Manager {0 Ni |: Propetties of FMQConfigLoader px
ﬂ Profiles
I"—_'I}& Fiaranaf)
= Fiorann .
; : Fioranal), st
[f/-® FioranoCannectarManager ;
&l----'& FioranoRepeatetManager
EI----o‘. Loggers e VCorfiglLoader
i""-fo Bl Description Loads FioranalC common configuration
?B@ Admingervice &l Componentinstance Configuration
#- @ DefauklogManager LazyR3Creation no
& ® ExManingManager AllowDurableConnections no
i ; UseSingleSocket no
[#- @ ExServiceManager - -
= & foot UseSingleSocketFordmin YEs
‘t 0 raF UseFioranoChr no
"8 FMQCorfigloader CreateDefaulact yEs
@Q MQDefObjCreater AclBasedDestinationSecurity no
[t~ @ MemoryManager AlPermissions ves
[£- @ PingManager AllowOnFlyAdlCheck v
# - @ RdbmsDEManager BllowOnTheRyCreationOfDestinti.,
@Q RouteManiager EnsurelniquenessOFClisntId Mo
iy MaxTransactionBufferSize 10240000
[#-@ ThreadManager bl
z RO EnabledutoRevalidation no
[
ey UTRIENES HetpPolinginterval 10000
."}_" [ ] 1
A jobManagers InchudeMessagell no
[#-d%  runimeObjectManagers TsLMSEnabled no
[fda iz Resumetimenutinterval -
[ jnd MessaneselectarFactoryClasshame  Fiorano, jms.chr,chrl,def Messagesele.
M. fa FinaEnabled no

4.

Note:

Right-click on the FioranoMQ node and select Save from the pop-up menu.

The AllowOnFlyAclCheck flag works for all permissions except when:

1. A publisher is publishing non-persistent messages on a topic.
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2. The permission to create publisher should be revoked for a topic.

3. No exception is thrown even though the User is not allowed to publish since messages
are sent in batch mode.

Work Around 1:

For NP messages, batching is enabled by default which leads to the behavior explained above.
To view this Exception at the ‘send’ API location, set the BatchingEnabled parameter in the
ConnectionFactory to ‘FALSE’.

Work Around 2:
Add the following line to the client code environment while performing the lookup function:
env.put(BatchingEnabled”, "false™)

Here ‘env’ is the environment passed while performing a JNDI lookup. This will disable
batching for that particular client.

7.4 Modifying ACLManager Implementation

1. Open the profile for off-line editing through the Profile Manager as explained in
section 4.8.1

2. Browse to reach the node Fiorano -> security -> AclManager. Click on the current
ACL Manager MBean.

3. In the properties panel, click on the value of the Implementation property and
choose a value from the drop-down menu.

4. Right-click on the FioranoMQ node and select Save from the pop-up menu.

7.5 Modifying Principal Manager Implementation

1. Open the profile for off-line editing through the Profile Manager using Studio as
explained in section 4.8.1

2. Browse to reach Fiorano -> security -> PrincipalManager and click on the current
Principal Manager Mbean as shown in the figure below.
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3. In the property panel, click on the value of the Implementation property and choose
a value from the drop-down list.

ﬂ Fiorano Studio

i Fle Edt View MNavigate Tools Window Help

v ooac Riacc)indl

s BiC Instancecf

~on Description
“da Jndi & ComponentInstance ConfigurationRDEMS
MaxPasswdlength

E
=t

‘Server Explorer :Profile Manager 4 x Properties of NativeFilePrincipalManager I %
gﬂPrufiles - . tmile
: S Z? 8 %E
558 Fioranahg) - : .
e de Fiorano 2 General Properties |
. DeploymentListFile Finranomo).lst
-
L" Pram Ol IECHrY dnater Implementation FILE i
E, @ FioranoRepeaterianager © Componentinstance Properties
[t-ds Loggers -

=

g
MaxMemberCalnt 50

Parent

ChidConfigs (Mo Propetty Editor)

it

e SECUAEY
SecuritySubystam

GD
e

AclManager
- @ MNativeFleBasedAcManager
- FleDBManager

~E ge ER

PrincipalMananer
- @ MativeRilePrincipalManager

B

- FleDEMananar
[#-d% sockethcceptors

4. Right-click on the FioranoMQ node and select Save from the pop-up menu

7.6 Editing Destination Level Security Through ACL’s

The administrator can grant users access permissions to work on different destinations (Topics
and queues). Permissions for Users and User Groups may be edited by performing the steps
below:

1. Launch the Studio and click on the Server Explorer pane. Right-click on the desired
server and select Login from the pop-up menu.

2. Navigate to the required destination through Destinations > Topics/Queues.
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3. Right-click the required topic/queue and select the EditACL option from the pop-up
menu. The EditACL dialog box is displayed, as shown in the figure below:

Add...
[CanSubsitibe
Edit...
| L]
OK

4. Permissions for a new principal may be added by clicking on the Add button.

5. An existing entry for a principal can be removed by clicking on the Remove button.

6. Select the ACL Entry (for any principal) in the dialog box and click the Edit button. The
Edit Permissions dialog box, shown below, will be displayed.

|4 27| =1 mia]

E Permissions
Fublish
Subscribe
Unsubscribe
Durable Subscribe

allowss
allow
allows
allowss

Mo description awailable,

o]

Cancel

7. Modify the permissions for various actions such as Publish, Subscribe, Unsubscribe,

and Durable Subscribe and click on the OK button.

Chapter 7: FioranoMQ Security

Page 106



FioranoMQ 9 Handbook

7.7 Configuring NT Based security

This section describes how to set up and configure the FioranoMQ Windows NT security realm
(Fiorano NT Realm) for the FioranoMQ server. Fiorano NT Realm works both on Windows NT
4.0 and Windows 2000.

7.7.1 Pre-requisites

Fiorano NT Realm requires that the FioranoMQ server is run by a Windows administrative User
able to read security-related data from the Windows NT Domain Controller. To use the Fiorano
NT Realm, FioranoMQ is run on the Windows NT domain.

To manage User and User Group information, the FioranoMQ server must be able to make
system calls to the Windows NT computer on which the FioranoMQ server runs. To perform
authentication, FioranoMQ needs the privileges that would allow it to communicate with the
Primary Domain Controller.

7.7.2 Setting up

1. Launch the Fiorano Studio. Configure the NT based PrincipalManager as explained
in the section Modifying Principal Manager Implementation.

2. Right-click on the FioranoMQ domain from the Server Explorer and select the Save
option from the pop-up menu.
Configuring Windows NT

1. Login to Windows NT using Administrator permissions. Navigate to User Manager in
the Administrative Tools program group from the Windows NT machine on which
FioranoMQ is installed.

2. Select a User that is enabled to run the FioranoMQ server. Choose User Rights
from the Policies menu.

3. Select the Show Advanced User Rights from the Rights list and click Add. Enter
the name of the User who is to execute FioranoMQ.

4. Select Replace Process Level Token from the Rights list. Click Add and enter the
name of the ser who is to execute FioranoMQ.

5. Restart the System. The new permissions for the User take effect.

Configuring Windows 2000

1. Login with Administrator permissions onto the Windows 2000 machine where the
FioranoMQ Server is installed.

Open Control Panel = Administrative Tools =Local Security Policy.
Open the Local Policies tree.

Click User Rights Assignments.

On the right-hand pane, right-click Act.

@ g k w N

Select Security from the menu.
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7. On the next panel, click Add and choose the name of the User who is to execute
FioranoMQ.

8. Click on the OK button. Restart the System. The new permissions for the User take
effect.

Additional Configuration — Adding FioranoMQ Users to Administrators Group

In the NT Principal Manager, only users registered with the Administrators group have the
rights to open/create AdminConnection. Other Users may be given these rights by
adding/registering them with the default Administrators’ group as explained below:

1. Open Control Panel = Administrative Tools >Users and Passwords.
2. Browse to reach Local Users and Groups > Groups > Administrators.
3. Click on Add to display a list of all the Users that exist in the WIinNT Realm. Users can

be included in the Administrators group by adding them from the list.

The User admin used by default to create admin connections is not a member of the
Administrators group for the FioranoMQ NT Realm. In order to use FioranoMQ default admin
tools and APIs, the admin User must register with the Administrators’ group.

Verifying
When starting the FioranoMQ Server after installing and configuring FioranoNTRealm, the
verification checks listed below need to be performed:

1. Open a Command-shell. Navigate to the Samples\Realm folder.

2. Compile the test case by using compile-client TestFioranoNTRealm.java.

3. Run the test case by using run-client TestFioranoNTRealm. On successful
execution, the test case displays a message.

4. Run the AdminGUI. Check that the list of Windows NT Users and Groups are
displayed on the User and Group Panel.

Limitations

Below is a list of those ‘aspects’/’functions’ not supported by the FioranoMQ 9 version of the
Fiorano NT Realm. However, these functions are supported within the File-based
Implementation of the FioranoMQ Realm:

1. A Group cannot have a Group as a member.

2. Changing the password for a User through FioranoNTRealm API is not allowed.
Troubleshooting FioranoMQ NT Realm

The most common configuration problems encountered with Fiorano NT Realm are related with
Windows NT policies and specifically with the User who runs the FioranoMQ server. The User
requires special permissions to access the Windows NT domain. The steps for granting these
permissions are in configuration instructions as mentioned in the section 7.7.2 Setting up.
Another common problem is the inability of the FioranoMQ server to load the fioranorealm.dll
file. If FioranoMQ is unable to load the fioranorealm.dll, the following message is displayed:

java.lang.UnsatisfiedLinkError: no fioranorealm in java.library.path
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at java.lang.ClassLoader.loadLibrary(ClassLoader.java:1312)

at java.lang.Runtime.loadLibraryO(Runtime.java:749)

at java.lang.System.loadLibrary(System.java:820)

at fiorano.jms.realm.principal.nt.FioranoNTManager.init(FioranoNTManager.java:82)
at fiorano.jms.realm.principal.nt.FioranoNTManager. (FioranoNTManager.java:51)

at fiorano.jms.realm.principal.nt.PrincipalManagerimpl.startup(PrincipalManager-
Impl.java:61)

at fiorano.jms.realm.RealmManagerIimpl.startup(RealmManagerimpl.java:77)

at fiorano.jms.ex.Executive.startup(Executive.java:647)

at fiorano.jms.ex.Kernel.startup(Kernel.java:61)

at fiorano.jms.ex.fmpmain.main(fmpmain.java:60)
fiorano.jms.common.FioranoException: REALM_NOT_SUPPORTED :: NT realm support is not

available

7.8 RDBMS Realm

7.8.1 Setting up

1. Open the profile for off-line editing through the Profile Manager as explained in
section 4.8.1 How to Enable Pinging.

2. Modify Principal Manager [Modifying Principal Manager Implementation] and ACL
Manager implementation [Modifying ACLManager Implementation] to RDBMS

3. Configure these components as per the database used. A sample configuration for
some common databases is provided in later sections.

4. Right-click on the FioranoMQ node and select Save from the pop-up menu.

7.8.1.1 Additional Configuration
The database driver needs to be added to the Container classpath.
To force the FioranoMQ server to create default Destinations and Users in the recently

configured RDBMS server, the existing database is to be cleared (run folder of profile) prior to
restarting the server.
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7.8.1.2 Sample Configurations

The list below provides sample configurations for various databases. These parameters can be

specified for the ACLManager as well as for the PrincipalManager.
7.8.1.2.1 Oracle

URL: jdbc:oracle:thin:@164.164.128.113:1521 :orcl
Database Driver: oracle.jdbc.driver.OracleDriver
Username: scott

Password: tiger

7.8.1.2.2 MySQL

URL: jdbc:mysql://localhost/mysql
DatabaseDriver: com.mysql.jdbc.Driver
Username: <user name>

Password: <password>

7.8.1.2.3 HSQL

URL: jdbc:hsqldb:d:\FMQDB

DatabaseDriver: org.hsqldb.jdbcDriver
Username: sa

Password: <password>

7.8.1.2.4 MSSQL

URL: jdbc:microsoft:sqlserver://galab01:1433
DatabaseDriver: com.microsoft.jdbc.sqlserver.SQLServerDriver
Username: sa

Password: <password>

Note: The MS-SQL driver has to be added to the Container
classpath(msutil.jar,mssqlserver.jar,msbase.jar)
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7.8.1.2.5 DB2

URL: jdbc:db2://localhost:7777/sample

DatabaseDriver: COM.ibm.db7.jdbc.net.DB2Driver

Username: user

Password: passwd

The parameter named PropertiesFile should point to principalsglstatements properties when

configuring PrincipalManager, and to aclsqglstatements properties when configuring
ACLManager. These files can be found in the conf folder of the profile being used.

7.8.1.3 Verifying

Use a Query tool provided by the database vendor (SQLWorksheet for Oracle) and verify the
creation of the following tables with their default values:

7.8.1.3.1 Principal Manager

TableName - users (stores all Users related information)
TableName - groupmembers (stores all Group related information)
7.8.1.3.2 ACL Manager

TableName - aclentries (stores ACL Entries for all users)

The following is a sample SQL query executed in a SQLWorksheet:
SQLWKS=> select * from users;

SQLWKS=> select * from aclentries;

7.9 LDAP Security Realm

1. Open the profile for off-line editing through the Profile Manager using Studio by
clicking on the Profile Manager pane, explained in section 4.8.1 How to Enable

Pinging

2. Modify the Implementation property of the ACL Manager and the Principal Manager to
LDAP. For more information on how to modify ACL Manager and Principal Manager
refer to the section Modifying ACL Manager Implementation and Modifying Principal
Manager Implementation.

3. Configure the Principal Manager as per the Directory Server in use. A sample
configuration for the Netscape Directory Server is shown in the figure Directory Server
Settings.

4. Right-click on the FioranoMQ node and select Save from the pop-up menu.
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7.9.1 Sample Configuration — Netscape Directory Server

Setting the Name

The ‘name’ is the name of the admin of the LDAP server, since the Initial Context may only be

started by the Admin.

PRINCIPAL = uid=admin, ou=Administrators, ou=TopologyManagement, o=NetscapeRoot

Setting the password

Enter the password for the Admin of the LDAP Server with whom a connection is to be make

as shown in the Figure below:

AT
&1 iPlanet Console Login <]

Administration URL: [ty itryst mottena ston softret 1047 7]
S || cancel | Help i

icrosystems, iPlanet, and all Sun and iPlan
ks and logos are trademarks of Sun Microsyste

User [0 @1_1 [~ REALM_LDAP_SECURITY_CREDENTIALS
Password: Ei ——REALM_LDAP_SECURITY_PRINCIPAL

Figure: iPlanet Console Login Dialog Box

LDAP Initial Context Factory

The Initial Context Factory to be used, corresponding to the directory server.

LdaplnitialCtxFactory = com.sun.jndi.ldap.LdapCtxFactory

LDAP Provider URL

Is set in accordance with the Directory Server being used.

LdapProviderUrl = Idap://ldapserver:389

LDAP Provider DN

This is to be set to the suffix variable set up while installing the LDAP Server as shown in the

figure Directory Server Settings:

: LdapProviderDn = dc=modena, dc=stpn, dc=soft, dc=net
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Directory Server 5.0 Server Seltings

Settings this drectory server will use for basic aperation
- General Settings

Serveilderitier [EE
SevarPot [m5 =

REALM_LDAP_PROVIDER_DN

< Back I et > l Cancel

Figure: Directory Server Settings
LDAP security authentication

Set this variable to:
LdapSecurityAuthentication = Simple

LDAP User and Group Object classes

7.9.2 Sample Configuration — ApacheDS1.5.4

Note: The steps mentioned here require the installation of the Apache Directory Studio.

7.9.2.1 Setting up the Directory Service

To setup the directory service, the steps below are to be performed:
1. Stop any running instance of ApacheDS.
2. Take a backup of server.xml

/var/lib/apacheds-1.5.4/default/conf/server.xml (DEFAULT PATH. If the DS instances
were installed in a location different, server.xml will be available inside the directory at
that location.)

3. Modify server.xml by adding the line below within the tag </partitions> ...
</partitions>

<jdbmpPartition id="fiorano" cacheSize="100" suffix="o=fiorano,c=US"
optimizerEnabled="true" syncOnWrite="true"/>

4. Run apacheds
/etc/init.d/apacheds start

5. Login through the Apache Directory Studio.
User : uid=admin,ou=system. (Default)
Password > secret. (Default)

6. Import the LDIF content below using Apache Directory Studio. (Menu: LDAP -> New
LDIF File)

dn: o=Fiorano,c=us
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objectclass: top

objectClass: organization

o: fiorano

dn: cn=FMQServerConfigFiles,o=Fiorano,c=us
objectclass: top

objectClass: organizationalRole

cn: FMQServerConfigFiles

dn: cn=FioranoMQUsers,o=Fiorano,c=us
objectClass: top

objectClass: organizationalRole

cn: FioranoMQUsers

dn: cn=FioranoMQGroups,o=Fiorano,c=us
objectClass: top
objectClass: organizationalRole

cn: FioranoMQGroups

dn: cn=ACL,o=Fiorano,c=US
objectclass: top
objectClass: organizationalRole

cn: ACL

dn: cn=FMQRoot,o=Ffiorano,c=us
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: top

cn: FMQRoot
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cn: system administrator
sn: administrator
displayname: Directory Superuser

userpassword:: c2VjcmVO

7. Re-login through Apache Directory Studio to see the added children.

7.9.2.2 Setting up the profile for use with ApacheDS1.5.4

Note: Make sure that the steps mentioned in section 7.9 have been completed before moving
on to the steps listed below:

1. Open the profile for off-line editing through the Profile Manager using Studio, as
explained in section 4.8.1 How to Enable Pinging

2. Reset all properties except the LdapProviderUrl to their original values.

3. In the LDAP Provider URL, the port number is 10389 and the ip address is that of
the server that running ApacheDS.

7.9.3 Sample LDAP Configuration for ACLs, Users and Groups

7.9.3.1 Configuration for Users and Groups

Here is an example of how FioranoMQ profile can be configured to store principal realms
(users and groups) related to the FioranoMQ server. As an example, the view of how the users
and groups are stored in the LDAP provider is extracted using the Apache Directory Studio.

LDAP for Principal store in FioranoMQ can be configured in the following way. After opening the
profile in Fiorano Studio for offline editing and changing the Principal Manager implementation

to LDAP as given in Section 7.5, changes have to be made at the following node —

Fiorano > security > PrincipalManager > LdapPrincipalManager
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For more information on the parameters given in the above picture, refer to the FioranoMQ
parameter reference guide which can be downloaded from the location
http://www.fiorano.com/devzone/documentation.php.

Once the FioranoMQ is configured to use LDAP to store users and groups and the server is
started, it sequentially creates them. The way in which the users and groups are stored in the
LDAP-provider is illustrated using the following figure.
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7.9.3.2 Configuration for Access Control Lists (ACLS)

Here is an example of how FioranoMQ profile can be configured to store Access Control Lists
(ACLs) related to the FioranoMQ Admin Objects like Queues, Topics, Connection Factories and
other ACLs related to Lookup, AdminConnection etc. in the LDAP-provider. As an example, the
view of how the ACLs are stored in the LDAP provider is extracted using the Apache Directory
Studio.

LDAP for ACL store in FioranoMQ can be configured in the following way. After opening the
profile in Fiorano Studio for offline editing and changing the ACL implementation to LDAP as

given in Section 7.4, changes have to be made at the following node —

Fiorano > security > AclManager > LdapBasedAcIManager
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For more information on the parameters given in the above picture, refer to the FioranoMQ
parameter reference guide which can be downloaded from the location
http://www.fiorano.com/devzone/documentation.php.

Once the FioranoMQ is configured to use LDAP to store Access Control Lists (ACLs) and the
server is started, it sequentially creates the ACLs for each of the destinations. The way in
which the ACLs are stored in the LDAP-provider is illustrated using the following figure.
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7.10 XML Security Realm

1. Open the desired profile for off-line editing through the Profile Manager using
Studio, as explained in section 4.8.1 How to Enable Pinging

2. Modify the Implementation property of the Principal Manager and the ACL Manager to
XML. For more information on how to modify the Principal Manager and the ACL
Manager, refer to the sections Modifying ACL Manager Implementation and Modifying
Principal Manager Implementation .

Configure Principal Manager and ACL Manager.

4. Right-click on the FioranoMQ node and select Save from the pop-up menu.

7.10.1 Configuring Principal Manager and ACL Manager

7.10.1.1 Principal Manager

UserFileName

The name and path of the xml file containing ‘User’ information. The default file is user.xml.
GroupFileName

The name and path of the xml file containing ‘Group’ information. The default file is group.xml.
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Path

This is the absolute or the relative path where User and Group files are stored. User and User
Group files are saved to the location specified in the absolute path, whereas specifying a
relative path saves User and User Group files to [FMQ_DB_PATH]\[relative path entered]. The
default relative path is
%FIORANO_HOME%\fmq\profiles\%selectedProfile%o\run\realm\principal.

7.10.1.2 ACL Manager

FileName

The name and path of the xml file containing ‘User’ information. The default file is acl.xml.
MaxAcePerACL

Maximum number of entries that an ACL can store. The default number is 100.

Path

This is the absolute or the relative path where xml files are stored. User and User Group files
are saved to the location specified in the absolute path, whereas specifying a relative path
saves User and User Group files to [FMQ_DB_PATH]\[relative path entered]. The default
relative path is 0FIORANO_HOME%\fmq\profiles\%selectedProfile%\run\realm\principal.

7.10.2 Sample xml files

7.10.7.1 User.xml
<?xml version="1.0"?>

<UserManager>
<User>
<Name>ADMIN</Name=>
<Password></Password>
</User>
<User>
<Name=>Anonymous</Name>
<Password></Password>
</User>
</UserManager>

Here:
e <UserManager= Is the root element of the UserManager.

e <User> The UserManager may consist of one or more users.

¢ <Name=> The name of the user. This is used to identify the user entry and is used in
the ACLS and Groups.

e <Password=> Is the password of the user. This is stored in encrypted form. It,
therefore, cannot be specified from outside the system.
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7.10.7.2 Group.xml

<?xml version="1.0"/>

<GroupManager=>

<Group>
<Name>EVERYONE</Name=>
</Group>
</GroupManager=>

Where:
e <GroupManager=> Root element of the GroupManager.
e <Group> The GroupManager may consist of one or more groups.

¢ <Name=> This is the name of the group. It is used to identify the group entry and is
used in the ACL table.

e <Member= A group can consist of one or more members. These members must exist
in the user table.

7.10.7.3 acl.xml

</AclManager=

<ACL>

</Name=>LOOKUP</Name=>
<AclEntry Type="POS">
<Principal>EVERYONE</Principal>
<Permission=>LOOKUP</Permission>
</AclEntry>
</ACL>
</AclManager=

Where:

¢ <AclManager> Root element of the ACL dtd.

e <ACL> The ACL Manager consists of one or more ACLs and holds information about
all the ACLs. <Name=> Specifies the name of the ACL.

e <AclEntry= An ACL consists of one or more ACL Entries, which may be either
negative (NEG) or positive (POS).

e <Principal= An ACL Entry consists of a Principal, which can be a User or a User
Group.

e <Permission=> An ACL Entry consists of O permissions or 1 permission to perform a
task.
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7.11 Plug-in Based Authentication Support

7.11.1 Enabling Plug-in Based User Authentication in Server

Following are the steps to enable plug-in based authentication in FioranoMQ Server-
1. Launch the admin studio and open the profile (by default FioranoMQ) in offline mode.

2. Navigate to FioranoMQ -> Fiorano -> security -> SecuritySubSystem. In the
properties pane, set UseAuthenticationModules property to 'yes'.

3. Save the configuration.

E_iorano studio N A T x|~ )

File Edit View Mavigate Tools “Window Help

il [ B | i o f 2 ( ﬂ g
:Server Explorer | Profile Manager @ x| B %
Eﬂ Profiles
’—"X FioranoMd
E Fiorano = :
DeploymentListFile Fioranofdy. sk |
s Loggers o z 3
e Btc CbjectMame Fiorano.security: Service Type=Realm.., |
e JK Instancedf Realmlanager |
- jrdi Drescription Realmn Manager is responsibles for Secu,.., |
% mng =] [
s securty UseAuthenticationModules no |
.9 '.";;‘St'JhSi‘.itaﬂ'l Configurationiarne SampleAuthenticakar |
: ConfigurationFileMame .. JUtilitiesExternalduthnModulefsrcfs... |

[# % DependsCin
% AclManager
1+ &% PrincipalManager

7.11.2 Using Authentication Modules to Authenticate a User

Using JAAS modules, FioranoMQ server is able integrate with an external pluggable security
service provider like a local UNIX/Linux operating system and for LDAP based authentication
which can store the user login information. The implementation w.r.t. interaction with this
external security service provider (like creating the JDBC connection, creating the SSL-enabled
LDAP connection and querying the RDBMS/LDAP-provider to validate the user authentication
information etc.,) and thereby getting the required authentication information (PASSED?
FAILED?) is to be done externally using the JAAS modules and FioranoMQ calls these APIs to
get the required authentication information (PASSED? FAILED?) and based on it authenticate
the user for performing one of the above operations. This section will demonstrate how the
necessary plug-in modules need to be provided for the authentication purpose.

7.11.2.1 Login Configuration

JAAS authentication is performed in a pluggable fashion. This permits Java applications (in this
case FioranoMQ Server) to remain independent from underlying authentication technologies.
New or updated technologies can be plugged in without requiring modifications to the
application itself. An implementation for a particular authentication technology to be used via
LoginModule(s) is determined at runtime. The implementation is specified in a login
configuration file.
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The configuration file to be used can be specified in one of two ways:
1. Through server configuration (preferred)

a. Launch the admin studio and open the profile (by default FioranoMQ) in offline
mode.

b. Navigate to FioranoMQ -> Fiorano -> security -> SecuritySubSystem. In the
properties pane, set ConfigurationFileName property to 'the location of a
desired configuration file'.

c. Save the configuration.
2. Server start-up parameters

a. Open %FIORANO_HOME%/fmg/bin/fmqg.conf file and under
<java.system.props> tag, add the following line:

i. java.security.auth.login.config=%location of a desired configuration
file%

As a login configuration file can consist of one or more entries, each specifying which
underlying authentication technology should be used for a particular application or
applications, the particular configuration entry to be used by the FioranoMQ server is specified
as follows:

1. Launch the admin studio and open the profile (by default FioranoMQ) in offline mode.

2. Navigate to FioranoMQ ->Fiorano ->security ->SecuritySubSystem. In the properties
pane, set ConfigurationName property to 'desired configuration name’.

3. Save the configuration.

For more information as to what a login configuration file is, what it contains, see online
documentation for JAAS.

7.11.2.2 LoginModule

LoginModule describes the interface implemented by authentication technology providers
(system administrators). LoginModules are plugged in under applications to provide a
particular type of authentication. While FioranoMQ invokes the LoginContext API,
authentication technology providers should implement the LoginModule interface. As
mentioned in previous section, the Configuration specifies the LoginModule(s) to be used with
a particular login application i.e., FioranoMQ server. Therefore different LoginModules can be
plugged in seamlessly under the FioranoMQ server without any server-side configurations. A
sample LoginModule must implement the following methods of
javax.security.auth.spi.LoginModule

e boolean abort()
e boolean commit()

e void initialize(Subject subject, CallbackHandler callbackHandler, Map sharedState, Map
options)

e boolean login()

e boolean logout()
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Once the necessary implementations of the LoginModule interface are done, they should be
included in the class path of the FioranoMQ Server such that when the server invokes the
LoginContext APl while authenticating the user credentials, the LoginModules (as per
configuration) and inherently invoked successfully. This should be done as follows:

1. Locate the jar file which contains the class files of the implementation classes of
LoginModule.

2. Open %FIORANO_HOME%/fmg/bin/fmqg.conf file and under “3RD PARTY LIBRARIES”
as the location to the above jar file.

Example implementation

Detailed explanation and an example implementation of LoginModule
com.fiorano.jms.auth.SampleLoginModule is provided in
%FIORANO_HOME%/fmg/Utilities/ExternalAuthnModule directory. More details of the class
and other dependencies are present the readme file in the same directory.
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Chapter 8: Large Message Support

For information about configuring profiles through text-based files, refer to FioranoMQ Getting
Started.

8.1 Using FioranoMQ LMS APIs

8.1.1 Interface ILargeMessage
Purpose

The ILargeMessage interface provides APIs with the ability to transfer large files. It also
provides APIs with the ability to check the status of a file transfer and to resume a file
transfer.

Method Summary

public LMTransferStatus getMessageStatus()
Retrieves the status of the message. ‘Status’ refers to the number of bytes
transferred, the number of bytes left to be transferred, and so on.

public void setLMStatusListener(LMStatusListener listener, int updateFrequency);
Sets the status listener for the message. This API detects the status of a message
being transferred, asynchronously.

public LMStatusListener getLMStatusListener();

Retrieves the status listener for the message.

public void saveTo(String fileName, boolean isBlocking) throws FioranoException;

Saves the contents of the message in the file specified.

public void resumeSaveTo(boolean isBlocking) throws FioranoException;
Resumes an incomplete transfer. This APl resumes the process of saving the contents
of a message in the file specified.

public void resumeSend() throws FioranoException;

Resumes an incomplete transfer. This APl resumes the process of sending a message.
It is used when this process could not be completed due to an internal error or due to
a problem originating at the client’s side.

public void cancelAllTransfers() throws FioranoException;

Cancel all messages transfer in process for transferring this large message. Cancelling
a transfer removes the ‘resume’ information related to that transfer. A transfer once
cancelled, cannot be resumed.
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public void cancelTransfer(int consumerlD) throws FioranoException;

Cancels the transfer process of the message belonging to the consumer identified by
the consumer ID. Every consumer has a unique consumer ID assigned by the producer
when the transfer starts. The API can be used by the sender and by the receiver.

Canceling a transfer removes the ‘resume’ information related to that transfer. A
transfer, once cancelled, cannot be resumed.
public void suspendAllTransfers() throws FioranoException;

Suspends all message transfers transferring this large message, temporarily.
Suspending a transfer only stops the thread that is performing the message transfer.
No ‘resume’ related information is deleted. A transfer that is suspended can be
resumed using resumeSend () and resumeSaveTo() APIs.

public void suspendTransfer(int consumerlID) throws FioranoException;

Suspends the message transfer specified by the consumer ID, temporarily.
Suspending a transfer only stops the thread that is performing the message transfer.
No ‘resume’ related information is deleted. Hence a suspended transfer can be
resumed using resumeSend () and resumeSaveTo() APIs.

public void setFragmentSize(int size)

Sets the fragment size of the message.

public int getFragmentSize()

Retrieves the fragment size of the message.

public void setWindowSize(int size)
Sets the window size for the message. Window size indicates the time interval after
which the receiver sends an acknowledgement for message fragments received.
public int getWindowsSize()

Retrieves the window size of the message.

public void setRequestTimeoutinterval(long timeout)
Sets the time duration for which the sender waits for large message requests sent by
the receiver.

public long getRequestTimeoutinterval()

Retrieves the duration for which the sender waits for the receiver's request.
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public void setResponseTimeoutlnterval(long timeout)

Sets the time duration for which the receiver waits for a message fragment sent by
the sender.

public long getResponseTimeoutlnterval()

Retrieves the time duration for which the receiver waits for a message fragment from
the sender.
8.1.2 Interface ILMConnection
Purpose
ILMConnection provides APIs to retrieve messages that could not be entirely sent or received.
Method Summary

public void setResumeDirectory(java.lang.String dir)

Sets the User directory within which the resume file is saved

public String getResumeDirectory()

Retrieves the user directory in which the resume file is saved

public java.util.Enumeration getUnfinishedMessagesToSend ()

Retrieves the enumeration of ILargeMessages that could not be sent in entirety.

public java.util. Enumeration getUnfinishedMessagesToReceive ()
Retrieves the enumeration of ILargeMessages that fail to be transferred in their
entirety.

public boolean hasTransfersinExecution ()

Indicates whether a connection has any ongoing transfers. This APl is used by the
application to close the connection depending upon whether or not the connection has
transfers in execution.

8.1.3 Class LMTransferStatus

Purpose

Class LMTransferStatus provides the status of a message transfer. The ‘status’ of a message
transfer refers to the number of bytes transferred, the number of bytes to be transferred, the
last fragment of bytes transferred successfully, the percentage of progress of the transfer,
and so on.

Constants Summary

public static final byte LM_TRANSFER_NOT_INIT=0x01;

Indicates that the transfer has not yet started.
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public static final byte LM_TRANSFER_IN_PROGRESS=0x02;

Indicates that the transfer is currently in progress.

public static final byte LM_TRANSFER_DONE

Indicates that the transfer is complete.

public status LM_TRANSFER_ERR

Indicates that an error had occurred during the transfer.
Method Summary

public long getBytesTransferred()

Returns the number of bytes transferred.

public long getBytesToTransfer()

Returns the number of bytes left to be transferred.

public long getLastFragmentID()

Returns the fragment number of the last fragment sent successfully.

public float getPercentageProgress()

Returns the progress of the message transfer, as a percentage.

public byte getStatus()
Returns the status of the message transfer. The status of a message can be any one
of the ‘status’ mentioned above.

public boolean isTransferComplete()
Returns a boolean value indicative of whether the transfer was completed successfully
or not.

public ILargeMessage getLargeMessage ()

Returns the reference of a large message whose status is displayed by
LMTransferStatus.

8.1.4 Interface LMStatusListener

Purpose

The LMStatusListener interface is used to detect, asynchronously, the status of a message
being transferred.

Method Summary

public void onLMStatus(fiorano.jms.Im.LMTransferStatus status, FioranoException exception)

Method callback is invoked in the event of a message transfer status change or in the
event of an exception that occurs during message transfer.
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8.1.5 Class FioranoLMErrorCodes
Purpose
Class FioranoLMErrorCodes defines the error codes and error messages used by LMS.

LM_INVALID_SOURCE_FILE

This exception is encountered if the source file specified in the message is invalid.

LM_CSP_ENABLED

This exception is encountered if CSP/Durable connections are enabled when using
LMS.

LM_REQUEST_TIMEOUT

This exception is encountered if a request for a large message is not received from any
consumer in the time specified.

LM_DECODE_LMS_PROPERTIES_FAILURE

This exception is encountered if an error occurs while decoding LMS properties.

LM_ACK_NOT_RECEIVED

This exception is encountered if the producer does not receive any acknowledgement
of message fragments from the consumer in the time specified.

LM_FRAGMENT_SEND_FAILURE

This exception is encountered if the producer is not able to send the message
fragment to the consumer.

LM_ACK_PROCESS_FAILURE

This exception is encountered if the producer is not able to process the
acknowledgement received from the consumer.

LM_MESSAGE_TRANSFER_ERROR

This exception is encountered if an error occurs on the producer's side during a
message transfer.

LM_INITIALIZATION_ERROR

This exception is encountered if an error occurs while initializing the message transfer.

LM_REQUEST_PROCESS_FAILURE
This exception is encountered if an error occurs while processing the message request
received from the consumer.

LM_SEND_AVAILABILITY_FAILURE

This exception is encountered if the producer is not able to send denoting availability
of a message to the consumer. The ‘availability’ message is a message that is sent by
the producer to the consumer if there are any unfinished messages to resume.
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LM_READ_DATA_ERROR

This exception is encountered if an error occurs while reading data from the source
file.

LM_RECEIVE_FRAGMENT_ERROR

This exception is encountered if an error occurs while receiving message fragments
sent by the producer.

LM_RECEIVE_FRAGMENT_TIMEOUT

This exception is encountered if the consumer is not able to receive the message
fragment within the period of the specified ‘timeout’.

LM_UNABLE_TO_SEND_FRAGMENT_ACK

This exception is encountered if the consumer is not able to the send an
acknowledgement regarding a message fragment to the producer.

LM_UNABLE_TO_RESUME_SEND

This exception is encountered when the producer is not able to resume a message
transfer.

LM_INVALID_TARGET_FILE

This exception is encountered if the target file specified by the consumer is not valid.

LM_UNABLE_TO_SAVE_TARGET FILE

This exception is encountered if an error occurs while saving the target file due to the
unavailability of free disk space.

LM_UNABLE_TO_RESUME_RECEIVE

This exception is encountered when the consumer is not able to resume the message
transfer.

LM_WRITE_DATA_ERROR

This exception is encountered if an error occurs while writing data onto the target file.

LM_UNABLE_TO_SAVETO_FILE
This exception is encountered when saveTo() API is invoked for a message that is not
considered a large message.

LM_TRANSFER_NOT_STARTED

This exception is encountered when cancellation of a transfer is invoked for a message
that is not considered a large message.
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8.2 LMS Samples

8.2.1 Sending a large message

//create the large message

TextMessage Imsg = session.createTextMessage();
Imsg.setStringProperty("JMSX_LM_PATH", "D:\\batch\\Ims_samples\\send.zip");
//register status listener

((ILargeMessage) Imsg).setLMStatusListener(new TrackStatus());

//start the message transfer

msgProducer.send(Imsg);

8.2.2 Recelving a large message

//receive the normal JMS message containing a reference to the large message
ILargeMessage Imsg = (ILargeMessage) gReceiver.receive();

//register status listener

Imsg.setLMStatusListener(new TrackStatus());

//start the message transfer

Imsg.saveTo(""received.zip™);

8.2.3 Resuming a message transfer on the send side
Enumeration enum =
((ILMConnection)jmsConnection).getUnfinishedMessagesToSend ();
while(enum.hasMoreElements())

{

//get the reference for the large unfinished message
ILargeMessage Imsg = (ILargeMessage)enum.nextElement();
//register status listener

Imsg.setLMStatusListener(new TrackStatus());
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//resume the transfer

Imsg.resumeSend(); ;

}

8.2.4 Resuming a message transfer on the receive side
Enumeration enum =
((ILMConnection)jmsConnection).getUnfinishedMessagesToReceive ();
while(enum.hasMoreElements())

{

//recreate the large message

ILargeMessage Imsg = (ILargeMessage)umEnum.nextElement();
//registering status listener

Imsg.setLMStatusListener(new TrackStatus());

//resume the transfer

Imsg.resumeSaveTo ();

}

The time duration that the receiver waits till resuming the interrupted message transfer can be
configured through the wait period in the parameter ‘ResumeTimeoutinterval’. By default, the
receiver waits for 15 seconds.

The resume timeout interval value can be set by following the steps below:

1. Launch Admin Studio. Launch Fiorano Studio. Open the Profile Manager. Right-
click the Profiles node and select Open Profile from the pop-up menu. Select the
desired profile for editing in the offline mode and click on the Open button.

2. In the Profile Manager pane navigate to FioranoMQ > Fiorano >etc >
FMQConfigLoader. In the properties pane, set the value corresponding to the
Resumetimeoutinterval, as shown in the figure below.
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3. After making the above change, right-click the FioranoMQ domain in the Profile
Manager and select the Save option from the pop-up menu.
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] Profiles =
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@ Dispatcher Instancetf FrM&Configloader
Jobranager Description Loads FioranaMo) commeon configuration
Loggers E ComponentInstance Configuration
etc LazyR3Creation no
@ AdminService AllowDur ableConnections no
@ DefaultLogManager UseSingleSockst no
& ExMamingManager | UseFioranoChr no
@ ExServiceManager CreataDeFau\FACl._ . ves
AclBasedDestinationZecurity no
@ BookStrap -
AlPermissions ves
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@ MemaryManager EnsureUniquenessOficlientId no
& PingManager ;I MaxTransactiorBufferSize 10240000
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Frarn resuming and starts normal transfer, For more details on LMS, please refer FMQ Developer's Guide,
Ready 12M of 15M | il
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Chapter 9: HA

FioranoMQ Server within an Enterprise Server are required to have similar backend databases.
This can be achieved by using a common or Shared database, or by setting up Replication
between database instances. The first decision to be taken while setting up HA is the selection
of one of these two options. The FioranoMQ installer comes with pre-built profiles for both
Shared and Replication modes that are pre-configured to demonstrate HA on a single machine.

9.1 Default HA Profiles
This section of the document provides details about pre-configured HA profiles.

For information about configuring profiles through a text-based file, see FioranoMQ Getting
Started.

These profiles can be found in the %FIORANO_HOME%\fmqg\profiles\FioranoMQ_HA _rpl and
FioranoMQ_HA_shared directories respectively. Primary and Secondary Servers are started by
booting the container available in these profiles. The table below lists the profiles to use for
the Primary and the Secondary Servers when setting up HA in Replication mode or Shared
mode.

Mode Profile Directory Meant For

Replication Fmqg\profiles\FioranoMQ HA_rpN\HAPrimary Primary Server

Replication Fmqg\profiles\FioranoMQ_HA_rpI\HASecondary Secondary

Server

Shared fmaq\profiles\FioranoMQ_HA_shared\ Primary Server
HAPrimary

Shared fmaq\profiles\FioranoMQ_HA_shared\ Secondary
HASecondary Server

Note: This document refers to the profile (in the FioranoMQ _HA_rpl or FioranoMQ_HA_shared
directories) as %SELECTED_HA_PROFILE%6. The possible values for
%SELECTED_HA_PROFILE%6 are as shown in the table above.

9.2 Configuration Steps

Configuring HA in a FioranoMQ Server basically involves configuration of the modules below:
e HA Layer
e Admin Objects Store
e Security Store

e Message Store
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The HA Layer configuration deals with the configuration of the Peer Server. The important
configuration parameters defined in this layer are isPrimary (TRUE or FALSE), HA Port,
Backup server's IP Address, Backup server's Client Port, and Backup server's HA
Port. Configuration is required in both the Replication and the Shared HA mode. Additionally,
Admin Objects Store, Security Store and Message Store must be configured for setting up
Shared HA. When configuring HA, one of the following sets of instructions must be followed,
depending on whether it is for Replication mode or for Shared mode.

Replication Mode

Step 1: Install FioranoMQ Servers

Step 2: HA Configuration
HA Shared Mode

Step 1: Install FioranoMQ Servers

Step 2: HA Configuration

Step 3: Admin Store Configuration

Step 4: Security Store Configuration

Step 5: Message Store Configuration
Configuring FioranoMQ HA in Replication mode is much easier, as the pre-created profiles are
ready to be used; only the gateway IP needs to be modified. These profiles are pre-configured
to demonstrate HA on a single machine. However, it is easy to setup HA on two different
machines by configuring the HA Layer, as described below.
When setting up the server in Shared mode, in addition to setting up the HA Layer, the server
configuration needs to be modified so as to point it to the Shared Admin Store, Security Store
and Message Store. Instructions for these modifications can be found in Steps 3 to 5 in the
sections below.
9.2.1 Step 1: FioranoMQ Server(s) Installation
The FioranoMQ Server(s) that forms the Enterprise Server can be installed on a single machine
or on two separate machines, varying in hardware and/or software configuration. When
setting up HA on a single machine, no changes are required; the default configuration (for
primary and Secondary Server) is ready to be used. However, when setting up HA on different

machines, the IP addresses of the Peer Servers have to be configured in the HA Layer. The
following section provides step by step instructions for configuring the HA Layer.

Note: The pre-created profile is configured to run HA on a single machine. Fiorano does not
recommend setting up HA on just a single machine.
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9.2.2 Step 2: HA Configuration

The HA Layer within a FioranoMQ server is responsible for creating a dedicated connection
with the peer Backup Server. This dedicated connection is used for exchanging health and
state information between peers being used. The following section provides details concerning
the configuration of an HA Layer in a FioranoMQ Server and is applicable to both, Primary and

Secondary Servers.

1. Launch Fiorano Studio, and click on the Profile Manager pane. Right—lick the
Profiles node, and select Open Profile from the pop-up menu. Select the required

profile, and click on the Open button (%SELECTED_HA PROFILE%6) for offline editing,
using the Profile Manager.

2. Configure self HA port: This port refers to the port number on which the HA Layer
accepts a connection from its Peer Server. The HA port of the default HA profiles
configured for the Primary Server is 2000 while that of the Secondary Server is 3000.
In order to modify these values, navigate to the node mentioned below, and change
the port number in the PropertiesOf FioranoHAConnectionManager pane.

%SELECTED_HA_PROFILE%-> Fiorano->HA-=>HAConnectionManager ->

FioranoHAConnectionManager

J& Fiorano Studio

9 |=]
: File Edit Yiew Tools Window Help
| Server Explorer |JPr0FiIe Manager 40 x| Properties of FioranoHAaConnectionianager o x
gﬂ Profiles

EI)& FioranoMQ_Ha_rpl.HAPrimary
Bl % Fiorana

T

FMGKernel

HAConnectionManager

@ FioranoHAConnectionManager
- o HAServiceManager
HAKRPCProvider

HAManager

ReplicableMamingtgr
ReplicablegueueMar
ReplicableRealmtgr
ReplicableTopicMar

security
[+ &% sockethcceptors

2|4 7| = i)

[H ComponentInstance Properties
ObjectMarne
InstanceCf
Description
B ComponentInstance Configuration
Port
Nagledlgo
SocketInitialization Timeout
Parent
ChildConfigs

Fiorano. HA . HAConnectionManager : Service Type=HAConn. ..
H&ConnectionManager
HA Connection Manager

2000
no

&0000

(Mo Property Editor)

Port

Specify the Part on which HA Manager would lisken for connection Fram the peer HA Server

Ready

| 18MofasM [T

Note: The screen-shot above shows the path for the HAConnectionManager node in
Replication mode. The same path can be found when configuring the Connection Manager in

Shared HA mode.
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3. Configure the IP and HA port of the remote server: HA layer of a FioranoMQ Server
connects to the Backup Server's HA layer. In order to configure the Backup Server's IP
and its port, navigate to the node specified below, and set the values of
BackupHAIPAddress and BackupHAPort displayed in the Properties of
FioranoHAKRPCProvider pane.

%SELECTED_HA_PROFILE%-> Fiorano -> HA ->HAKRPCProvider -> FioranoHAKRPCObject

RI=E

: File  Edit Yiew Tools Window Help

ad] ‘ | L8|

| Server Explorer ‘ | Profile Manager A0 % | Propetties of FioranoHAKRPCProvider o =

] Profiles =& ﬂ| B %Z

-5 FioranoMQ_Ha_rpl HAPrimary

Bl Fiorano [E] ComponentInstance Properties
EI a0 HA Objecthame Fiorano, HA HAKRPCProvider: Service Type=HAKRPCProvi. .
: InstanceOf HakRPCProvider
# e FMQKernel Description HA KRPC Provider
HAConnectionfanager E] ComponentInstance Configuration
HAKRPCProvider BackupHAPart 3000
7. ® FioranoHAKRPCProvider BackupHAIPAddress _I
HaManager Socket Timeout 30000
ReplicablzNamingMar SocketCreationTimeout 30000
y Parent
ReplfcabIeQueueMgr ChildConfigs (Mo Property Editor)
ReplicableRealmbagr
ReplicableTopickar
BackupHAIPAddress

IP Address of backup peer server in HA mode. This parameter is mandatory to run HA
jrdi

mq

security
socketAcceptors

Ready | zemof3sm [T

Note: The screen-shot above shows the path for the HAKRPCProvider node in the
Replication mode. The same path can be found while configuring HAKRPCProvider in the
Shared HA mode.

The backup HA IP address of the default profiles is configured to localhost. Their backup HA
port is configured to 3000 in the Primary Server and to 2000 in the Secondary Server. In
other words, by default, the Primary Server's HA layer tries to connect at localhost on port
3000, while the Secondary's HA Layer tries to connect to a localhost on port 2000.

The BackupHA port here does not refer to the port on which the Backup Server accepts client
connections, but to the port on which it's HA Layer listens. The value here should be the same
as the value of HAConnectionManager's port, configured in the Peer Server.
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4. Configure Gateway Server: HA Layer pings the gateway machine to determine the
status of the network connectivity. The default profiles have Gateway configured to
localhost and should be changed to a third independent reliable machine (preferably to
the physical router machine on the network). In order to configure Gateway Server,
navigate to the node specified below, and modify the value of
GatewayServerlPAddress and GatewayServerPort in the Propertiesof
FioranoHAManager pane.

%SELECTED_HA_PROFILE%-> Fiorano -> HA->FioranoHAManager

Fiorano Studio

i File Edt YWew Tools ‘Window Help

=10x]

| Server Explarer | | Profile Manager A0 % | Properties of FioranoHAManager o x
Profiles Ai i
il 4 F| = w

E)& FioranoMc_Ha_rpl.HAPrimary
:E""o°o Fioranao

E- HA

""o°o FMCKernel

: HAConnectionManager

HAKRPCProvider

HAManager

@ FioranoHAManager

o StatusPersister

o
o
o

Replicableamingtgr
ReplicableCueueigr
ReplicableRealmMgr
Replicable Topichgr

o s,
® °
a
b5

jrnze

s

jndi

®,
of

®,
-3

g

-,
=

sECUrity

- o socketAcceptors

®,
of

[E] ComponentInstance Properties

ObjectMame Fiorano,HA HAManager: Service Type=HAManager, Mame. .,
InstanceCf RpManager
Descripkion Rp Manager

E ComponentInstance Configuration
Primary yes
ActivatePrimaryIfEothStandalone no
PrimaryServerPreferred no
GatewayListenerMotlpMesg Connection refused
FingInterval 30000
GatewayServerPort 7
SockebCreationTimeout 10000
ServerMame FMOServer

Maxtait Timeout
Parent

ChildConfigs (Mo Property Editor)

GatewayServerIPAddress
IP address of Gateway machine. This is used to detect network Failures. It is recommended that the IP specified should
be of a machine that is always available on the network, It is mandatory to specify this parameter.

Ready

| 2amof3sM | T

Note: The screen-shot above shows the path for the FioranoHAManager node in the
Replication mode. This path can be found when configuring FioranoHAManager in the

Shared HA mode.

5. Configure isPrimary: Set isPrimary to yes for the Primary FioranoMQ Server and no
for the Backup Server by modifying its value, as shown in the properties pane, by
clicking on the node specified below:

%SELECTED_HA_PROFILE%-> Fiorano ->HA->HAManager -> FioranoHAManager
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-ioix
i File Edit Yiew Tools ‘Window Help
: i ol 4 :
i % . | L8|
| Server Explorer |JPr0FiIe IManager A0 X | Properties of FioranoHAManager o =

gﬂ Profiles

E)& FioranoMc_HA_rpl.HAPrimary
Bl % Fiorano

s HA

FrGkernel
HAConnectionManager
HAKRPCProvider
HAManager

@ FioranoHAManager
- o%  StatusPersister

8 7| =1 =i[a]

[E ComponentInstance Properties
Objecthame
Instancef
Description

E ComponentInstance Configuration

ActivatePrimaryIfBothStandalone
PrimaryServerPreferred
GatewayListenerMotpMesg
PingInterval

Fiorano,Ha HAManager : Service Type=HAManager, Mame. ..

RpManager
Rp Manager

no

no

Connection refused
30000

7

10000

FMQServer
localhost

30000

(Mo Property Editor)

=

[ d%  ReplicableMamingtgr
" GatewayServerPork
- ReplicableQueushior SocketCreationTimeout
- ReplicableR.ealmmgr Serverhame
[ % ReplicableTopichar GatewayServerIPAddress
R e Maid ait Timeaut
& jmx Parent
o jndi ChildCanfigs
@ mg
o security
#% socketAcceptors
Primary

Indicates whether the owning server acts as the primary HA server in Replication HA modes

Ready

32M of 35M || T

Note: The screen-shot above shows the path for the FioranoHAManager node in the
Replication mode. This path can be found when configuring FioranoHAManager in the

Shared HA mode.

6. Common Configuration: HA requires enabling Durable Connections, Pinging and Auto
Revalidation support in the FioranoMQ Server. This can be done by navigating to and

modifying the parameters specified below, located in the properties pane.

%SELECTED_HA_PROFILE%-> Fiorano ->etc -> FMQConfigLoader

e Set AllowDurableConnections property to yes.
e Set PingEnabled to yes.

e Set EnableAutoRevalidation to yes.

Chapter 9: HA

Page 138




FioranoMQ 9 Handbook

-ioix
: File Edit W¥ew Tools Window Help
@ Y-
AR 4 3 X =d |
| Server Explorer |JPr0FiIe IManager A0 X | Properties of FMQConfigloader o = |
gﬂ Profiles
E)& FioranoMc_HA_rpl.HAPrimary
B Fiorano ObjectMarme Fiorano,etc: Service Type=FMOConfigloader, Name=FM. .. ;I
& HA InstanceCf FrCConfigloader
& eke Description Loads FioranoM( common configuration
- ® Adminservice = Eomponenl.:lnstance Configuration
LazyRSCreation no
#- @ DefaultlogManager AllowDurableConnections ;I
[ @  ExMamingManager UseSingleSockst o
[#-- @ ExServiceManager UseFioranoCbr no
[ @ BootStrap CreateDefaultACL ves
....... @ FMQConfigloader AclBasedDestinationSecurity no
[ & MODsfObjCreater AllPermissions yes
AllowOnFlyacCheck no
[+ & MemaryManager E o
X AllowonTheFlyCreationOfDestinations ves
- @ PingManager EnsurelniquenessOfClientId no
E- @ RdbmsDEManager MaxTransactionBufferSize 10240000
B @  RoukeManager EnableAntoRevalidation yes o
[ @ ThreadManager HttpPollingInterval 10000
[H- @ TimerService IncludeMessagell no
[ % jobManagers IsLM3Enabled no
[l runtimeCbjectManagers Resumetimeoutinterval -1 LI
R AllowDurableConnections
& indi EBoolean controlling if Durable Connections are enabled, For more details on 'Durable Connections' please refer
Developer's Guide,
s Mg
-d's  security
- ¢%  socketAcceptors
Ready | 3amofasm ||

Note: The screen-shot above shows the path for HAManager node in the Replication mode.
This path can be found when configuring HAManager in the Shared HA mode. Pre-created
profiles are set to this configuration, and require no change when working with them.

7. Configure the Backup Server’s IP and Port: Specify the BackUpServerlP and
BackupServerPort used by clients in the event of a connection failure. This IP Port

should refer to the backup FioranoMQ Server’s IP Address and to the Port on which it
accepts client connections. This is done by navigating to the node specified below, and
modifying the Backup Server’s IP address and the Backup Server’s port parameters
within the Properties of the MQDefObjCreator pane.

%SELECTED_HA_PROFILE%->Fiorano->etc -> MQDefObjCreator
8.

The FioranoMQ Server uses these parameters to set a Backup Server URL in the
default connection factories. For client connections to fail-over, it is important that the
Backup Server URL is properly configured. If the configuration is changed for the
default connection factories, the database should be recreated, or a self-created
connection factories database with correct URLs should be used.

The IP address of the default profiles is configured for localhost, for Primary and
Secondary Servers. The backup port is configured to 1956 in the Primary Server and
to 1856 in the Secondary Server.

Note: In the default profile, the Secondary Server accepts client connections on port 1956,
and the Primary Server accepts client connections on port 1856.
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=
: File  Edit Miew Tools Window Help
LX) i »8j
| Server Explarer ‘ | Profile Manager a0 x | Propetties of MQDefObjCreater o x
] Profiles :
E}% FioranoMQ_Ha_rpl.HAPrimary
E|""o°o Fiorano Bl ComponentInstance Properties
Objecthame Fiorano.etc: Service Type=MODefObjCreater, Mame=MQD. .
Inskancedf MODefObjCreater
Description Default MG Objects
AdrminService El ComponentInstance Configuration
DefaultLogManager UpdateConnectiJRL
ExMamingfanager tIp _I
ExServiceManager BackupServerPort
BookStrap Parent
FMQConfigLoader ChildConfigs (Mo Property Editor)
MODefObjCreater
MermoryManager
RingManager
RdbmsDEManager
RouteManager
ThreadManager
TirnerService
jobManagers
runtimeCbjectiManagers
BackupServerlp
Specifies the backup server ip. This IP is configured in backup-url For default connection factories.
sEcurity
sacketAcceptors
Ready | 18mMof3mm [T

Note: The screenshot above shows the path for the MQDefObjCreator node in the

Replication mode. This path can be found when configuring HAManager in the Shared HA

mode.

9. Right-click on the %SELECTED_HA_PROFILE%6 root, and select the Save option
from the pop-up menu to save this configuration.

Example Configuration

Parameter Primary Server Backup Server

URL http://164.164.129.128:1856 http://164.164.129.108:1956
HAKRPCProvider

BackupHAIPAddress 164.164.129.108 164.164.129.128
BackupHAPort 3000 2000

HAConnectionManager

Port 2000 3000

Common Config

Backup IP Address

164.164.129.108

164.164.129.128

Port

1956

1856

EnableDurableConnections

Yes

yes
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Parameter Primary Server Backup Server
PingEnabled Yes yes

HAManager

isPrimary Yes no

Gateway IP Address 164.164.129.225 164.164.129.225

For

10. After changing the HA Layer’s configuration, clear the server’s existing database prior
to re-starting the server. The existing Data Store can be cleared by executing the
ClearDB script in fmg/bin folder of the installation directory, with the profile name as
an argument.

example:

e clearDb FioranoMQ_HA_rpl/HAPrimary
e clearDb FioranoMQ_HA_shared/HAPrimary

These are required to re-create connection factories to include the backup of the IP address of

the

Peer Server. If clearing the entire Data Store is not possible, use only newly created

connection factories for HA enabled applications.

9.2.2.1 Configuring FioranoMQ Replicated HA

1. To use Replicated HA, open FioranoMQ_HA_rpl/HAPrimary, and open the
FioranoMQ_HA_rpl/HASecondary profile in the Studio Profile Manager. Right-
click on the profile, and select FMQ Replicated HA. The FMQ Replicated HA wizard

appears.
f
[ Fioranp Studio. = [[=]x]
i File Edit Yiew Mavigate Tools Window Help
=11 Limdy
:Server Explorer :Profile Manager a0 x| Welcome X | | Properties of FioranoM()_HA_rpl.HASecondary o x
Profiles aj -5
al ; TR HL
= & FioranoMQ_HA_rpl.HAPrimary
N =
% Add Components e at fre speead ui chought Profile Name FinranoMc_Ha_rpl.HASerondary
New Damain e s Description FiotanoMQ SecondaryServer Profil. ..
¢ L8t and request
Save ) e Authar FiotanoM3 Core Team
This lets for
Save As h you enhancemel
. connect 0
Export Profile any JMX Deploymert Lists FMQBootstrap. sty HA.lst
Walidate compliant
server, and
Refresh FS perform
Component View tasks lke
bromising
mbeans,
monitoring
data etc.
FMQ Replicated HA.. |
Profile Man,
w Using this,
yau can
configure
‘ the
Becte) services{co
mponents
— o be
Close avallable in
Fiorano
Servers,
FioranoMQ_HA_rpl.HASecondary

| |FioranoMc SecondaryServer Profile in the Replicated High Availability
mode

2Mmof3tM | @
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2. All required values can be configured using the wizard. After configuration, right-click
on the node, and select the Save option from the pop-up menu.

G r0Replicated HA.... Ix]
Property FioranobQ_HA_rpl.HASacondary I
@ BackupSarverPoet 1856
@ BackupHATPAddress e atost
@ BackupHaPort 2000
@ Port 00
@ Pirglnterval 0000
@ GatewaySarvarlPiddress 192.168.1.159
@ GatewayServerPort 7
@ PrimaryServerPrefemed e

@ ActhvabePrimary IFBothStandalons yes
@ GatewaylistenerNotUphMesg Connechion refused
@ SocketCreationTimsaout 10000

BackupServerlp
Speciies the backup server ip. This IP is configured in backup-url fior default connaction Factones,

The properties listed below are available in the FMQ Replicated HA wizard.
BackupServerlp

This IP represents the URL of FioranoMQ Backup Server. In the event of server failure,
the server clients connect to the Backup Server.

BackupServerPort

This port represents the Backup Server port on which the Backup FioranoMQ Server
runs.

BackupHAIPAddress

This IP represents the URL where another FioranoMQ HA Server runs. In the event of a
failure of this HA Server, all the required synchronized data is available in the Backup
HA Server. Here the HA Layer connects to the Backup HA Server.

BackupHAPort

This port represents the backup machine HA port on which another FioranoMQ Server
can run.

Port
This port represents the FioranoMQ Server’s HA port on which the HA Server runs.
PinglInterval

This interval represents the time period, after which, the HA Server pings the HA
Backup Server to determine if the server is running properly.

GatewayServerlPAddress

This value represents the IP address of the third machine present in the network. This
value must not represent the machine on which the FioranoMQ Server runs.
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GatewayServerPort

This value represents the port to which the HA Server pings. This port can be used
only for this function.

ActiveLockAcquisitionlnterval:

This parameter indicates the wait interval between each attempt to acquire the lock
for Active Server. This value should be in multiples of half of the PingInterval value
(PinglInterval / 2). Otherwise, the server can try to acquire the lock on the next
multiple of pinglnterval/2.

PassivelLockAcquisitionInterval:

This parameter indicates the wait interval for the Passive Server to acquire the lock
when the link between active and Passive Server is down. This value should be greater
than twice the value of the ActiveLockAcquisitionlnterval, i.e.

2 * ActiveLockAcquisitionlnterval, or an exception will be thrown. The server will
not start if this value is not set properly.

All IP addresses and ports should represent the correct values. Even without the modification
of any of the values, the HA Primary Server and the HA Secondary Server can run on a single
machine.

For example, if the HA Primary Server is running on a machine with IP Address
192.169.1.157., and the HA Secondary Server, on a machine with IP Address 192.169.1.159.,
the Gateway server address is given as 192.169.1.159. After configuration, the HA Primary
Server the wizard should display the values, as shown in the figure below:

F FL :r-';' afed| 'r]!!- : mﬂ

Property | Florana_HA_rpl. HAPrimary | |
@ BackupServerip 192,168.1.158
@ BachupServerPort 15956
@ BackupHAIPAddress 192.168.1.158
@ EaclhupHAPort 3000
@ Port 000
-] Png.'lr'b:r'rd 30000
@ GatewayServerlPAddress 192.168.1.159
@ GatewayServerPork T
@ PrimaryServerPrefemed no

@ Gatewaylistensrhiotiphiesy Cornection refused
@ SockehCrastion Tmeout 10000

ActivatePrimaryIiBothStandAlone
When both servers are detected to be running in STANCRALONE stabe; F this boolesn i set ba true, the primary server is
switched bo ACTIVE stabe (messages may be kst in this case), else an excepbion & thrown. ]

| Close |

Rl Y

After configuration of the HA Secondary Server, the wizard should display the values, as
shown in the figure below:
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@ GatewaylListenerhobiipiesg
@ SocketCrastionTmsout

@ ActrestePrimary HBathStandilons yes

Connection refused
]

Property | Fioranctan_Ha_rpl HASecondary | |
@ BadupServerlp 192, 168.1.157
@ BackupServerPort 1556
@ BackupHAIPAddress 192,163.1. 157
@ BackupHaPort 000
@ Port 000
& Pinglnterval 0000
@ GatewayServerFAddress 192, 168.1.159
@ GatewsyServerPort 7
@ PrimaryServerfreferred ]

9.2.2.2 Configuring FMQ Shared HA

1. If a Shared HA needs to be used, open the FioranoMQ_HA_shared/HAPrimary and
the FioranoMQ_HA_shared/HASecondary profiles in the Studio Profile Manager.
Right-click on the profile, and click on FMQ Shared HA to display the FMQ Shared

HA wizard.

E_BII

i File Edit Wiew Mavigate Tools ‘Window Help

E1-10) BA 1 RYsra B-Y-] |

‘Server Explorer

Ti Profile Manager

] x] Welcome Xl

L=

- Properties of FioranoM(Q_HA_shared. HAPrimary o x

] Profiles
Fiok Q_Ha_shared. HAPrim,
= ;% - o | Add Components
5& FioranoMQ_Ha_shared HasSec
Mew Domain
saw || IM% Admini
Save fis This lets
Export Profile you
connect
Validate any JdX
Refresh FS compliant
server, and
Cormponent Wiew petform
Damain Yiew tasks ‘!ke
browsing
FMQ Shared HA... rbeans,
monitorng
FMQ) Replicated HA. .. e
FES Replicated HA. ..
FPS Replicated HA. ..
Cut
Profile Mani
opy -
' LUsing this,
IFEERS ¥ou can
Delete configure
the:
Renarme. .. servicesfco
mponents
Cl
ose to be
avaiable in
Fiorano
Servers,

epiend Uy chought

report bugs
and request

fiar

enhancemel

8 2| = wia]

= Properties
Prafile Marne
Description
Profile Directory
Author
Createdon
LastMadifiedon
Deployment: Lists

FioranoM(_HA_shared.HAPrimary
FioranoMQ PrimaryServer Profile 1.,
D:\rajaijnstallerifmg)profilesiFiora. ..
FioranoMQ Care Team

“ed Jul 20 14:37:01 GMT+05:30 ...
Fri Dec 02 10:15:40 [ST 2005
FMGBookstrap lst; HA st

FioranoM(_HA_shared.HAPrimary
FioranoMc) PrimaryServer Profile in the Shared High Availability mode

zEMof 3z

2. All required values can be configured using the wizard. Upon completing configuration,
right-click the node, and select the Save option from the pop-up menu.

Chapter 9: HA

Page 144



FioranoMQ 9 Handbook

P — L-i'
P opamrty Fararscbdly B abared HATvinary |

B Eachigier e P

@ FachugvrparPort 1750

B Eaduph P Lo

B BaduptWPost o

& Pt 2000

@ Fnginderey 0000

@ CabesasSoveerPiddess  locakhost

@ Calgway,SevesiPoal

@ Cabawsind mbararfic Uit Cofaman as ol o]
@ SodetCrston Dl 10000

The following properties are available in the FMQ HA Replicated wizard.
BackupServerlp

This IP represents the URL where the FioranoMQ Backup Server runs. In the event of a
server failure, clients connect to the Backup Server.

BackupServerPort

This port represents the backup machine server port on which the Backup FioranoMQ
Server runs.

BackupHAIPAddress

This IP represents the URL of the additional FioranoMQ HA Server. In the event that
this HA Server fails, all required synchronized data is available in the Backup HA
Server and HA Layer that connects to Backup HA Server.

BackupHAPort

This port represents the Backup machine HA port on which another FioranoMQ Server
runs.

Port
This port represents the FMQ server HA port on which the HA Server runs.
PinglInterval

This interval represents the duration within which the HA Server pings the HA Backup
Server to determine whether the server is running.

GatewayServerlPAddress

This value represents the IP address of the third machine that is always present in the
network. This value must not represent the machine on which the FioranoMQ Servers
run.

GatewayServerPort

This value represents the port where the HA server pings. This port cannot be used
for another purpose.

ActiveLockAcquisitionInterval:
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This parameter indicates the wait interval between each attempt to acquire the lock
for Active Server. This value should be in multiples of half of the Pinglnterval value
(PingInterval / 2). Otherwise, the server may try to acquire the lock on the next
multiple of this value

PassivelLockAcquisitionInterval:

This parameter indicates the wait Interval for the Passive Server to acquire the lock
when the link between active and Passive Server is down. This value should be greater
than '2*ActivelLockReacquisitionlnterval’, otherwise an exception will be thrown.
The server will not start if this value is not set properly.

All IP addresses and ports should represent the correct values. Even without the modification
of any of the values, the HA Primary Server and the HA Secondary Server are able to run on a
single machine.

For example in running the HA Primary Server on a machine with IP Address: 192.169.1.157
and the HA Secondary Server on a machine with IP Address: 192.169.1.159, the Gateway
Server is given as 192.169.1.159 which is present in the network. After configuration, the
HAPrimary wizard looks as shown below:

La 0 Shared 116, 3]
Property | Fioranct4%_Ha_shared. HAPrimary [

@ bBadiagpSoerverlp 192.168.1.158

@ BadapServerPort 15E

9 BadapHalFaddress 192.164.1.1%8

@ BadupHiPort W00

@ Port 2000

@ Prginterval 0000

D Gabewayterva PRddess |92 1688.1.1%9

B GabewaySaresrPort 7

@ GatewaylstenerNotUipMeig Cormectaon refused
@ SocketCreationTmec.t L0000

[ Cose |

The HA Secondary wizard displays:
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G Shre e, &3
Preparty | Frorancig_Hi_shared HASscondary |

0 DO 52 165.1.157 =

0 BadupSarverfort 1656

0 BadepHAIPAdess 192.168.1.157

0 BadepHaPo 2000

0 Poet 3000

@ Prginterval 30000

0 GatewayServeriPAddress  192.168.1.159

D GalewsySernePort 7

@ Gatewaylistenerhictlpbesg Connechon refused
@ SodetCrestionTmecut 10000

BackupServerlp
Speciies the backup server ip. This 1P b configured in backup-url for defieult cornection Factories,

[ Cose |

9.2.3 Step 3: Configuring Admin Store
To configure Admin Store, decide on the type of Shared Admin Object Store to be used with
the FioranoMQ Server. Choose from the options given below:

e File Based (Fiorano’s proprietary file format ) — default option

e RDBMS Server

e XML File

e LDAP Server

Fiorano recommends the RDBMS or LDAP Server, as per instructions provided in chapter 2.
Naming Manager

Note: If the default implementation or xml-based implementation in Shared HA mode is used,
the path attribute for the Naming Manager Server should point to the same physical
location. This requires mapping a drive locally on the machine, given that both servers that
are a part of the Enterprise Server are running on separate machines.

9.2.4 Step 4: Configuring Common Security Store

The FioranoMQ Security Realm can be categorized into two domains.

e Principal — user management

e ACL — Access Control List

The FioranoMQ Server provides a pluggable component for both the above domains. These
components, namely, the Principal Manager and ACL Manager, provide user management and

ACL Management services to the server respectively. Both of these components require a data
Store in order to store the security information that they manage.
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The options for storage media are:

e File Based (Fiorano’s proprietary file format) — default option

e RDBMS Server

e XML File

e LDAP Server
When configuring a FioranoMQ Server in HA Shared mode, the Data Store used by both the
servers (in an Enterprise Server) should point to the same physical location. When setting up

the Enterprise Server, it is recommended that an RDBMS or an LDAP server be used as the
store for security managers.

Note: Instructions for configuring Security Realms to use the above types of storage media
can be found in the Chapter FioranoMQ Security.

If using default implementation or xml-based implementation in Shared HA mode, the path
attribute for the Principal Manager or the ACL Manager should point to the same physical
location. This requires mapping a drive locally on a machine, given that servers that are part
of the Enterprise Server are running on separate machines.

9.2.5 Step 5: Configuring Database

For storing messages, the FioranoMQ Server provides the option of using either an RDBMS
server or a file based database. When using an Enterprise Server, both of the servers are
required to point to the same database (RDBMS or File Based).

Instructions for configuring both types of databases are given below.

RDBMS Server:

Note: Refer to Chapter 5: Configuring Message Store for instructions on setting up a single
instance of FioranoMQ so as to use an RDBMS Server as the back-end message store.

Instructions for several commonly used databases are provided. When setting up an
Enterprise Server, configure both the server instances with the same set of database
parameters.

When using an RDBMS Server, ensure that the Data Store of the destination being used as
RDBMS is specified, instead of the default File-based Data Store.

9.2.5.1 File Based DataStore

In the default mode, FioranoMQ creates a proprietary file-based database for storing
messages. This database is created by default in the run folder of the profile being used.

For example, in the default profile, the database directory can be navigated to, using the path
below:

%FMQ__DIR%\fmq\profiles\FioranoMQ\run
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Within an Enterprise Server, both of the servers should have their databases pointing to the
same physical directory. The database directory can be specified through the command line
option —fmg.db.path when running the server. For example, assuming that a shared database
is to be created in \fmqg-db directory, the command line to launch both the servers would be:

%FMQ_DIR%\bin > fmg.bat—finq.db.path c:\fmg-db

Note: If both servers are to run on separate machines, the database directory must be made
available to both of the machines by mapping the drive locally.

9.3 Launching

When launching the Enterprise Server, the launch sequence within the two servers is not
important. Either of the servers (primary or backup) can be started first. On start up, the
servers establish a communication path between each other, in order to exchange information
regarding the proper functioning of all servers. The servers can be launched by using the
runContainer script (available in the fmg/bin directory of the installation package) and
through supplying the %SELECTED_HA_PROFILE% as the argument.

For example, when launching the Primary HA Server in Replicated mode, the command line
would be:

fmg.bat —profile FioranoMQ HA rpl/HAPrimary

9.4 Verifying the HA Setup

On starting a FioranoMQ Server which is part of an HA Server, the server prints the debugging
information about its own state (ACTIVE, PASSIVE, WAITING). The FioranoMQ Server also
prints information about the Peer Server’s state when it detects a change in the peer’s state.

The console displays statements such as those shown below:
Local Server switched to ACTIVE
Or

Local Server switched to PASSIVE

9.5 Shutdown the Active Server

When started, one of the servers within the Enterprise Server is in ACTIVE state while the
other is in PASSIVE state. Upon shutting down the Active Server, its peer will switch to active
state.

Changes are indicated within debug statements, similar to those shown below:

Created MBeanServer with ID: -584310c9:1075597caaf:-8000:ashish:1

[03/Nov/2005 15:36:52] license INFO The fiorano-mg.lic license for
the product MQ ver 8x is valid and its details are Type = Eval, Days left = 42,
Locale specific = false, CPU based = false, Node locked = false
RmiConnectorServer Listening Port: 1858
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Local Server switched to WAITING

Profile D:\fioranodev_installer\fmg\profiles\FioranoMQ 9 HA rpl/HAPrimary successfully
deployed on Thu Nov 03 15:37:06 GMT+05:30 2005

Old status of remote server = DEAD

New status of remote server = PASSIVE

Product Name: {FioranoMQ 9} Version: {9.1} Build No: {4000} Build Date: {November
3 2005}

Fiorano Server accepting connections at http://164.164.129.131:1856

Server Protocol = {TCP}

Local Server switched to ACTIVE

Old status of remote server = PASSIVE

New status of remote server = DEAD

Local Server switched to STANDALONE

9.6 Sample

Once both the Primary and the Secondary Servers are running in HA mode, in order to verify
the installation, perform the following steps:

1. Open \fmqg\samples\pubsub\DurableSubscribers\Publisher.java and
DurableSubscriber.java in the same directory as your preferred Java IDE.

2. Include the parameter BackupConnectURLs in the environment being passed to
InitialContext. This variable should point to the Backup Server’'s URL. For example, if
the Backup Server is running on a host called ‘backup-server’ on port 1856, the
following tag should be added to the environment.

env.put (“‘BackupConnectURLs”, “http://backup-server:18567);

Make this modification in both Publisher.java as well as in DurableSubscriber.java .

3. Start the Durable Subscriber and Publisher applications using the following command
line:

run-client DurableSubscriber [-topicName ...... 1

Note: When using a central RDBMS database as the backend data store for FioranoMQ,
ensure that an RDBMS based destination is used. By default, FioranoMQ creates
‘primaryRDBMSTopic’ during startup (if the RDBMS database is enabled) which can be used for
this purpose. Alternatively, another RDBMS based topic can be created through the Admin
GUL.

4. To publish a message, type a string through the console and press enter. These
messages are received by the subscriber, which prints the text on the console.

5. Now, shutdown the Primary Server using the shutdown script.

6. The Secondary Server initiates its startup sequence within the HA. ping_interval as set
in Fiorano Studio.

7. If another message is published before the Backup Server completes its start up, the
message is not delivered to the subscriber immediately.

8. As soon as the Secondary Server starts up, the durable subscriber’s connection is re-
established, and any pending messages are delivered.
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9.7 Logging and Tracing

9.7.1 Logging

Just like the base FioranoMQ Server, the HA Server can log files, consoles, or use any other
custom-made logger. This type of logging is controlled through the Loggers module in Fiorano
Studio. The option to log all information on the console or save all logs onto a log file or an
error file is provided through Console-based and File-based logging, respectively.

9.7.2 Tracing

The amount of information that is logged by the HA Server can be controlled through the trace
variable for HA. Upon startup, the server initializes the value of various trace components.
Integers between 0-6 are valid and are considered acceptable values. Higher values of the
trace variable for HA in this file results in more information logged.

HA=0 /** No Log **/
HA=1 /** Default Log **/
HA=2 /** Displays State Info of HA Server **/

HA=4 /** Displays intra server communication info **/

HA=6 /** Maximum HA log **/

9.8 Limitations of HA

Client level transactions do not span across servers in the Enterprise Server when
running on the Shared mode. Transacted sessions involving Receivers are rolled back
in the event that the Primary Server crashes. The messages delivered in that
transaction are redelivered to the Receivers once connected to the Backup Server.

Distributed transactions that are in execution during the transition phase become in
doubt transactions. These transactions are rolled back and can be recovered after the
client connects to the Secondary Server.

JMS Topic Requestor cannot receive its intended reply if a failover occurs after a
request is sent. This occurs because the JMS Topic Requestor creates a non-durable
subscriber, which can miss a message during failover. However, if a topic requestor
creates a durable subscriber to listen to replies, then it functions successfully even
during a failover.

If both HA Servers (primary as well as backup) go down, the requestor receives a
duplicate reply (with redelivered Flag = true) for the request made immediately after a
failover.
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e Since each server has its own configuration, which includes independent Dispatcher
cluster information, configuration of the dispatcher in HA is allowed only when all the
member server information is provided in offline mode for each Dispatcher-enabled
server in the HA pair. Since the information of member servers added to the cluster in
online mode will be persisted only in the Active Server and will not be available to the
Passive Server, no new nodes should be added to the cluster after the servers are
started. Please note that the configuration changes are done in the Active Server and
will not be replicated to the Stand-by Server, even in normal Replicated HA mode
servers.
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Chapter 10: Dispatcher

The FioranoMQ Dispatcher is the solution to the problem of load balancing the incoming client
connections between a group of servers. The Dispatcher server is connected to multiple
servers belonging to a “cluster”. The dispatcher services this “cluster”.

FioranoMQ Dispatcher maintains a persistent connection with each FioranoMQ server in a
cluster. This persistent connection is used to pass information from the server to the
dispatcher, enabling the dispatcher to maintain real-time in-memory statistics about the
precise load in terms of the number of connections on each server. The dispatcher uses this
information to determine the least loaded server in the cluster and routes the new incoming
client requests to it.

The dispatcher is a normal FioranoMQ Server with an additional dispatcher component. Once
the dispatcher functionality is turned ON in the server, it automatically routes connection
requests to the least loaded server.. That is the sole difference between a plain vanilla server
and a dispatcher enabled server. An advantage of using Fiorano Dispatcher is that no changes
are required in the client application to use the Dispatcher since the client application is
transparent to internal re-routing taking place inside the dispatcher.

However, as mentioned before, a dispatcher server is perfectly capable of handling connection
client requests as well as any MQ server. Even if none of the servers in the dispatcher’s cluster
are alive, the client's connection request would still be served by the dispatcher server itself.

To make use of the dispatcher functionality, the user can either use the preconfigured
Dispatcher enabled FioranoMQ profile named FioranoMQ_Dispatcher or enable Dispatcher in a
profile by following the steps given in the next section.

For information about configuring profiles through a text based file, see FioranoMQ Getting
Started.

10.1 How to Configure Dispatcher
1. Launch admin studio and open the profile to be configured in offline mode.

2. Navigate to FioranoMQ > Fiorano. Right-click and select Add Components. A
new window opens.

3. Navigate to Components > Fiorano > JMS > Clustering, and select
Dispatcher. Click the OK button.
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4. In the studio window, navigate to FioranoMQ > Fiorano > JobManager>
FioranoJobManager25> DependsOn > ThreadManager. In the Properties
pane, navigate to the ‘Instance’ property and select the ThreadManager.
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5. Navigate to FioranoMQ=Fiorano>Dispatcher=DependsOn=TimerService. In
the properties pane, navigate to the Instance property and select the timer
service.
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6. Navigate to FioranoMQ > Fiorano > etc> AdminService >
DispatcherManager. In the properties pane, navigate to the Instance property
and select the DispatcherManager.
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7. Navigate to FioranoMQ > Fiorano > etc> ExServiceMaanger > DependsOn
and right-click on DependsOn. From the drop-down list that appears, select Add
Component. A new window appears. From this window select Dispatcher and
press OK.
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8. Navigate to the added Dispatcher component in the ExServiceManager. In the
properties pane, navigate to the Instance property, and select Dispatcher.
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10.2 Adding Servers to Dispatcher Cluster

To add the dispatcher component to a profile follow the steps below:

1. Navigate to FioranoMQ > Fiorano> Dispatcher and right-click on it. From the
drop-down, select Add. Select either the preferred server tab or the server tab.
Selecting the preferred server tab creates an entry under Dispatcher for the
preferred server in the dispatcher cluster. Selecting the server tab creates an
entry under Dispatcher for another server in the dispatcher cluster. Multiple
servers may be configured by adding them to the dispatcher cluster.

2. Navigate to FioranoMQ > Fiorano> Dispatcher > Server, and fill in the
appropriate details for that particular server. Follow the same procedure to
configure all the servers (including the preferred server) in the dispatcher cluster.

The specific details of a particular server are as follows:

Name Description

Name Represents the name of the Server

BackupUrl Specifies the backup url in case the Server given in Url parameter is
down.

LoginName Represents the login name used by the dispatcher to connect to the

Member MQ server. The login should have admin privileges.

Password Represents the password used by the dispatcher to connect to the
Member MQ server.

AdminConnectionFactory Specifies the Admin Connection Factory used by the dispatcher to
connect to the Member MQ server.

MaximumcConnection Specifies the weight associated with a member server of a cluster. A
member server with MaxClientConnections set to 2 allows twice the
number of connections that can be created by member server with
weight of ‘1’.
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Name Description

Url Specifies the URL of the server in the cluster (Format:
http://hostname:port).

10.3 Configuring Client Applications to Use Dispatcher

The advantage of using the Fiorano Dispatcher configuration is that no changes are required
on the Client end to connect through the Dispatcher server. The Dispatcher server internally
routes requests to the least loaded server (server load is calculated internally by the
dispatcher based on the maximum connections allowed on a particular server, and the number
of active connections), rendering the client application wholly unaware of the final MQ server
that it will be connected to. The server to which the createConnection call of an application has
been routed may be determined using the APIs below. The APIs below may also be used to
get connectURLonce the connection has been established by the User.

ConnectionMetaData connectionMetaData = connection.getMetaData();

ConnectionFactoryMetaData connectionFactoryMetaData = ((MQConnectionMetaData)
connectionMetaData).getConnectionFactoryMetaData();

Now connectionFactoryMetaData.getConnectURL() will give the ConnectURL of the server. The
User has to import the following Fiorano Specific classes for calling these apis
fiorano.jms.md.ConnectionFactoryMetaData, fiorano.jms.md.MQConnectionMetaData.

User can refer to the $FMQ_INSTALLER/fmqg/samples/PTP(or)PubSub/Dispatcher samples
foradditional information.

This API returns the string equivalent of the URL used to create the connection. At times, a
given client application might want to connect to a particular server in a cluster. This can be
done by setting the variable LookupPreferredServer to ‘true’ in the environment settings:

env.put ("LookupPreferredServer”, "true");

Other statements remain the same as specified above.

10.4 Using Preferred-Server Configuration

The preferred-server is typically used by client applications that have previously created
durable subscriptions on a particular FioranoMQ server within a known server cluster, and wish
to reconnect to the same server to retrieve messages. The preferred server may be set using
Fiorano Studio.

The FioranoMQ cluster may be set using the Fiorano Admin Studio. Log onto the FioranoMQ
server (with Dispatcher enabled).A Dispatcher node in the Explorer tree is displayed which
may be used to manage the FioranoMQ cluster. Servers from the cluster managed by this
dispatcher may be added or removed. The status of existing servers in the cluster may be
viewed. Managing the Dispatcher includes:

0 Adding and removing servers connected to the cluster.

0 Setting the Preferred Server in the Cluster managed by the Dispatcher
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0 Setting the maximum number of client connections (as a weightage) to a Server.

Note: For more information on how to perform the above tasks using Fiorano Studio, refer to
the section 23.8 Working with Dispatcher.

In addition to the above, FioranoMQ provides comprehensive APIs to control and manage the
dispatcher and the cluster associated with it.

Note: Detailed information on these APIs is available in the JavaDocs provided with the
FioranoMQ installation package.
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Chapter 11: Repeater

11.1 Launching Repeater in Stand-Alone Mode

The Repeater can be launched in Stand-Alone Mode as described below:
Start the FioranoMQ Console.

Navigate to the %FIORANO_HOME% \fmq\bin directory.

A ready-to-use batch file to launch the Repeater is now available. Instructions for using it are
given below:

To run StandaloneRepeater on windows systems: : [Platform? Or system?]
fmqg.bat -profile StandAloneRepeater
To run StandaloneRepeater on non-windows systems: [Platform? Or system?]

fmq.sh -profile StandAloneRepeater

11.2 Configuring Repeater in the Off-line Mode

In the offline mode, the administrator is able to add links to the repeater and configure the
source and target servers for message replication. Cluster administrators are provided with a
template configuration file (Configs.xml located in
%FIORANO_HOME%\fmq\profiles\StandAloneRepeater\conf directory of the FioranoMQ
installation package) to simplify the Repeater configuration. Two links are added to the
Repeater configuration linking the source and the target servers bi-directionally. The tool
displays the Repeater with these default links. These links can be configured as described
below:

For information about configuring profiles through a text based file, see FioranoMQ Getting
Started.

1. Launch Fiorano Studio using Studio.bat (or Studio.sh) located in
%FIORANO_HOME%\Studio\bin
On windows, this may be launched selecting Start > Programs > Fiorano >
FioranoMQ > Fiorano Studio for offline configuration of the FioranoMQ server.

2. Select Tools > Configure Profile from the menu bar, and select the
%FIORANO_HOME%\fmq\profiles\StandAloneRepeater directory from the Select Profile
Directory dialog box. Click on the Open button.
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3. Navigate to StandAloneRepeater > Repeater >FioranoRepeaterManager node in the

Server Explorer. The properties of the repeater are displayed in the Properties Pane
(marked ‘X’ in the figure). Configure them as required.
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11.2.1 Editing a Link

You can edit the properties related to this default link before creating and managing additional
links in the online mode. The Link element within the Repeater Manager MBean contains the

following elements:

Status - Specifies whether the link is running or not.
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SourceServer - Specifies the server on which subscriptions are created. The Source Server

contains the Connectionlinfo.

TargetServer - Specifies the Server on which publishers are created. The TargetServer

contains the Connectionlinfo.

To edit:

1. Navigate to the desired Link and expand its components.

2. Selecting a link causes its properties to be displayed in the Properties Pane (marked ‘X’ in
the figure), where the corresponding Properties may be edited.
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3. Save the configuration for changes to take effect.

11.2.2 Adding a Link
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The repeater replicates messages in the link specified between the source and the target
server. A repeater can have a number of links configured. By default, the server sets up only a
single link to the repeater. A new link may be added to the Repeater when it configured in

offline mode, as shown in the steps below:

1. Navigate to StandAloneRepeater > Repeater >FioranoRepeaterManager node in the Server
Explorer. Right-click the FioranoRepeaterManager node and select Add > Link option from
the short-cut menu.
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2. A new Link can be added to the FioranoRepeaterManager.

3. Other parameters, such as Status, SourceServer, TargetServer, LinkTopiclnfo, and
ReplyTopiclnfo may be added to this Link.

4. Provide unique names for each link, source & target servers.

5. Provide the Username/Password in the connectionlnfo of the source and target server, the
specified user need not have admin privilege but must have access to the topic (i.e., +ve
perm in topics ACL).

Separate links are to be provided for each topic which has different ACLs.
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6. Save the configuration to render it effective and embed the changes into Configs.xml file.

11.2.3 Deleting a Link

Unwanted Links may be deleted by executing the steps given below:
1. Navigate to the Link to be deleted and right-click on it.

2. Select Delete from the shortcut menu. A Confirm Object Deletion dialog box is
displayed. Click on the Yes button.

11.2.4 Adding a Topic Propagation Link

To add a LinkTopiclnfo, right-click on the Link node and select LinkTopiclnfo from the
shortcut menu. A new LinkTopiclnfo is added to the selected link. The properties for the
LinkTopiclnfo are displayed in the Properties Pane.
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Mo description available.

A description of the LinkTopiclnfo properties is given below:

22M of 3kM

e IsDurable: Specifies whether the link between the source and target is durable or
not. A durable link can be used to ensure that no messages are lost across the
repeater in case of network failure. The possible values for this variable are yes and

no

e ConnectionMode: This parameter specifies whether same JMS connection should be
used for replicating the data across JMS servers or whether a separate connection for
each link is needed. The two possible values for this are ‘shared’(default) or 'exclusive’

e Type: Specifies whether the link should be permanently connected to the target
server or only replicate if a subscriber exists. The two possible and valid entries for
this property are SUBSCRIBEREXISTS and ALWAYS.

e ReplyOn: Specifies the topic name on which the repeater listens for the replies which
it receives for the requests it forwards.

e SourceTopic Name: Specifies the name of the topic on which subscriptions are made
on the source server of the link. This name supports the wild character, ‘*’, which, if
specified, enables the repeater to create subscriptions on all the topics that match the
source Topic. For the source topic name ‘ABC*’, subscriptions are made on topics

ABC1, ABC12, ABCDEF and so on.

e Target Topic Name: The name of the topic on which messages received for the
above subscription are forwarded onto the target server of the link.
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e Message Selector: Specifies the selector that is set on a link between servers so that
only messages that are required/necessary are exchanged between them.
11.2.5 Deleting or Editing a Topic Propagation Link

Editing a Topic Propagation Link can be done by changing values in the properties parameters,
as shown in the figure above.

To delete a Topic Propagation Link, right-click on LinkTopiclnfo and select Delete from the
shortcut menu. A Confirm Object Deletion dialog box is displayed. Click on the Yes button.

11.2.6 Hierarchical Topics

11.2.6.1 Wild Character Support

FioranoMQ provides support for wild-card characters such as “*’ within the repeater
configuration so that separate links need not be added for each topic in turn. A user can
specify wild-card characters in the source topic. All topics starting with the string mentioned in
the source topic may be repeated.

L8]

| Properties of LinkTopicInfo

141 [Z] =t =[]

B Component Configuration

e

IsDurable False
Twpe rll
Replyn rll
'9‘ Source TopicMame *
TargetTopicMarme secondaryTopic
MessageSelector rll
Parent
ChildZonfigs Mo Property Editor)

LinkTopicInfo
Mo description available,
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11.2.6.2 Replicate topics with a pattern

The repeater may be configured to replicate messages that match a particular pattern. The
pattern can be specified in the source topic name located in the Properties Pane. For example,
if the Source Topic Name is “ABC*”, the topics which match this pattern (all the topics starting
with the string “ABC” on the source server) are repeated across two servers. Hence, all
subscribers subscribing on ABC, ABC1, ABCZ and so on are able to receive messages
published on source topics ABC, ABC1 and ABCZ respectively, via the FioranoMQ repeater.
Dynamically created topics that match the pattern ‘ABC*’ are replicated. For example, if
‘ABC2’ is created after the repeater has started, a replication link for ‘ABC2’ (topic on source
server) to ‘ABC2’ (topic on target server) is created dynamically. If a topic name that does
not match the pattern (such as ‘ABD1"), is created, the replication link ((ABC*’) is not be
added.

11.2.7 Configuring Request/Reply through Repeater

11.2.7.1 Adding a Reply Topic Link

To add ReplyTopiclnfo, right-click the Link node and select ReplyTopiclnfo from the
shortcut menu. A new ReplyTopiclnfo is added to the selected link. The properties for the
ReplyTopiclnfo are displayed in the Properties Pane.

J ¥ Fiorano Studio

¢ Flle Edit View Tocls Window Help
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e P

[ Loggers IsDurabIe. False
El < Repeater EZEE;TD:S';T;T; Fn;:!e
E|® FioranoRepeaterManager F‘arentg
E-<E> Link ChildConfigs (Mo Property Editor)
If{|---<E> SourceServer
kB Comnectionlnfo
S<E > Target3erver
£-<E> ConnectionInfo
-4 E¥ LinkTopicInfo
[ SCHEP =l Topicnfo
[ﬂ o ReplyTopicInfo
& jmx Mo description available.

[l % security

| Skructure O x

A description of the ReplyTopiclnfo properties is given below:
e IsDurable: Specifies whether the link between the source and target is durable. A
durable link can be used to ensure that no messages are lost across the repeater in

the event of a network failure. The possible values for this variable are yes and no.

e ReplyTopicName: Specifies the name of the ReplyTopic.
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e Message Selector: Specifies the selector that is set on a link between servers so that
only the required/necessary messages are exchanged between the servers.11.2.7.2
Deleting or Editing a Reply Topic Link

Editing a Reply Topic Link can be done by changing the values in the properties parameters,
as shown in the figure above.

To delete a Reply Topic Link, right-click on ReplyTopiclnfo and select Delete from the
shortcut menu. The Confirm Object Deletion dialog box is displayed. Click on the Yes
button.

11.2.8 Running a Repeater on secure protocol

FioranoMQ supports servers that run on a secure protocol. The Repeater may be run on a
secure protocol so as to connect to a FioranoMQ server running on a secure protocol. The
parameters listed below need to be configured in order to run the FioranoMQ Repeater on a
protocol with security:

The Protocol Type of Source/Target servers must be the same as the protocol on which the
Server is running. Possible values are:

e TCP with no security

e HTTP with no security

e SUN_SSL TCP with JSSE security

e HTTPS_SUN HTTP with JSSE security

J ¥l Fiorano Studio

: File Edi View Tools Window Help

cagd]i+a | HERERRSLOE ) B -Y: ] |
| Server E... |JPr0]ects ‘JFI|ES | Profi... 40 X | Propetties of ConnectionInfo
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E‘Gx StandaloneRepeater = ﬂ' o
: [ Component Configuration
[=l- % Fiorano
—) ProtocolType SSL
[H-- &% Loggers ServerlIRL http:/flocalhost: 1856
= °:°- Repeater Lserhlarme anonymaus
[=- @ FioranoRepeaterManager Password ANONYMaLS
[E14E> Link ServerSecurityManager
5-£E3 SourceServer PrigeyURLAtEribUte rull
SR ConnectionInfo Parent
E:ﬂ'"<5> TargetServer ChildConfigs (Mo Praperty Editar)
[#-<E> Connectianinfa
E> LinkTopicInfo
o eto
[ o j ConnectionInfo
[Fl-- &% securiy Mo description available.

ServerSecurityManager must be set to the name of the class that is used in the process of
authenticating the client with the server. By default, FioranoMQ runtime provides one
implementation each for JSSE enabled SSLs.
fiorano.jms.runtime.sm.JSSESecurityManager for JSSE.

Change these properties in the repeater and save all the changes.

When the security enabled repeater runs, it connects to the server running on a secure
protocol so as to replicate messages.
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11.2.9 Configuring Replication on Demand

To configure replication on demand, the Type property available with LinkTopiclnfo
applicable to the target server should be set as SUBSCRIBEREXISTS. If this is not done, it
remains passive.

J A Fiorano Studio

: File Edt Wew Tools Window Help

CapgBj+asn 28w &E] h3)

| Server E... | | Projects | | Files | Profi,.. 40 X | | Properties of LinkTopicInfo
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AED)& StandaloneRepeater ki ﬂ e
H . = Comp t Configuration
[ #% Fiorano
: IsDurable false
o Loggers —B‘ Type SUBSCRIBEREXISTS
E| o:°o Repeater ReplyOn ull
E‘® FioranoRepeatertanagsr SourceTopichame primaryTopic
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---<E> SOUrCeServer MessageSelector rdll
---<E> TargetServer Parent
Y irkTopicInfo ChildConfigs (Mo Property Editor)
etc
i
security
LinkTopicInfo
Mo description available.

11.2.10 Configuring Monitoring Support

FioranoMQ comes with two different types of Connector mechanisms that can be used to
monitor and administer FioranoMQ or its tools such as the dispatcher/bridge/repeater etc. The
Connectors are the:

e RMI Connector

e JMS Connector

The RMI Connector is used by default and it is recommended that it be used at all times for
monitoring and administrating the FioranoMQ server and/or its tools because of its easy,
generic configuration and faster access compared to the JMS Connector. By default, the
FioranoMQ RMI Connector component uses port 1858 for administration and monitoring and
by default the Repeater RMI Connector uses port 1858. If two or more instances of the RMI
Connector are running on the same system, the port number of all RMI Connectors must be
unique.
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11.2.10.1 To Change the RMI Port Number

To change the RMI Port number the steps listed below need to be followed:

1.
2.

Select the required profile from the Select Profile Directory dialog box.

Navigate to 2oselectedProfile26>jmx>connector>RMIBasedJMXConnector and
change the port number from 1858 to the desired port number.

Once the changes are made in the Properties Pane, right-click on the %selectedProfile%o
in the Profile Manager and select the Save option. Changes are saved in the
Configs.xml file.

11.2.10.2 To Monitor FioranoMQ Standalone Repeater using JMS Connector

To Monitor FioranoMQ Standalone Repeater using the JMS connector the steps listed below
need to be followed:

1.

Run the JMS Connector service with the standalone repeater. This can be done by adding
services\IJMXConnector\JMS\JMXConnectorl-service.xml to the FMQRepeater.Ist
file.

The JMS Connector service running with the standalone repeater should connect to any
remote FioranoMQ server in which no Connector service is currently running.

To monitor the FioranoMQ server with the repeater, launch Fiorano Studio using
2%FIORANO_HOME26\Studio\bin\Studio.bat (Studio.sh on UNIX Systems ) or, if
using Windows, through selecting the Start > Programs > Fiorano > FioranoMQ >
Fiorano Studio

Connect to the FioranoMQ server using Admin Studio. The repeater node along with all
the other server nodes will be displayed. The repeater node corresponds to the standalone
repeater that is being run.

The standalone repeater may, therefore, be monitored online and various operations such
as add Link or remove Link can be performed on the standalone repeater
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11.3 Configuring/Monitoring Repeater in Online Mode

11.3.1 Online Configuration of Repeater Through Studio

For instructions regarding configuring and monitoring the repeater in the on-line mode refer
to the section 23.7 Working with Repeater.

11.3.2 Online Configuration of Repeater Through JMX

This section describes all the configurations of Repeaters using the JMX connection.

11.3.2.1 Adding StandAloneRepeater node in the Server Explorer

To add a new StandAloneRepeater node, the steps listed below need to be followed:

1. From the Server Explorer pane, select the FMQ-JMX node. Right-click the mouse and
click on the Copy option from the drop-down menu.

2. Select the Servers node and right-click the mouse and click on the Paste option.

3. Rename the new FMQ-JMX_1 to StandAloneRepeater.

4. In the properties window, change the RMIConnector’'s ConnectorPort to 2059:
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11.3.2.2 Adding a Link

The administrator can create new replication links dynamically. This enables the applications
to replicate messages on topics that are created after the repeater has started. Information
such as the name of the link name, the source and target servers between the link, the
protocol to be used for connection and login information, need to be provided when a new link
is added to the repeater. To add a new link, follow the steps below:

1. Run the FMQ Server and run the StandAloneRepeater.
2. From the Server Explorer pane, login into StandAloneRepeater.

3. Navigate to Fiorano->Repeater->RepeaterManager->FioranoRepeaterManager and select
the FioranoRepeaterManager node.

L Elureuiy Sy Jda1
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Mo description available.

FioranoMQ _repeater saved, @ lﬁrlfl of 46M | T

4. Right-click the mouse and select the addLink(LinkConfig) from the drop-down menu.
The Invoke addLink(LinkConfig) dialog box is displayed.
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5. Click the [ editor button of parameter LinkConfig. The addLink(LinkConfig) —
LinkConfig dialog box is displayed.
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6. Enter all required details. These include:

Parameter Default value
linkName Link-1
sourceServerName FMQ
sourceServerPassword anonymous
sourceServerProtocol TCP
sourceServerSecurityManager Repeater

sourceServerURL http://localhost:1856
sourceServerUserName anonymous
targetServerName FMQ
targetServerPassword anonymous
targetServerProtocol TCP
targetServerSecurityManager Repeater

targetServerURL

http://localhost:1856

targetServerUserName

anonymous

7. Click OK and Invoke the operation.

8. Close the addLink operation dialogue box.
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11.3.2.3 Adding a Link Topic

It is possible for the administrator to add one or more link topics to an existing topic. To add a
link topic to an existing topic information such as the source topic name, the target topic name
and the message selector need to be provided. To add a link topic follow the steps below::

1. Navigate to Fiorano->Repeater-=>Link, right-click the mouse and click the Refresh
option. The link added is displayed.

2. Click upon the link displayed and select RepeaterLink MBean as shown in the figure
below:
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3. Right-click on the RepeaterLink MBean and select operation
addLinkTopic(LinkTopicConfig). The Invoke addLinkTopic(LinkTopicConfig) dialog
box is displayed.
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4. click [ editor button of parameter LinkTopicConfig. The
addLinkTopic(LinkTopicConfig) - LinkTopicConfig dialog box is displayed .

Chapter 11: Repeater

Page 176



FioranoMQ 9 Handbook

rru

oD T g P e C g fied = Ligad o ie Sy il mi

_5‘1 & qg

connectionMode
durable
messageselector
replyCn

sourceTopichame
skaktusDet ails
statusstake
skatusTime
LargetTopicMame

tvpe

rudll
rudll
rudll
rudll
null
rudll
rudll
rudll
rudll
rudll

source TopicMName
Mo description available,

[

(0] 4 H Cancel H Help ]

5. Fill out the required parameters. Click OK and the Invoke.

11.3.2.4 Adding a Reply Topic

It is possible for the administrator to add one or more reply topics to existing topics. To add
one or more reply topics to existing topics information such as the source topic name, the
target topic name and message selector need to be provided. To add a Reply topic, follow the

steps below:

1. Navigate to Fiorano->Repeater->Link->(LinkName) and select theRepeaterLink MBean.

2. Right-click on the RepeaterLink MBean and select operation
addReplyTopic(ReplyTopicConfig). The Invoke addReplyTopic(ReplyTopicConfig)

dialog box is displayed.
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3. Click the [ editor button of the parameter ReplyTopicConfig. The
addReplyTopic(ReplyTopicConfig)- ReplyTopicConfig dialog box is displayed.
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4. Specify the properties and click the OK button and Invoke the operation.

11.3.2.5 Removing a Link

The administrator needs to follow the steps below to remove links from a repeater:

1. Navigate to Fiorano->Repeater->RepeaterManager->FioranoRepeaterManager and select
the FioranoRepeaterManager node.

2. Right-click on the FioranoRepeaterManager node and select operation
removelink(LinkName). The Invoke removeLink(LinkName) dialog box is displayed.
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3. Specify the link name and click Invokebutton.]

11.3.2.6 Removing a Link Topic

1. The administrator needs to follow the steps below to remove a link topic from the
repeater. Navigate to Fiorano->Repeater->Link->(LinkName) and select the RepeaterLink
MBean.

2. Right-click on the RepeaterLink MBean and select
removeLinkTopic(LinkTopicConfig).
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3. Other steps are similar to the addLinkTopic.
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11.3.2.7 Removing a Reply Topic

The administrator needs to follow the steps below to remove the selected link topic from the

repeater:

1. Navigate to Fiorano->Repeater->Link->(LinkName) and select the RepeaterLink

MBean.

2. Right-click on the RepeaterLink MBean and select
removeReplyTopic(ReplyTopicConfig).
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S da Link

e linkel

o mu

+f:| Repeatertanager
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| StanddloneRepeater X
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8 7 = wifa]

e -a -3 EE =E:
|
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@
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showLinkConfiguration()

editLinkConfiguration{LinkConfig)

showLinkTopicConfigurations()
showLinkTopicConfiguration{sourceTopicMame, targetTopichame)
showReplyTopicConfigurations()
showReplyTopicConfiguration(reply Topichame)
addLinkTopicLinkTopicConfig)

remaoveLinkTopic{inkTopicConfig)

addReply Topic(Reply TopicConfig) /
remaveReply Topic{Reply TopicConfig) ( :
Refresh \FS

For additional steps please refer to addReplyTopic.

11.3.2.8 Viewing Durable Subscribers for a Repeater

1. Navigate to Fiorano->Repeater->RepeaterManager->FioranoRepeaterManager and
select the FioranoRepeaterManager node.

2. Right-click on FioranoRepeaterManager node and select findDurSubscriptionInfo().
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Chapter 12: Bridge

12.1 Launching Bridge in Stand-Alone Mode

To launch the Bridge in Stand-Alone Mode follow the stepsbelow:
1. Openthe FioranoMQ console.

2. Navigate to %FIORANO_HOME%\fmq\bin directory.
A ready-to-use batch file to launch the Bridge is now available.
To run StandaloneBridge, follow the commands below:
fmq.bat -profile StandAloneBridge
On UNIX, use

fmq.sh -profile StandAloneBridge

12.2 Configuring Bridge in Off-line Mode

In offline mode, the administrator is able to add links to the Bridge and configure the same to
source and target servers for message replication. Cluster administrators are provided with a
template configuration file (Configs.xml located in
%FIORANO_HOME%\fmq\profiles\StandAloneBridge\conf directory of the FioranoMQ
installation package) to simplify the Bridge configuration. This provides the default Bridge
configuration with two links, thus linking the source and the target servers bi-directionally.
This file must be renamed Configs.xml before starting Fiorano Admin Studio in offline mode.
The tool displays the Bridge with the default links. The links can be configured using the steps
below:

For information about configuring profiles through a text based file, refer to FioranoMQ
Getting Started.

1. For offline configuration of the FioranoMQ server, launch Fiorano Studio using
2% FIORANO_HOME%6\Studio\bin\Studio.bat (Use /Studio.sh if using UNIX
). If using Windows, select Start > Programs > Fiorano > FioranoMQ >
Fiorano Studio > Fiorano Studio

2. Select Tools > Configure Profile from the menu bar, and select the
StandAloneBridge folder from the Select Profile Directory dialog box and click
the Open button. The StandAloneBridge profile is opened in the Profile
Manager pane.
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L& Select Profile Directory

Loak in:

Eﬁ

|5 profiles

X

|5 Fioranoho
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g |
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| ioranoFioranoMQ20075P 1 fmgiprofiles! StandaloneBridge |
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Files of type: | &l Files

v

Cancel

3. Navigate to StandAloneBridge = Bridge = FioranoConnectorManager node in
the Server Explorer. The properties of the Bridge are displayed in the Properties

Pane. Configure these as required.
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X—>
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Cbjecthame
Instanceof
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12.2.1 Editing a Link

Properties related to the default link can be edited before creating and managing additional
links in the online mode. The Link element within the Bridge Manager MBean contains
theelements listed below:

1. SourceServer - Specifies the server on which subscriptions are created. The
Source Server element contains the Connectioninfo.

2. TargetServer - Specifies the Server on which publishers are created. The
TargetServer contains the Connectioninfo.
To edit follow the steps below:
1. Navigate to the desired Link and expand its components.

2. Selecting one of the components causes its properties to be displayed in the
Properties Pane (marked X in the figure). Properties can now be edited.

J & Fiorano Studio

: File Edit Wew Tools Window Help

Cap lﬂaéE 0 (" lg@*’@?’?w{“}"fﬁﬁ-a@'

| Server E... | | Projects | | Files | Profi... <0 X | (}_{)ﬁ | Properties of ConnectionInfo
ED Profiles 8
B3¢ StandaloneBridge - -
EI & Fiorano = Component C ation
E:€| & Eridge Serv?arType aMs
T ProviderURL http:/ /localhost:1856
. B9 ForanoConnectorManager InitialonkextFactory fiorano.jms.runtime.naming.Fioran
F> Link. BridgeUser anonymous
E-<E> SourceServer BridgePassword anonynous
QCF primaryQCF
<E> TargetServer Protocol Tce
<E% Channel SecurityPrincipal ayrton
Dependson SecurityCredentials senna
N Farent
s Loggers ChildConfigs (Mo Property Editor)
o ehc
o ConnectionInfo
[ o securiy Mo description available.
| Struckure a0 x

3. Save the configuration for the changes to take effect.
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12.2.2 Adding a Link

The Bridge sends messages on the link specified between a source and a target server. A
Bridge can have a number of links configured. By default, the server sets up only a single link
to the Bridge. A new link can be added to the Bridge when it is configured in the offline mode,

by following the steps below:

1. Navigate to StandAloneBridge > Bridge > FioranoConnectorManager node in
the Server Explorer. Right-click the FioranoConnectorManager node and
select the Add Link option from the pop-up menu. A new Link is added to the

FioranoConnectorManager.

| & Fiorano Studio

! File Edit Wew Tools ‘Window Help

= o e T
CRAESEY ) | Jikd
| Server E... |JProjects |JFiIes Praofi... 40 X|
EU Frofiles
E)& StandaloneBridge
o Fiorano
E--o% Bridge
B @
&<e> Link - chlts
E1-<E> Sour | #Add Link
3 Add attribite
Remove Attributes
% Depends Edit Default Configuration
[H-ofs Lnggers Find Usages
(o ste cut b+
R
[ % security copy cr+C
Paste Chrl4+Y
| Structure Delete Delete
Rename. ..

2. Now add other parameters such as SourceServer, TargetServer and Channel to

this new Link.
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3. Configure SourceServer and TargetServer by adding Connectionlnfo (right-click
over the node and select Add Connectionlnfo from the pop-up menu) and
setting its properties, as shown in the figure below.

EFiorano Studio

: File Edit Wew Tools Window Help
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Mo description available.

4. Configure the Channel by adding SrcQueue and TargetQueue (right-click over
the node and select Add > SrcQueue/TargetQueue from the pop-up menu) and

set its properties.

5. Save the new configuration to render it effect and embed this into Configs.xml file.

12.2.3 Deleting a Link

Unwanted Links can be deleted by following the steps below:

1. Select the Link to be deleted..
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2. Right-click and select Delete from the shortcut menu. A Confirm Object
Deletion dialog box is displayed. Click on Yes to delete the link.

12.2.4 Running a Bridge on Secure Protocol

FioranoMQ supports running the server on secure protocols. A Bridge can be run on a secure
protocol to connect to a FioranoMQ server that runs on secure protocols. The parameters listed
below need to be configured to run a FioranoMQ Bridge on protocols with security.

The Protocol Type of Source/Target servers must be the same as the protocol on which the

Server is running. Possible values are:
e TCP with no security

e HTTP with no security

SUN_SSL TCP with JSSE security
e HTTPS_SUN HTTP with JSSE security
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: File Edt View Took ‘window Help

Cap@j+a

Ji® @ ant &) i S
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FroviderJRL
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Bridgellser
BridgePassword
QCF
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SecurityPrincipal
SecurityCredentials
Parent
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http:/ /localhost: 1856
fiorano.jms.runtime.naming.Fioran
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anonymous

primary(QCF

TCP

ayrton

senna

(Mo Property Editor)

ek

s
o security

| Structure 0 x
| |

ConnectionInfo
Ma description available,

ServerSecurityManager must be set to the name of the class that is used for authenticating
the client with the server. By default, FioranoMQ runtime provides one implementation for

each JSSE enabled SSLs.

fiorano.jms.runtime.sm.JSSESecurityManager for JSSE.

Change properties in the Bridge, Save all changes.

The security enabled Bridge should be able to runs and connect to a server running on a

secure protocol in order to replicate messages.
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12.2.5 Configuring Monitoring Support

FioranoMQ comes with two different types of Connector mechanisms that can be used to
monitor and administer FioranoMQ and/or its tools like the dispatcher/bridge/repeater etc. The
Connectors are:

e RMI Connector
¢ JMS Connector

By default the RMI Connector is used. It is recommend that the RMI Connector always be
used for monitoring and administrating the FioranoMQ server or its tools given its generic
configuration and fast access, as compared to the JMS Connector. By default, the FioranoMQ
RMI Connector component uses port 1858 for administrating and monitoring while the Bridge
RMI Connector uses port 1899. If two or more instances of the RMI Connector are running on
the same system, the port number of each RMI Connectors must be unique.

12.2.5.1 To Change the RMI port number of a Profile

To change the RMI port number of a profile follow the steps below:
1. Select the required profile from the Select Profile Directory dialog box.

2. Navigate to %oselectedProfile%o>jmx=>connector=RMIBasedJMXConnector and
change the port number from 1858 to the required value.

3. From the Properties Pane, right-click on the %%6selectedProfile?s6 in the Profile
Manager. Select the Save option from the menu that is displayed. Changes get saved
in the Configs.xml file.

12.2.5.2 To Monitor the FioranoMQ Standalone Bridge using the JMS Connector

To monitor the FioranoMQ Standalone Bridge using the JMS Connector follow the steps below:

1. Run the JMS Connector service with the Standalone Bridge. This can be done by
adding services\JMXConnector\JMS\JMXConnectorl-service.xml to the
FMQRepeater.lIst file.

2. The JMS Connector Service running with the standalone bridge is able to connect to
any remote FioranoMQ server on which no other Connector service is running.

3. To monitor the FioranoMQ server with the bridge, launch Fiorano Studio using
2% FIORANO_HOME26\Studio\bin\Studio.bat (use /Studio.sh if using UNIX).If
using Windows, select Start = Programs > Fiorano > FioranoMQ > Fiorano
Studio.

4. Connect to the FioranoMQ server using Admin Studio. The Bridge node along with all
the other server nodes is displayed. The Bridge node should correspond to the
Standalone Bridge that running.

e The standalone Bridge can, thus, be monitored online and various operations like
add Link, remove Link can be performed on the Bridge.
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12.3 Configuring Bridge in Online Mode

The Bridge can be configured in two ways though the online mode. All added configurations
work as long as the Bridge is running. Once the Bridge is stopped, all configurations are lost.

12.3.1 Configuring Through FMQ-JMX Login

1. To configure the Bridge online, login to the Bridge through FMQ-JMX from the
Studio. The User can perform a RMI based JMX login to the Bridge from Studio by
providing the RMI Port. After a FMQ-JMX login from Studio, Navigate to JMX
Connection-->Fiorano-->Bridge--=>FioranoConnectorManager.

AES i AENC S DA

Fiorano Studio
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@ & Link
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@ (& FioranoConnectorManager
security
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1
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@ &% jmx Impact ACTICMHIMFO
@ Return Type i
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i\ addLink{LinkCaonfigurat Cperation to ... ACTIOMN+INFO  woid

b removeLinkiLink name) Lcks Cperation ta ... ACTIONHINFS  wvoid

b createl) i Lifecycle ACTION wioid

b start() START lifecycl... ACTION wioid

b stopy STOP lifecycle... ACTION wioid

Lifecycle ACTION wioid

17MofpaM il

2. Right-click the FioranoConnectionManager and select the

addLink(LinkConfiguration) option from the pop-up menu. A

LinkConfiguration dialog box is displayed, as shown in the figure below.

3. Invoke the addLink operation by assigning appropriate values to

LinkConfiguration.
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addLinkiLinkConfiguration) - LinkConfiguration
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Mo description available,

[ ok || cancer || Hep |

o

4. Once thelLink is created, navigate to JIMX Connection-->Fiorano-->Bridge--
>Link--=LinkName. The LinkName is provided by the User when creating the
link. (If the Link runtime MBean is not displayed via Studio, right-click on Link to
refresh it). Perform the addChannel operation by assigning appropriate values in
the configuration wizard.
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addChannelChannelConfig) - ChannelConfig
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5. The add channel ‘function’ is visible to the user at the end of performing the add
channel operation. A User can modify the link configuration by performing the
editLinkConfiguration operation. All offline operations can be performed here

while corresponding operations are performed at appropriate locations.
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12.3.2 Configuring Through the FMQ Login

1. To configure the StandAloneBridge through the FMQ login, change the RMI
ConnectorPort to the port on which the Bridge is running. By default, the

ConnectorPort is 1858. Change the ConnectorPort to 1899 for
StandAloneBridge. Log into the FMQ server through Studio.
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I =
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Security Principal
Security Credentials

&k
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User
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Conneckar Type

Initial Conkext Fack, .,
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Create Admin Conn...
Create IMx Connec..,

Frac
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YEs

http: /flocalhost: 1856

adrmin
b b

PRIMARYACF
PRIMARYTCF
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kR

RMI

conn, sun. jndi. ki, reaisk, .

lacalhost

Security Principal
Security Credentials

admin
sesfeokteokak

ConnectorPort

The port providing the JM¥Connector service

2. After logging into the FMQ server, right-click on the Bridge and click the Add
Link option from the pop-up menu. The New Link Properties dialog box is

displayed.
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3. In the New Link Properties dialog box, click the show expert properties icon
(which is yellow in color) displayed at the top of the property sheet.

=z Linkl

LinkMame null

[ Aeatal
@ Link Prog Show Expert Properties

All the required properties are shown on the property sheet.
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e Add the appropriate values to the required properties. Server Advanced Params’
can remain empty. Studio will display the new configurations. Detailed
configurations are shown only if show expert property is enabled.

4. Right-click on the new link and perform the add channel operation.

5. Assign the appropriate valued through the input wizard. Properties are non
editable. Once the configuration is added, a User is unable to edit parameter
values. If the User needs to alter these values then the link or the channel should
be deleted and replaced with a link and/or a channel that has the required
parameters.

12.4 Configuring FioranoMQ Bridge for other Messaging Servers

The next section explains the steps needed to configure the FioranoMQ Bridge connecting the
FioranoMQ with other messaging servers.
Note: Tested using the following versions of other vendors

e ActiveMQ 5.3

e Jboss 5.0.1GA

e MQSeries 7.1

e MSMQ version 3

e OpenMQ 4.4
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12.4.1 To Configure the Bridge
Execute the following steps:
Rename the configuration .xml file as Configs.xml. FioranoMQ ships the following .xml files to
configure the FioranoMQ Bridge with other messaging servers:
e Bridge(Jboss).xml
e Bridge(ActiveMQ).xml
e Bridge(OpenMQ).xml
e Bridge(ibmMQ).xml
e Bridge(Tibrv).xml
e Bridge(TibEms).xml
e Bridge(MSMQ).xml

These xml files are available in the fmg\profiles\StandAloneBridge\conf directory in the
FioranoMQ installation package.

Note: Since FioranoMQ's 2008SP2 release, a text based configuration file called Configs.cfg
has been added to the fmqg\profiles\StandAloneBridge\conf folder. For more information
on this, please refer to Chapter 2 of FioranoMQ Getting Started guide. This file has not yet
been modified to automatically provide configurations when Fiorano's Bridge is used to
connect to other vendors. When FioranoMQ server boots up, configuration parameters are
picked up from the Configs.cfg file. It is mandatory that the Configs.cfg file be renamed so
as to avoid undesirable results. Parameters will be picked up only from the Configs.xml file.

Configuration Steps

The StandAloneBridge profile comes up with a set of pre-configured Bridge links between the
FioranoMQ server and other JMS vendors. The configuration steps below can be applied to any
of the above .xml files for sending messages from one server to another.

FioranoMQ StandAloneBridge can be used by JMS providers supported by FioranoMQ.

e The default Configs.xml file links two FioranoMQ servers transferring messages from
one Queue to a different Queue. In order to use the pre-configured configuration file
Bridge (SonicMQ).xml, please rename this file as Configs.xml.

Each configuration file links a Queue formed in the FioranoMQ server to a Queue formed in the
corresponding non-FioranoMQ messaging server. [

Open the StandAloneBridge profile through the Fiorano Studio to configure the links or to
check the configuration of the FMQToSonicMQ (considering Bridge()SonicMQ.xml file)
links.

e Each link is configured with a 'Source Server' and a 'Target Server' along with
connection information (connectioninfo as in the diagram) as well as a Channel, as
shown in the figure below:
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F. Fiorano Studio

! File Edit Yiew Mavigate Tools ‘Window  Help

C j—l ] 5 ] :ﬁ_.
:Server Explorer :Profile Manager 40 x
Profiles
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S Bridge
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S-<E> Link
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#-<E» Connectionnfo
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+-<E¥ Link

]

The 'SourceServer' component is configured as FioranoMQ and does not require additional
parameters.

The 'TargetServer' component is configured for the 'SonicMQ' server with 5 additional (Name,
Value) pair parameters. Please note that a new parameter can be created by right-clicking on
‘Connectioninfo’ and selecting the 'Add Parameter'. By default NO Parameters are added to a
new Link.

The Channel component should have SrcQueue (FioranoMQ) and the TargetQueue (SonicMQ).

Add the following jars to the fmg.conf file under '<java.classpath>' tag with their path set to:
¢ mfcontext.jar
e sonic_Client.jar

Please note that the vendor's client jars and libraries should be in the classpath that is

defined at the time of running the FioranoMQ Bridge. Modify the fmq.conf file available in the
fmqg\bin directory of the FioranoMQ installation package.

Under the java.classpath tag there are different sets of jar files for each vendor. Uncomment
the set of files corresponding to the vendor after modifying it to point to the right path.

e Start the FioranoMQ server and then start the
SonicMQ/JBoss/0OpenMQ/ActiveMQ/I1BM MQ/Tibrv messaging servers.

e Test the Bridge by running the samples while taking care of the source and target
servers.

e The Bridge can be configured either offline or online using the Admin Studio.
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12.4.1.1 MSMQ Instructions

In the MSMQ Bridge, private Queues can be created only on the local computer. Queue name
in the Configs.xml file should be private$\QueueName. Public Queues can be created only
when the MSMQ installed computer is in the domain since public queues use Active Directory
Services provided by the domain controller. Public queues can be created on local and as well
as remote computers with Queue names as QueueName in the Configs.xml file.

12.4.1.2 OpenMQ Instructions

In the OpenMQ bridge, configure Object store and add the administrated objects (Connection
Factory and Destination) which are to be used. In the default Setting of the
Bridge(OpenMQ).xml, the connection factory used is- MyConnection Factory and the
Destination used is MyQueue. therefore, prior to running the Bridge profile, add the two
objects in the object store. Create this destination or any other destination to be Bridged on
the OpenMQ broker. For more information on configuring OpenMQ refer to:
http://docs.sun.com/app/docs/doc/819-7755/6n9m8u57v?a=view#aeoay.

Note: If the ForeignMQ version is supported on jdk1.6 or later versions, change the
environmental variable (JAVA_HOME and JDK_HOME) accordingly. Windows system provides
the new JAVA_HOME path in fiorano_vars.bat.

12.4.1.3 JBoss Messaging Instructions

JBoss Messaging supersedes JBoss MQ as the default Java Message Service (JMS) provider in
JBoss Application Server (JBoss AS) 5. The jars to be added in the classpath while starting
FioranoMQ Bridge are, therefore, slightly different for JBoss Messaging. These jars are:,

¢ $JBOSS_HOME/client/jboss-messaging-client.jar
e  $IBOSS_HOME/client/jnp-client.jar

¢ $JBOSS_HOME/client/jboss-aop-client.jar

e  $IBOSS_HOME/client/xmlsec.jar

e $IBOSS_HOME/client/jboss-serialization.jar
e $JBOSS_HOME/client/jboss-mdr.jar

e $IBOSS_HOME/client/jboss-logging-spi.jar
¢ $IBOSS_HOME/client/jboss-remoting.jar

e $IBOSS_HOME/client/trove.jar

¢ $IBOSS_HOME/client/javaassist.jar

e $IBOSS_HOME/client/concurrent.jar

e $IBOSS_HOME/client/log4j.jar

Note: JBOSS_HOME is the location where JBoss AS is extracted/installed.
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The JBoss Messaging queue specified in the Configs.xml of the FioranoMQ Bridge profile must
exist. This can be done by editing the file
$IBOSS_HOME/server/default/deploy/jms/jbossmqg-destinations-service.xml to
include the queue with the appropriate properties. For example, to create testQueue with
permission for Users to send messages on it, the following Mbean must be added:

<mbean code="org.jboss.jms.server.destination.QueueService"
name="jboss.messaging.destination:service=Queue,name=testQueue"
xXmbean-dd="xmdesc/Queue-xmbean.xml">
<depends optional-attribute-
name="ServerPeer">jboss.messaging:service=ServerPeer</depends>

<attribute name="SecurityConfig™>

<security>
<role name="publisher’ read=""true" write=""true" create="false'/>
</security>
</attribute>
<depends>jboss.messaging:service=PostOffice</depends>
</mbean>
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Chapter 13: Dead Message Queue

This section of the document provides instructions on enabling DMQ and expired message
notifications.

13.1 Editing Global/Default DMQ Configuration

¢ Launch Fiorano Studio and open the appropriate profile through the Profile Manager
e The tree displayed shows all the queues and topics created under the node ptp ->
queues is displayed.
Note: The queues are shown in off-line mode only if the server has been started with the
same profile at least once before.
e Navigate to Fiorano -> mq -> ptp -> QueingSubSystem.

e DMQ related properties that are editable through the properties panel of this node are
listed in the table below:

S.No Parameter Description
N The amount of time (in milliseconds) thatmessages
1 DMQEXpiryTim .
QExpiry € live on DMQ.
If set to Yes, all DMQ messages are deleted upon
2 CleanupDmgAtStartup Q 9 P
server startup.
Boolean value of DMQ status (yes/no) for all queues
3 EnableDMQONAIIQueues that have the DMQEnabled property configured to
“Default”.
E Fiarano Studio
! Fle Edt Wiew Navigste Took Window Halp
iy s 2 fidddlindjl
- Server Explorer _:.Pl.'nFHe Manager 4 % e
| Profies
=% FloranohMg
= % Fiorano
# @ ForanoConnectoranager Pieachio it
& @ ForancRepesterManager
s Logoers
- Bt Drascription Fti* Manager - Thes component repdesen,
#d |2 Componentinstance Configuration
o nd UnAckedOueueBufferSize VD4B5TE0
S MG RedelbveryTresOnListenerEvception 2
I ClearapDmgatStartup no
'.t_ :: COnneCtON-COnsumer Eﬂﬁﬂﬁﬂﬂwtfmﬂqﬁm ()
- plp SR DMOORA LU o v
B @ QuaungSibSystem PeafetchiCount
A o _
+ o dotsbases Def skt Storage TypeForQuanes file:
#- o pubsub MaxPrefetchSize 262144
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13.2 Disabling DMQ on the message level

An application can disable the DMQ function on a ‘per message’ basis by invoking the API,
below, on a message prior to sending the message.

public void setStoreWhenDead(boolean value)
throws FioranoException

Note: Since this is a proprietary API, using it requires that the application include the import
statements below:

import fiorano.jms.services.msg.def.FioranoMessage;
import fiorano.jms.common.FioranoException;

This API is effective only when the DMQ is enabled. If DMQ is not enabled, using this APl with
the boolean value set to true will not have any effect.

13.3 Enabling Notifications for Expired Messages

e Launch Fiorano Studio and open the appropriate profile usingthe Profile Manager
tab.

e The tree displayed shows all the queues and topics created under the node ptp ->
queues & pubsub -> Topics, as shown in the figure below.

Note: The queues are shown in the off-line mode only if the server has been started
with the same profile at least once before.

e Navigate to Fiorano -> mq -> ptp -> QueingSubSystem, as shown in the figure below,
and edit the property EnableNotificationsOnDeadMessage.

I# Fiorano Studio g@@

i Fle Edt View Navigate Tools Window Help
2 aWe ':i_: -J_lif’!ﬂ_l
‘Server Explorer Profile ﬁanager _Ci';.: | - ] - Properties of QueuingSubSystem »xl
g]Proﬁltles | ﬂ @ e
=-5% FioranoMQ : _ !
B-A F = neral Properties |
S | DeploymentListFie FioranaMQ.Ist
@~ 9 FioranoConnectorManager |E ComponentInstance Properties
# - @ FioranoRepeaterManager I~ 2
#- % Loggers 2 P r 3 |
4% etc | Description PtP Manager - This component represen. .. |
- jmx |8 ComponentInstance Configuration
F-& jndi UnAckedQueueBufferSize 10485760 |
E-& mg RedeliveryTriesOnlistenerException 2 |
[ BT i CleanupDmgatStartup no |
[ o tion- |
¥ : ctmec ke s EnableSnooperOnAllQueues no I
i EnableDMQONAlQueues no :
(B-'® QuadinoieSyetem PrefetchCount 3 j
3% Queues PrefetchThreshold 1 |
# &% databases DefaultStorageTypeForQueues file |
+- % pubsub MaxPrefetchSize 262144 |
@ e security OverflowFromBottomEnabled no
# % socketAcceptors DMQExpiry Time o
EnableNotificationOnDeadMessage no
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13.4 Subscribing to Notifications for Expired Messages
When a message expires, the server, if configured (as above), publishes a notification in the
form of a JMS Text message on a system topic named ADMINISTRATOR_TOPIC. In order to

receive this notification, a simple Subscriber can be created on this topic as per the JMS
Semantics.

13.5 Disabling Expiry Notifications on a message level

An application can disable the notification function on a ‘per message’ basis by invoking the
following APl on a message before sending the same.

public void setNotifyWhenDead(boolean value)
throws FioranoException
Note:

Since this is a proprietary API, using it requires that the application include the import
statements below:

import fiorano.jms.services.msg.def.FioranoMessage;
import fiorano.jms.common.FioranoException;

This API is effective only when the DMQ and the ‘notification’ are enabled on the queue.
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Chapter 14: Named Configuration

Named configurations are predefined configurations that are assigned a name and stored for
later reuse. These named configurations ease the process of Event Process Orchestration and
Change Management within the Fiorano Event Processes. For example, if a particular
connection configuration for SMTP or JMS components is reused in multiple Event Processes,
each such Service Instance will have its own copy of the configuration. If a change in
configuration is required at a later point of time, then all such Service Instances have to be
reconfigured. Using named configuration support, configurations can be predefined and the
name of the predefined configuration can be linked/transferred to all Service Instances. Since
the actual configuration has only one location but is referred to by multiple Service Instances,
making changes to the named configuration will affect all Service Instances automatically
(without the need to reconfigure the Service Instances again). The route
messaging/selector/transformation configuration, port messaging/workflow configuration and
runtime arguments/connection factory properties of service instances follow the same principle
stated above.

Terminology

Below is a glossary of terms used in this Chapter.

Named Configuration / | A name-value pair that stores the configuration given against the
Named Object name specified

Registry A location within which all named configurations are stored

Artifact An artifact can refer to any entity in an Event Process that
requires configuration. For example, service instances, routes,
ports are some artifacts.
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Chapter 15: Hierarchical Topics

15.1 Creating a Hierarchical Topic

15.1.1 Admin API

The User can create Hierarchical Topics with the help of AminAPIs. The code snippet below
demonstrates the process of the creation of topics in Hierarchical name spaces.

Note:

1. Queue, Topic and ConnectionFactory names cannot have any of these characters * #
N\/:]?2"<>

2. To create a Topic, it is necessary that the parent to the topic exists:
To create a Topic, it is necessary that the parent to the topic exists:
public void testHierarchicalTopics ()
{
// create the initial context and connect to FioranoMQ 9
Hashtable env = new Hashtable ();
env.put (Context.SECURITY_PRINCIPAL, "anonymous");
env.put (Context.SECURITY_CREDENTIALS, "anonymous");
env.put (Context.PROVIDER_URL, "http://localhost:1856");

env.put
Context.INITIAL_CONTEXT_FACTORY,"fiorano.jms.runtime.naming.FioranolnitialContextFactor

y");

InitialContext ic = new InitialContext (env);

System.out.printin ("Created InitialContext:: " + ic);
MQAdminConnectionFactory acf =
(MQAdminConnectionFactory) ic.lookup (“primaryACF");

MQAdminConnection ac = acf.createMQAdminConnection ("admin", "passwd");

System.out.printin ("Created Admin Connection...");
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MQAdminService adminService = ac.getMQAdminService ();

System.out.println ("Received handle to Admin services:: " + adminService);

// Create a topic named primaryTopic.subTopicl
String topicName = "primarytopic.subtopicl";
TopicMetaData tMetaData = new TopicMetaData();
tMetaData.setName (topicName);
adminService.createTopic (tMetaData);

Topic topic = (Topic) ic.lookup (topicName);

System.out.println (“Looked up the Hierarchical Topic “, topic.getName());

//create a topic named primarytopic.subtopic2

String topicName = "primarytopic.subtopic2";

TopicMetaData tMetaData = new TopicMetaData ();

tMetaData.setName (topicName);

adminService.createTopic (tMetaData);

topic = (Topic) ic.lookup (topicName);

System.out.println (“Looked up the Hierarchical Topic “, topic.getName());

}

15.1.2 Studio
The User can create Hierarchical Topics with admin Studio. To create hierarchical topics with
studio, follow the steps below:

3. Launch Fiorano Studio and connect Studio to the FioranoMQ Server.

4. To create a topic, navigate to the Topics sub node under the Destinations node of
the tree

5. Right-click on the Topics node and select Add Topic

Chapter 15: Hierarchical Topics Page 205



FioranoMQ 9 Handbook

E Fiorano Studio

[‘-_u it Destinations

L_‘:{E Lnggersl_ . Add Topic
w-fg Repeaty g
5_; Securit Copy
E% SI‘lI:IEIFlE Paste

Rename. .

The window below is displayed:

ENEW Topic Properties

141 [2] =t =[]

o 5¥STEM_MESSAGESMOORE.,
| of S¥STEM_MESSAGESMOORE..,
| B EVENTS_TOPIC

o ADMINISTRATOR_TOPIC

o SECOMDARYTOPIC

of REFEATER._QUERY_TOPIC

. Tapic For Message Snooping on Queus
Topic For Message Snooping on Topics
Swskern Event Topic

Administrative communications Topic
Secondary communications Topic
Topic For Repeater Queries

B General
Destination ABC.1
display name A [=
descripkion nll
skarage bvpe File Based Datahase
ReplicationEnabled WES
AllawDeletionOfSubkapics no
MessagePublishTimeouk 120000

E Advanced Properties
MeverDropMPMessages no
RetryPublishInkeryal 10000

display name
Mo description available,

(4 I ancel

! File Edit Wiew Navigate Tools  Window  Help

fel E ) l il _,;'l ﬁ.ﬁl

| Server E.. :.EPrq[i!_e e Expl. 40 X F FMG % -
&+ FMQ s =

: = =

ft! Bridge jr . E

#-HE Connection Factories Topics i description
E‘E Clierts Iﬁ'PRIM.ﬁ.RVTOF‘IC Primary communications Topic

6. Enter the Destination parameter and other relevant parameters necessary for the
creation of the topic. In this example, the Topic name is ABC.1
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Note: For the creation of topicName ABC.1, a parent topic should exist. In the
absence of ABC, the following error is displayed on the console:

EUser Exception { 1 of 1) x|

@ fiorano.jms.common.FioranoException

CBIECT_CREATION _FAILURE _FRROR :: Failed ko create a new Object @
Failed ko create a new Objeck TOPIC @@ ABC. 1. Underlying cause &
HT_ROOT_DOESKMT_EXIST @ The rookt ABC For bopic ABC, 1 does nok exist,

Close

4 4 M Ilser Exception | |Depth:3 E ﬂ

7. In the same manner, the user can create the topics hierarchy

Once a hierarchy is created, all the topics are displayed in the Topic List.

E Fiorano Studio

! File Edit \iew MNavigate Tools ‘Window Help

rapgacsliagal il
:ServerE.. :Profile ... CExpla. @ % || FMQ % I [4]0][w]
E’ FMQ T HEC =
#-&f Connection Factories | Topics l description
: I of PRIMARYTORIC Primary communications Topic
[ of SYSTEM_MESSAGESNOOPE, .. Topic For Message Snooping on Queues
! o SYSTEM_MESSAGESMOOPE, .. Topic For Message Snooping on Topics
) EYEMTS_TOPLC Swskem Event Topic
:.,:.{E Loggers | o ADMIMISTRATOR_TOPIC Administrative communications Topic
Ei"ll Repeater I o SECOMNDARYTOPIC Secondary communications Topic
ff Security | Of REPEATER_GQUERY_TOPIC  Topic For Repeater Queries
El% Snooper of ABC
o ABC.1
| mBC.1.1
o apC.
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15.2 Deleting a Hierarchical Topic

Deletion of a topic/subtopic from the hierarchical name space depends on the value of the
parameter AllowDeletionOfSubTopics, which can be configured through Fiorano Studio. If
this value is set to true, then deletion of a topic/subtopic deletes all the children of this
topic/subtopic. However, if it is set to false, the following exception is raised, indicating that
the User needs to first delete the children of the topic/subtopic before deleting the topic itself.

EUnknnwn Exception{1of1)

9) fiorano.jms.common.FioranoException

TOPIC_DELETION_FAILURE :: Failed to delete the topic when its subtopics
exiskt, 11, Topic name : ABC,1

x|

Close

IInknown Exception

Depth:4 | | [ ﬂ

By default, this variable is set to false. Follow the steps given below to delete a hierarchical

topic\subtopic.

1. Start Fiorano eStudio/Studio and login to FMQ-JMX

2. Select the Topic config from JMX Connection-->Fiorano-->mq--=>PubSub--
=>Topic--=${TopicName}--=>config

3. Enable the value of the parameter named AllowDeletionOfSubtopics
(GeneralPropeties) by setting it up to TRUE from the drop-down list.

T e L S
[ | &l Cannection Management | B Profile Managemeni
Al server connections 2
O SYSTEM_MESSAGESNOCPER_TORIC

i 5 Loggers

i 8 security

- Snooper
= L FMQ-IMx

B & Topics
= C3 Topic
-G "B

@ config
EROR: -
& (3 "ADMINISTRATOR_TOPIC"

TF ]| =

A

s | [e[Fm ~ = 0]
Property Value
= Detais
Object Narne Fiorana, . pubsub, Topics:Service Type=Topic, Name="ABC. 1" type=corfig
Class Name fiorano.jms.ex pubsub. config. ExTopic Config
2 Attrbutes
PurgeLevelindex 100
MinPurgeDiference 50
AllowDeletionOfSubtopics TRUE v
MessagePublshTimeodt m
Enablesnaoper FALSE
EnableJourmaling faise
MaxPLblisherBlockTime 120000
PublishBackoffThreshold 06
Publishait 50
PublishWwait TimeRecheckLnits 8
EnablePublisher Siowdown true
StoreMessageToDisk true
MaxPersistentstoresize 1073741824
Dropoldestiessage true
IqnorePSGSizeForPersistertMessages true
IsForceFulyidlDSubscriber faise
EnableLastValueCache false
CacheKeyPropertyName L¥CacheKey
CathePropertyName IsLiCache
ParConsumptionLWCache faise
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15.3 Setting up Security on a HT

FioranoMQ supports ACL settings for Hierarchical topics. An ACL can be set for any topic,
irrespective of the level at which the topic exists. These ACLs are checked at the time of
creating a publisher as well as at the time of creating a subscriber. While creating a subscriber
on multiple topics (a topic that involves a template character in its name), the ACLs of all
subtopics are also checked. In addition, the subscriber is modified so that it does not receive
messages from subtopics that have a negative permission set for that particular User.

15.4 Looking Up a HT

A client application can look up a topic in the FioranoMQ Server using either JNDI APIs or a
bound object of type FioranolnitialContext. Criteria for looking up Hierarchical topics are given
below:

15.4.1 Wild Characters * or #

The topic being looked up contains a wildcard character **’ or ‘#’ with any number of
delimiters. A delimiter (.) can not be the last character of a topic name that is looked up.

The look up call succeeds only if the root topic has been created by the administrator at an
earlier stage. If the topic being looked up contains a “*’ or ‘#’ then this call is successful only
when there is at least one topic existing in the server whose name matches the criterion. For
example: If the user tries to look up “primarytopic.a.*” or “primarytopic.a.#” then the look up
call is successful only if “primarytopic.a” exists.

15.5 Prerequisites

In FioranoMQ Hierarchical Topics support, the user can create a subtopic in a hierarchy on a
server that is running. For dynamic topic creation support, Events should be turned when the
server is running.

15.5.1 Events to be turned on for dynamic topic creation support

If a topic is created on a running server instance and its name matches any subscription
expressions (if they exist) then this topic becomes a member of the maintained hierarchy for
subscription on Hierarchical topics.

Example

Subscription expression: ABC.*

Topics existing on the system: ABC, ABC.1, ABC.2, ABC.1.1

A subscriber looks up a topic with the expression ABC.* and receives messages from matching
topics. At runtime a new topic named ‘ABC.3’ (which does not exist in the created hierarchy) is

created. This new topic becomes part of the hierarchy and published messages on ABC.3 are
also received by the Subscriber created on ABC.*.
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15.6 HT Limitations

Topic names cannot contain a wildcard character. For subscription expressions, no other
template character (**’ ‘or’ # with any number of dots “.”) is used. Usage of any other
template character throws an exception in the look up call. All attempts to delete hierarchical
topics are successful whether or not the topic has active publishers/subscribers present. It is,
therefore, important to be careful so as not to delete hierarchical topics while they contain any

active publishers or active subscribers.

A publisher cannot publish on multiple topics. A publisher has to specify the complete name of
the hierarchical topic on which it wants to publish data. Creation of a publisher on a topic,
which contains an asterisk ‘*’, throws an exception. Similarly, an exception is thrown if a
publisher tries to publish on a topic which contains an asterisk ‘*’. If a subscriber subscribes
on hierarchical topics with a subscription expression and, while receiving messages, the
administrator changes the ACL of one of the children of the hierarchy, then the subscriber will
not be affected by this change. However, all new subscribers with a subscription expression
will be affected.

There is a performance degradation associated with hierarchical topics. Users are, therefore,
advised not to use hierarchical topics for applications where performance is a major
requirement.

1. A Hierarchical Topic is not supported by the following flags:
e UseOptimizedTCPReceive = true

e This implies that the Hierarchical Topic is not supported by the 7.2 runtime Layer.

2. Un-subscription for Hierarchical topics does not work. The User has to unsubscribe the
subscribers created on behalf of hierarchical support manually, through Studio.
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Chapter 16: Snooper

This section of the document provides detailed instructions regarding the Snooper function in
FioranoMQ.

16.1 Editing the Snooper Configuration on a Destination

16.1.1 Editing the snooper Configuration on a Destination in the Offline Mode

For information about configuring profiles through a text based file, refer to FioranoMQ Getting
Started.

1. Launch Fiorano Studio and open the required profile for offline editing through the
Profile Manager tab. The tree displayed shows all queues and topics created under
the node ptp and pubsub as shown in the figure below.

2. Navigate to QueuingSubSystem or TopicSubSystem and edit the property
EnableSnooperOnAllQueues or EnableSnooperOnAllTopics entering the value
required.

I¥ Fiorano Studio [:| E| |2(|
! File Edt View MNavigate Tools ‘Window Help
S v B-Y-]
|!Server Explorer '?i‘;ﬁ;ﬁmqm a ;: N :'__Pf_ggfrtigi of QueuingSubSystem x
Profiles (11 /= Al e i
’Eg FioranoMQ [Es 2 = wifa] ,
- & Florano | General Properties 51.
T & | DeploymentListFile FioranoMQ. |t Al
b Loggers = ComponentIinstance Properties
o ke -
E-e jod Description PP Manager - This component repre. ..
= mq = ComponentInstance Configuration
- &% COnMECHion-ConsUrmer CueuelimtReachedictificationTh... 0
E-& php LinAckedQueneBufferSize 10485760
L = MaxhumberORQueues -1
(= @ QueuingSubSystem
o I end:;n RedeliveryTriesOnListenerException 2
| S R CleanupDmaAtStartup o
| #- o databases EnableSnsoperOnallQusues
-l P EnableDMQONAIQUEues
#- @ TopicSubSystem PrefetchCount
# s databases PrefetchThreshold 1
i EnableSnooperOnAllQueves
|| | spedifies whether Snooper Service is enabled on all Queves
W teMof20M | T

3. Right-click the profile and select Save from the pop-up menu.
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16.1.2 Editing the snooper Configuration on a Destination in the Online Mode

1.

Launch the Admin Studio and connect to the appropriate Server through the Server
Explorer pane.

Select the Snooper node in the tree, right-click and select Add /ZRemove
Destinations from the pop-up menu. The Add/Remove dialog box is displayed
showing all the destinations for which Snooper is currently configured.

E Fiorano S5tudio

! File Edit View Mavigate Source Tools  Window  Help

rapgncricasiocaraa)indl

] :Server Explorer a0 IEPruﬁle Manager F FMD

o

S || Servers : T
HoO|T : <:;| - :D - - . == |:
L 5o FMQ g - =EE

@ % Connection Factories

—!;_ Connection Factories

E Clients

#-5f] Destinations B Clients

Loggets Destinations
- Security [ELoggers
B% Snooper i Security
H-gl Queues £ Snooper
------ L FMQ-1M Save
""" F FES Add/Remove Destinations |
------ L§ FES-IM
...... F Fps Snoop Messages...
------ L§ FPs-IM Cut
------ i Enterpri Copy
Paste
Delete
Rename. ..

: Output - Errors

nce "Fiorano.sockethcceptors.port-1l. SocketReadHandler: ServiceType=3ocke

Chapter 16: Shooper Page 212



FioranoMQ 9 Handbook

3. Click on the Add button and another dialog box Add... is displayed showing the
remaining destinations for which snooper is displayed.

4. Select the desired destination(s) (multiple selections are allowed by pressing the Ctrl
key on the keyboard) and then click the OK button.

'F | Fin rano Studio

I File Edit View Mavigate Source Tools  ‘Window  Help

i apncsicasiocapad).and)

p |:ServerExplorer 4 x IEProﬁIe ™M F FMQ X] =) : Properties of Topics ™ x
= Servers ; 5 5
gﬁ_&mq fe-s - | EE =El
EV 3 % Connection Factories FMQ
Bo Clierts i3 Connection Factories
- Destinations
B Loggers
Security
B% Snooper
= Queues L
gl Topics I¥ Add/Remove Destinations
| § FMQ-IMx
F FES
| FES-IMN
— ]
| FRS-IMY
- F, Enterprise Server  PRIMARYQUEUE A
B IM_CONNECT_QUELE
@ SY¥STEM_DEADMESSAGES_QUELE
@ SECONDARYQUELE
& IM¥_SERVICE_QUELE =
L gPRIMAR Y TOPIC
of SYSTEM_MESSAGESMOORER_QUELE
o S¥STEM_MESSAGESMNOORER _TOPTC
: Dutput - Errors o} EVENTS_TOPIC s x
- - o ADMINISTRATOR_TGPIC v N —
noce "Fiorano.socketdcceptors.port-l.SocketReadHandler: ServiceType ler™ iz unresolwed.[™
2
< 1] |3 B
FioranoMQ saved. | [ | zamofdem |
5. Right-click on the FMQ node and select Save Configurations from the pop-up menu.
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16.2 Viewing Snooped Messages

16.2.1 Studio

1. Launch Admin Studio and connect to a FioranoMQ Server through the Server

Explorer Pane.

2. Select the Snooper node in the tree and right-click and select Snoop Messages from
the pop-up menu as shown in the figure below,.

E Fiorano Studio

! File Edit Wiew Mavigate Source Tools

Pl iaYsrd Hh F

K

Window  Help

apE )i

:Server Explorer a = I Profile Manager

gﬂ SEFVErS
=-+F FMQ
%. Connection Factories

g Clients
Destinations

EJ Explorer

- Securiby

F FMQ
«-»-8%- G

'-'_i*_ Zonneckion Factories
£ Clients

A Destinations

{E Loggers
=}

% = 2 Security
. ave
A Snooper
P o Refresh
...... W MO #ddRemove Destinations
""" ‘F FES Snoop Messages. ..
------ W FES- =
...... B FP3 "
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3. This opens a new window displaying Snooped messages.

WO 5 iy [3 6T TR ESS GRS e Er UELE ST MEST SR [REr TUple | A=)

Maxdimumn Buffer Size: | 1024 KE [] Discard Incoming Messages when buffer overflaws

5 7| = wi[d]

Message Destinakion Is Persistent IMSTimeSkamp

[This is a text message

TextMessage
Mo description available,

4. Selecting a message in this window displays all the properties as well as the body of
the incoming message.

Note:

e To verify this setup, right-click on a queue (that has Snooper enabled) and select
produce a message. This message should be visible in the Snooper window
described above.

e The parameter MaximumBufferSize refers to the maximum amount of data that
Studio holds for viewing. If the total data being stored exceeds this value, it clears
the existing messages (or clears new incoming messages if the checkbox Discard
Incoming Messages if buffer full is checked).

16.2.2 Programmatically

If an application Snoops messages on a destination, it needs to create Subscriber(s) on the
System Snooper Topic, which is:

SYSTEM_MESSAGE_SNOOPER_QUEUE

The subscriber gets all messages published on a topic or a queue that has Snooper configured

on it.
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16.3 Editing the Default (Global) Configuration

16.3.1 Editing the Default Configuration in the Offline Mode

1. Launch Fiorano Studio and open the Profile Manager. Right-click on the Profiles
node and select Open Profile from the pop-up menu. Select the required profile and

click on the Open button.

2. In the component tree select the bean under the pubsub node as shown in the figure

below.

3. Edit the parameter EnableSnooperOnAllTopics by entering the value required in
the Properties Panel.

E Fiorano Studio

! File Edit “iew Mavigate Source

i of SRIsrd <k E

Window  Help

pap@a]iadl

:server Explorer

: Profile Manager

Al

b}

d:' Profiles

I‘:'!b% FioranoMQ
=% Fiorano
Loggers

connection-consumer
ptp

Topics

databases
Security
% socketAcceptors

:Properties of TopicSubSystem %
8 7| = w
= -~
DeploymentListFile Fioranomo). lsk 3
=
Description Finrann Server implementation of 1...
=
DupsCkBatchSize 20
RedeliveryTriesOnListenerExcep... 2
Publishitait 5
MaxMumberOFTopics -1
EnablePublisherSlowdown no
DropOldestMessage Wes
DefaultStorageTypeForTopics file
StareMessageToDisk wes
EnablesnooperonalTopics no
IsForceFullyKillDSubscriber no
MaxPersistentStoreSize 1073741524 0
MaxMsgInCneRecy 128 2
i Al 1210 bt
TopicSubSystem
Component instance part of the Deployment profile

4. In the tree shown in the figure above select the bean corresponding to ptp.

5. Modify the parameter EnableSnooperOnAllQueues as required in the Properties

Panel.

6. Right-click the FioranoMQ node and select Save from the pop-up menu.
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16.3.2 Online Mode

1. Launch the Admin Studio and connect to a running FioranoMQ Server through the
Server Explorer pane.

2. From the tree shown in the figure below, navigate to the Snooper node and click on it.

3. Modify the values of the parameters Queues Snoopable and Topics Snoopable as
shown in the figure below.

E Fiorano Studio

! File Edit “iew Navigate Source Tools “Window  Help

iy apac o ieosiccapdda)indl
:Server Explorer a XI Profile Manager
d:' Servers

B.P FMQ
(-4 Connection Factories
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- Destinations no

E Loggers

: Security

|‘:;'| % Snooper

@ Queues
ool Topics

\.‘ FMQ-IM%

,P FES

-\ FES-IM

iF FPS

| FPS-IM%

}f; Enterprise Setver

Properties of Snooper

8 £ = wila]

& General

Queues Snoopable
Mo description awvailable,
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16.4 Snooping Related Admin APIs

Almost all Snooper configuration settings can be accessed or edited through a program using
Admin APIs. For an application to access this function, it must create an admin connection and
obtain a reference for the MQSnooperService. The steps in establishing this connection are
given below:

// Lookup Admin Connection Factory

AdminConnectionFactory acf =

(AdminConnectionFactory) ic.lookup (“primaryACF™);

// Create Connection

MQAdminConnection ac = acf.createAdminConnection (“admin”, “password”);

// Get MQ Snooper Service
MQSnooperService snooperService = ac.getSnooperService ();
// do the desired operations through snooper Service

Details of APIs available in the Snooper Service can be found in Java Docs supplied along with
the FioranoMQ installer.
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Chapter 17: Message Journaling

Message Journaling is a FioranoMQ 2009 feature that allows an application to replicate the
messages arriving at a destination to a destination of a similar ‘type’. For example, if
messages are sent to a Queue named 'PRIMARYQUEUE' and 'MessageJournaling' is enabled on
this queue, then all the incoming messages are replicated and then sent to a journaling
destination, say 'JOURNAL_PRIMARYQUEUE', which is also a Queue.

17.1 Using Message Journaling Feature

Message Journaling essentially means to copy a message from one destination to another
destination of similar ‘types’. So, when Journaling is enabled, a console-based application can
be written in order to consume messages from the original destination as well as from the
journaling destination. This application can programmatically receive the original produced
message and inspect this message in any manner required.

17.2 Configuring Message Journaling

17.2.1 Enabling Journaling flag

In order to replicate messages on a destination, the Journaling function on that destination
has to be turned ON. This can be done through Studio in online mode or from the Fiorano
Web Management Tool. Given below is the procedure that can be followed to enable
journaling on Queues. Similar procedures can be followed for Topics also.

17.2.1.1 Online Mode

1. Launch Admin Studio and connect to a FioranoMQ 9 Server that is running through
the Server Explorer pane.

2. Navigate to QueueingSubSystem node and right-click on it. From the list of APIs
displayed, select setEnableJournalingOnQueue(queueName, enableJournaling).

3. Modify the values of the parameters queueName and enablejournaling as shown in
the figure below.
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4. Click the Close button.

To use the Web Management Tool, click on IMX > ConfigureFMQServer and go through
the path Fiorano > mq > ptp > PtPManager > QueueingSubSystem to click on the
Operations tab. Call on the operation setEnableJournalingOnQueue and set the values
for the parameters queueName and enablejournaling.

17.2.2 JournalingQueuePrefix Parameter

An additional parameter used in the MessageJournaling, that is,
JournalingQueuePrefix/JournalingTopicPrefix. This is used as the prefix for a name when
creating Journaling destination for a particular destination. This can be configured from Studio
in both Offline and Online modes. As an example, if the prefix is JOURNAL_, and is its default
value as well, then the journaling destination corresponding to the PRIMARYQUEUE will be
JOURNAL_PRIMARYQUEUE.

17.2.2.1 Online mode

1. Launch Admin Studio and connect to a FioranoMQ Server through the Server
Explorer pane.

2. Navigate to the QueueingSubSystem and select the config node, as shown in figure
below.

3. Modify the values of the parameter JournalingQueuePrefix.
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For setting the JournalingTopicPrefix parameter through Studio in the online mode login to
the FioranoMQ server using the FMQ-JMX login. Go to Fiorano > mq > pubsub >
PubSubManager > TopicSubSystem > config and set the JournalingTopicPrefix flag to
'JOURNAL_".

17.2.2.3 Offline mode

1. Launch the Fiorano Studio and open the Profile Manager. Right-click the Profiles
node and select Open Profile from the pop-up menu. Select the required profile and
click on the Open button.

2. Navigate within the component tree to select the bean under the ptp >
QueueingSubSystem node.

3. In the properties panel, edit the parameter JournalingQueuePrefix entering the
required value.

4. Navigate within the component tree to select the bean corresponding to pubsub >
TopicSubSystem node.

5. In the properties panel, edit the parameter JournalingTopicPrefix entering the
required value.

6. Right-click the node and select Save from the pop-up menu.
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Note: By default, on System Topics, such as SNOOPER TOPICS
(SYSTEM_MESSAGESNOOPER_QUEUE and SYSTEM_MESSAGESNOOPER_TOPIC) and Events
Topic (EVENTS_TOPIC), message journaling is COMPLETELY DISABLED. The user cannot
Enable/Disable the EnableJournaling flag on these topics.

Note: By default, the EnableJournaling flag is set to FALSE for each destination in the Server.

17.3 Message Journaling with HA

If using Message Journaling with HA (Replicated or Shared), the EnableJournaling flag must be
enabled at both the PRIMARY as well as the SECONDARY HA servers beforehand to avoid any
message loss during failovers.

This is because, when the EnableJournaling flag is enabled through online/offline mode on a
queue which is in the ACTIVE server, the configurations will not be replicated to the PASSIVE
server. The journaling status for the queue in the PASSIVE server will remain false. Untill
Journaling is enabled for the Queue in the 'ONCE PASSIVE NOW ACTIVE' server, the messages
that are sent to this queue are not 'journaled’ and message losses can be observed in the
Journaling Queue. Therefore, the flag must be enabled, explicitly, prior to starting the servers
to avoid message losses.

This can be done by making the following changes in the Configs.cfg file of both the HA
servers. This is the block defining the destination parameters for the queue 'PRIMARYQUEUE"'.
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ObjectName=Fiorano.mq.ptp.Queues:Name="PRIMARYQUEUE",ServiceType=Queue, type=con

fig

ClassName=fiorano.jms.common.config.QueueConfig

EnableJournaling=true // This must be newly added/uncommented before starting servers.

ObjectName=Fiorano.mq.ptp.Queues:Name="PRIMARYQUEUE",ServiceType=Queue, type=con

fig

17.4 Points to Remember

When the EnableJournaling flag is set to true on a destination, for example
SAMPLE_DEST, a new Journaling destination is created in the FioranoMQ server. All
incoming messages to the SAMPLE_DEST destination are replicated to the new
journaling destination.

The file storage ‘type’ for this new journaling destination is dependent on the
configurable parameter '‘DefaultStorageTypeForQueues/DefaultStorageTypeForTopics’
which is present in Queue/Topic at the Subsystem level.

o0 Take the example of enabling Journaling on the queue SAMPLE_QUEUE which
has the default File-based message storage. Reset the parameter from
'DefaultStorageTypeForQueues' to 'rdbms'. It may be necessary to enable the
flag 'EnableRDBMS' and specify the RDBMS parameters in the profile. Please
refer to Chapter 6 Configuring Message Store for more information.

Set the flag EnableJournaling on the SAMPLE_QUEUE by following the
procedure mentioned in the previous sections. This will create the Journaling
Destination JOURNAL_SAMPLE_QUEUE which has the RDBMS based message
store.

Similarly, a File based storaged journaling queue can be created for a RDBMS
based queue.

By default, the EnableJournaling flag is set to ‘false’ for each destination in the
FioranoMQ server and thus WILL NOT effect the performance of the MQ server when it
is in the default mode. When the EnableJournaling flag is enabled, the performance of
the MQ server is decreased significantly since this enables replicating all messages
targeted on a destination to a different destination.

Security ACLs are pre-defined for Journal Destinations based on the flag
‘CreateDefaultACL' of Fiorano -> etc -> FMQConfigLoader. For more information on
this parameter and on Security refer to Chapter 2 of FioranoMQ Reference Guide and
Chapter 7 FioranoMQ Security. If this flag ] is set to ‘true’, the default ACL is set is
not set to ‘true’, no ACL is defined for the Journaling destination. They behave
normally like any other newly created destination in the Server.

Persistent as well as Non-persistent messages can be journaled to a journaling
destination.

The EnableJournaling property is basically set at the destination level in the Server.
Irrespective of the ‘types’ of subscribers created (Durable/Non-Durable) on particular
topics, the incoming messages to a Topic are journaled to a different topic, if the
‘EnableJournaling’ flag is set to ‘true’.
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e Various FioranoMQ features such as Large Message support, Context Based Routing,
XA etc work as expected in case of Journaling destinations.

e When EnableJournaling is enabled on a Queue, messages will be persisted, if
necessary, for the Journaling destination as well. Therefore, these messages need to
be consumed immediately or the disk space will decrease at twice the normal rate
compared to when EnableJournaling is not enabled.

e This feature can be used when an administrator needs to Snoop all the messages that
are incoming on a destination of any ‘type’. This is different from the EnableSnooper
function, which is supported on both Queues and Topics.The messages Snooped on all
destinations will be replicated onto a single topic. By using this feature messages will
be replicated to a destination of a similar ‘type’.
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Chapter 18: Last Value Caching

18.1 Introduction

This feature is based on requirements that come from the pricing infrastructure world. To
elaborate more, in the pricing world the last-value cache is based on a record with multiple
fields. A pricing update message may only update at most all fields in this record, identified by
keys for fields, which are analogous to updating a row in a database table. Applications
registered to the trading broker receive the messages as sent, but when a new application
comes along, the first thing it gets from the broker is the complete record (as cached at the
time of subscription) followed by the messages updated to the record. This enables trading
applications to easily build upon the latest or current trend of trading and thereon to join the
stream.

In FioranoMQ context, this is analogous to - each JMS Topic can be used to store the last-
value cache or a snapshot of data that can be viewed as current data and each new client
subscriber application will obtain the current snapshot first and then get updates to whatever
was in the snapshot on an ongoing basis. It should be noted that each update message,
before being sent to the subscribers on a particular Topic on which Last-value caching is
enabled is also stored in the last-value cache for that Topic.

It should be noted that the snapshot is simply a set of IMS messages, exactly as they were
sent by the JMS MessageProducer.

18.2 Configuring Last-value Caching

In FioranoMQ, last-value caching can be enabled on a JMS Topic. This section explains how
this can be configured and thereby used along the various parameters used to enable and
support last-value caching on the FioranoMQ Topics. All the related configurations for this
feature are done either at the Topic Subsystem Level or at the Topic Level. Below description
and corresponding figures explain how a parameter can be configured at the Topic Subsystem-
Level and Topic-Level using Fiorano Studio. The same configuration can also be done from the
Topics tab of the FioranoMQ Web Management Console, procedures are detailed in the
corresponding chapter for Web Console.

To modify a parameter at the Topic Subsystem-Level in FioranoMQ Server Online mode, follow
the steps described below:

1. Launch Fiorano Studio using the executable (bat/sh) from
% INSTALLER_HOME26/Studio/bin.

2. Make sure that the FioranoMQ Server process is running.

3. Login to the FioranoMQ Server using FMQ-JMX after providing the necessary Host
Address, RMI Port, User Name and Password.

4. Navigate to JMX Connection > Fiorano > mq > pubsub > PubSubManager >
TopicSubSystem > config.
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5. Select the required parameter and modify the value in the right-side parameters
panel.
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Figure: Topic Subsystem-Level Configuration
To modify a parameter at the Topic-Level in FioranoMQ Server Online mode, follow the steps
described below:

1. Launch Fiorano Studio using the executable (bat/sh) from
% INSTALLER_HOME26/Studio/bin.

2. Make sure that the FioranoMQ Server process is running.

3. Login to the FioranoMQ Server using FMQ-JMX after providing the necessary Host
Address, RMI Port, User Name and Password.

4. Navigate to JMX Connection > Fiorano > mq > pubsub > Topics > Topic >
%TOPIC_NAME% = config.
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5. Select the required parameter and modify the value in the right-side parameters

panel.
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Figure — Topic-Level Configuration
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18.2.1 Parameters used for Last-value Caching

18.2.1.1 EnableLastValueCache
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Identifies the topic as being capable of caching a snapshot of messages which will be delivered
to all new subscribers of the topic. This parameter can be configured at the Topic-Level

following the way described in the earlier section of this chapter.

18.2.1.2 CacheKeyPropertyName

Message header property name that contains the Key (String) under which the message will
be cached. This parameter determines the property name used to define the last-value cache
Key in the JMS Message using which the message is stored in the Topic's last-value cache.

18.2.1.3 CachePropertyName

Message header property name that contains a Boolean value instructing the broker to add or
remove from the cache any message under the specified Key. This parameter determines the
property name used to define whether the JMS Message should be considered to be stored in

the Topic's last-value cache.
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18.2.1.4 ParConsumptionLVCache

This parameter determines whether to enable parallel consumption of last-value cache
messages from Subscriber's copy. When the Subscriber is created, it initiates a creation of
Subscriber's copy of the Topic's last-value cache. If set to false (default), the consumption of
messages will start only after the Subscriber completely creates the Topic's last-value cache
copy. If set to true, the time the copy is created, a parallel mechanism is enabled to consume
the messages from the Subscriber's last-value cache copy.

Note: The total time taken to create the Subscriber's copy of Topic's last-value cache might
be slightly higher when this parameter is set to true. This is because, in this case, the access
to the Subscriber's copy is shared in mutually exclusive manner between the push and pop
operations on the Queue data structure that is being used as copy.

18.2.1.5 LoadLVClindicesAtLookup

This parameter determines the instance when the last-value cache indices are read from the
file storage into the Server's in-memory buffer. These indices are stored in a Hash structure to
uniquely identify the current portfolio of a particular equity. For example, if set to true, the
last-value cache indices are loaded at the time of the Topic lookup and when set to false,
these are loaded at the time when the MessageProducer sends the first JMS Message to the
Topic.

18.2.1.6 IgnoreNullLVCKey

This parameter determines whether to ignore the message sent to a JMS Topic on which last-
value cache is enabled with cache-key property not set. This key is set in the JMS Message
Header as a property with name defined by CacheKeyPropertyName. If this parameter is set to
true, the JMS Message will be ignored at the time of caching, but will be sent to the listening
subscribers on the Topic. If this is set to false, an exception is thrown if the message has no
cache-key set.

Note: This is particularly useful when sending Persistent messages on the Topic, since the
Exception needs to be propagated to the JMS MessageProducer so that necessary steps can be
taken accordingly.

18.2.1.7 FlushLVCDataAtStartup

This parameter determines whether to clean-up LVC data stores at the time of start-up of the
FioranoMQ Server. This parameter accepts boolean values - 'true’ or 'false'. Default value is
'false’, which means that when the messages stored in the last-value cache are not deleted
and any new Subscribers will get those messages.

Note: This flag can be used to potentially start the last-value caching afresh and to flush the
data stored in the Topics' last-value cache after the Server's each run.
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18.3 Using Last-value Caching

Producer Applications should be changed to use Last-value caching on a Topic. This section
explains the procedure with an example. Consider a Topic named STOCK_UPDATES is
configured with last-value caching enabled. The following properties are set on it:

e EnableLastValueCache: true

e CacheKeyPropertyName: (left as default LVCacheKey)

e CachePropertyName: (left as default IsLVCache)
The MessageProducer that currently generates STOCK_UPDATE messages is modified as below
to add two new properties to each JMS Message being placed on the Topic.

1. Producer calls message.setStringProperty(“LVCacheKey”, “COM-1"); where “COM-1" is
the identifier of the equity.

2. Producer calls message.setBooleanProperty(“IsLVCache”, true); using true if the
holding amount is > O, or false otherwise.

The producer can implement the rule that if holding value is 0, the equity should no longer be
considered part of the portfolio. If it is > O, then the equity is part of the portfolio. With the
pseudo-code above, the last-value cache on the Topic is added to (if “COM-1" is a new
holding) or updated (if a previous holding has been adjusted). If the holding was 0, the
producer would have set the IsLVCache property to false, thereby causing the broker to
remove COM-1 from the Topic's last-value cache.

The code block in the MessageProducer looks like this to add or adjust an entry in the Topic's
last-value cache:

/**

Code for creating TopicConnection, TopicSession, TopicPublisher

*/
TextMessage textMessage = topicSession.createTextMessage();

textMessage.setBooleanProperty(*'IsLVCache", true);
textMessage.setStringProperty("LVCacheKey", "COM-A");

textMessage.setintProperty("CurrHoldingValue", 123);

topicPublisher.publish(
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textMessage,
javax.jms.DeliveryMode.PERSISTENT,
javax.jms.Message.DEFAULT_PRIORITY,

javax.jms.Message.DEFAULT_TIME_TO_LIVE);

18.4 Points to Note

DurableSubscriber creation is disabled on a Topic on which Last-value caching is
enabled. This is to ensure that when the Subscriber is started, it will only get the latest
snapshot from the Topic and any incoming updates to it from that time onwards.

Sometimes it might be necessary to compact the file storage used for the Topic's last-
value cache because of its size. Generally, when the message is deleted from the FMQ
database files, it is only marked as 'deleted"' temporarily but it is actually removed
from the hard storage when all the messages in the same file are marked as deleted.
When the compaction is done, the file storage will only have the readily deliverable
and will not have any messages that are already marked as deleted. For this, a JMX-
based operation is provided on Topic Runtime Mbean, which can be invoked from
Fiorano Studio or Web Management Console.

No changes are required for Subscriber applications to accommodate Last-value
caching changes.
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Chapter 19: Message Grouping

19.1 Introduction

Let’'s say there is an order processing grid on 10 nodes, each of which needs to load customer
account data into a cache. Each node can hold 10% of the customer data. Every node
subscribes to the “ORDERS” queue at the broker. When the producer to the ORDERS queue
produces a message, it sets the customer ID in the IMSXGroupID header. If the broker sees
that this ID is unallocated, it selects a consumer from the 10 on the queue and delivers the
message to it. Now ALL future messages with that ID will go to the same consumer which
means it goes to the consumer with that account in its cache. This happens forever unless the
consumer goes away. In that event, the broker will select a new consumer from the available
ones the next time that account ID is seen in the IMSXGrouplID header and that consumer
will have to load the account data into cache.

19.2 Salient Features of Message Grouping

Messages in a message group share the same group id, i.e., they have the same group
identifier property IMSXGroupID and an integer property to identify the group sequence.

Messages in a message group are always consumed by the same consumer, even if there are
many consumers on a queue. They pin all messages with the same group id to the same
consumer. If that consumer is closed another consumer is chosen and will receive all
messages with the same group id.

A message group can be assigned to a different consumer by having the producer send a
message which has “message group signal close”, which is a boolean parameter, set to true.
The same parameter can be used to indicate that the consumer handling this message group
can be coupled with a different message group.

19.3 Configuring Message Grouping

In FioranoMQ, Message Grouping can be enabled on a JMS Queue. This section explains how
this can be configured and thereby used along the various parameters used to enable and
support Message Grouping on the FioranoMQ Queues. All the related configurations for this
feature are done either at the Queue Level. Below description and corresponding figures
explain how a parameter can be configured at the Queue-Level using Fiorano Studio. The
same configuration can also be done from the Queues tab of the FioranoMQ Web Management
Console; procedures are detailed in the corresponding chapter for Web Console.

To modify a parameter at the Queue-Level in FioranoMQ Server Online mode, follow the steps
described below:

1. Launch Fiorano Studio using the executable (bat/sh) from
%INSTALLER_HOME%6/Studio/bin.

2. Make sure that the FioranoMQ Server process is running.
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3. Login to the FioranoMQ Server using FMQ-JMX after providing the necessary Host
Address, RMI Port, User Name and Password.

4. Navigate to JMX Connection > Fiorano > mq > ptp > Queues > Queue >
$QUEUE_NAME > config.

5. Select the required parameter and modify the value in the right-side parameters
panel.
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19.3.1 Parameters used for Message Grouping

19.3.1.1 MessageGroupingEnabled

This parameter determines the Queue behavior for MessageGrouping. If enabled, messages
belonging to the same group identified by the property IMSXGrouplID will be sent to the same
consumer.

Chapter 19: Message Grouping Page 232



FioranoMQ 9 Handbook

19.3.1.2 MinConsumersCount

Determines the minimum number of consumers on the queue before the message groups are
distributed between them.

19.3.1.3 MaxWaitTime

Determines the maximum wait time before the message groups are distributed among the
existing consumers on a queue.

19.3.1.4 WaitintervalTime

Determines the wait interval time in case of Message Grouping, after which the minimum
number of consumers or maximum wait time is checked until one of the conditions is satisfied.
19.4 Using Message Grouping

Fiorano Queues should be configured with the parameter, MessageGroupingEnabled to denote
that the messages that arrive onto this destination should be grouped and sent to the
consuming applications. And from the client application point of view, JMS producers should be
changed to fill in the IMSXGroupID message header with some String value of any choice and
a message sequence property JIMSXGroupSeq with positive integer values e.g.
MessageProducer producer = session.createProducer(“sample_destination”);

Message message = session.createTextMessage("'sample_text™);
message.setStringProperty("JMSXGrouplID", "sample_group_index");
message.setIntProperty("JMSXGroupSeq", 0); //1, 2, 3...

producer.send(message);

In order to close a message group, you can add a negative sequence number in the JMS
producer. A sequence close signal should be on the LAST message of a group and the
message is sent to the original owner

MessageProducer producer = session.createProducer(*sample_destination”);

Message message = session.createTextMessage(“'sample_text");
message.setStringProperty("JMSXGroupID", "sample_group_index");
message.setIntProperty("JMSXGroupSeq", -1); // used as int property here

producer.send(message);

This will close the message group so if another message is sent in the future with the same
message group ID it will automatically be re-assigned to a new consumer.
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19.4.1 Preferred Groups

In addition to the above mentioned Message grouping, the consuming applications can
optionally indicate the list of message groups it might be interested in, so that the server will
assign those groups to it, if they weren't assigned already to any other consumer. This should
be included in String format while creating a message consumer (in place of MessageSelector
expression) and understandable by the FioranoMQ Server such that it can parse the
expression and note the MessageGroups that the MessageConsumer is interested in. The
preferred groups should be mentioned in the following way:

// Consumer 1 is interested in Odd-numbered groups

String preferredGroupsExprl =

“jms_fiorano_preferred_message_groups=

MGROUP_1; MGROUP_3; MGROUP_5";

// Consumer 2 is interested in Even-numbered groups
String preferredGroupsExpr2 =
“jms_fiorano_preferred_message_groups=

MGROUP_2; MGROUP_4; MGROUP_6";

// Create Consumer #1

Jjavax.jms.QueueSession queueSessionl =
queueConnection.createQueueSession(false, javax.jms.Session.
AUTO_ACKNOWLEDGE);

Jjavax.jms.QueueReceiver queueReceiverl =

queueSessionl.createReceiver(queue, preferredGroupsExprl);

// Create Consumer #2
Jjavax.jms.QueueSession queueSession2 =
queueConnection.createQueueSession(false, javax.jms.Session.
AUTO_ACKNOWLEDGE);

Javax.jms.QueueReceiver queueReceiver2 =
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queueSession2.createReceiver(queue, preferredGroupsExpr2);
As mentioned above, each “Preferred Group” is separated by the semi-colon (;) character.

This mechanism is particularly helpful when working with High Availability when the
Consuming applications fail-over to the Backup HA Server. In the event of Primary Server
failure, the Backup server takes over and triggers the consuming applications to failover their
corresponding JMS Connections to the Backup server. In case Preferred Groups are set for a
QueueReceiver, the MessageGroups which were handled by a consumer before the PRIMARY
SERVER FAILURE event were re-assigned to the same consumer even after the Backup Server
takes over.
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Chapter 20: Message Encryption

20.1 Key Generation

To generate a key, FioranoMQ comes bundled with a utility class called Encryptorlmpl. This
utility class allows applications to create keys for specified algorithms.

The methods within this utility class that support this function are given below:

20.1.1 public String generateKey (String algoName)

This API can be used to generate a key as shown below:

Encryptorlmpl em = new Encryptorimpl ();

String key = em.generateKey (“DES”);

Using this class requires adding the statement below to the application:

import fiorano.jms.services.msg.Encryption;

20.2 Per Message Encryption

FioranoMQ provides ‘per message’ encryption that allows JMS applications to selectively
encrypt messages before distributing them over the network.

Support for encryption has been added to the FioranoMessage class. APIs added to the
FioranoMessage class are:

20.2.1 public void enableEncryption ()

Throws a FioranoException.

This is used to encrypt a message prior to distributing it over the network. DES is the default
algorithm used.

20.2.2 public void enableEncryption (String algo, String key)

Throws a FioranoException.

This API views the algorithm and the key as string parameters to be used to encrypt messages
to be distributed over the network.
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20.2.3 public void decrypt ()
Throws a FioranoException.

This API is used to decrypt received messages using the default algorithm.

20.2.4 public void decrypt (String algo, String key)
Throws a FioranoException.

This API is used to decrypt received messages using the same algorithm and key that was
provided during the encryption of the message.

20.3 Per Destination Encryption

A destination (topic or queue) can be marked as encrypted at the time of their creation. All the
messages that are sent to this destination will be encrypted. The encryption information is
maintained in the metadata associated with the destination. For this purpose, the following
APIs have been added to the TopicMetaData and QueueMetaData classes:

20.3.1 public void setEncryption ()

Throws a FioranoEncryption.

This API encrypts messages intended for the destination using the default encryption
algorithm.

20.3.2 public void setEncryption (String algo, String key)

Throws a FioranoEncryption.

This API encrypts messages intended for the destination by using the input parameters of the
encryption algorithm and the encryption key.

An application program does not need to explicitly decrypt a message associated with a
destination. Messages are delivered in decrypted form to all subscribing applications.
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20.4 Note on Installation and Samples

The FioranoMQ installation comes bundled with samples that illustrate the use of encryption
and decryption.

These samples are located in the fmg\samples\PubSub\MessageEncryption and
fmqg\samples\PTP\MessageEncryption directories within the FioranoMQ installation.

It is recommended that these samples be run to understand the encryption and the decryption
support provided by FioranoMQ.

For message encryption support the file cryptix.jar must be present in the classpath while
using encryption in JMS client applications. This file comes bundled within FioranoMQ 7.1 and

later versions.

The file java.security file located in \j2sdk1.4.0\jre\lib\security must be modified and the
following should be appended to the file:

Security.provider.n=cryptix.provider.Cryptix
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Chapter 21: Message Compression

21.1 Per Message Compression

In per message Compression, clients can enable or disable compression for each message.
This function has been added to the FioranoMessage class.

Relevant public methods are listed below:

21.1.1 public void enableCompression()

Message compression is enabled for a message using the default compression level and the
default compression strategy.

21.1.2 public void enableCompression (int compressionLevel, int

compressionStrategy)

Message compression is enabled for a message with the required compression level and
strategy provided as input parameters.

Note - Please refer to Message Compression Specifications for an explanation of the possible
values for compression levels and compression strategies. Constants are available in the
Fiorano.jms.services.IFioranoConstants class and have to be imported into the client
application to be used.

21.1.3 public int getCompressionRatio ()

This is used to retrieve the compression ratio (expressed as a percentage) achieved after the
message has been sent. The computation for the ratio is: :

Compression Ratio = ((uncomp — comp)/comp) * 100

‘Uncomp’ represents the uncompressed message body size and ‘comp’ represents the
compressed message body size.

Depending on this ratio, clients have the option of deciding the optimum compression level
and strategy for particular scenarios. This value is available after the send/publish call returns
and also after a message is received.

21.1.4 public void setCompressionLevel (int compressionLevel)

This APl is used to set the compression level for a message.
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21.1.5 public void setCompressionStrategy (int compressionStrategy)

This API is used to set the compression strategy for a message.

21.1.6 public int getCompressionLevel ()

This API retrieves the compression level as an integer value.

21.1.7 public int getCompressionStrategy ()
This API retrieves the compression strategy as an integer value.

Samples illustrating message compression are bundled within FioranoMQ. Please refer to the
/MessageCompression/PerMessage directory of the /fmg/samples/PubSub and
/fmqg/samples/PTP directory of the FioranoMQ installation directory/package. It is
recommended that these samples be run to understand the usage of the APIs better.

21.2 Per Destination Compression

Compression on a per destination basis requires that all messages sent on a particular
destination be compressed using the compression level and strategy specified by the client.

Compression support on a per destination basis is provided through enabling compression in
the corresponding metadata used to create a destination on the Admin Connection such as in
the TopicMetadata and the QueueMetadata classes.

The methods listed below exist in these classes to support compression:

21.2.1 public void enableCompression ()

This APl enables message compression on a topic/queue using the default compression level
and strategy.

21.2.2 public void enableCompression (int level, int strategy)

This APl enables message compression on a topic/queue using the input parameters of the
compression level and strategy.

To change the compression level or strategy for messages on the destination on which
compression has been enabled, a client application can call upon the setCompressionLevel ()
and setCompressionStrategy () APIs of the FioranoMessage class, to perform this function.

Samples illustrating message compression on a per destination basis are bundled within
FioranoMQ. Please refer to the /MessageCompression/PerDestination directory of the
/fmqg/samples/PubSub and /fmqg/samples/PTP directory of the FioranoMQ installation
directory/package. It is recommended that these samples be run to understand the usage of
the APIs better.
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21.3 Message Decompression

FioranoMQ handles decompression of messages internally. Client applications do not have to
explicitly use any APIs to decompress a compressed message. At runtime, decompression is
automatically performed if the message is compressed and then delivered to the message
consumers.

21.4 Proprietary Compression Implementation Plug-in Support

For providing plug-in support for proprietary compression implementations, APIs within the
public interface Fiorano.jms.services.msg.compression.ICompressionManager have to be

implemented. The default CompressionManager interface used by FioranoMQ implements the
APIs within this interface. The APIs within the CompressionManager interface are listed below.

21.4.1 public byte[] compress(byte[] input)

This method returns the compressed byte array for the input byte array.

21.4.2 public byte[] decompress(byte[] input)

This method returns the decompressed byte array from the input compressed byte array.

21.4.3 public void setCompressionLevel (int level)

This method sets the compression level that is to be used by the CompressionManager
instance.

21.4.4 public void getCompressionLevel ()

This method retrieves the compression level that is being used by the CompressionManager
instance.

21.4.5 public void setCompressionStrategy (int strategy)

This method sets the compression strategy, provided as an input parameter, that is to be used
by the CompressionManager instance.

21.4.6 public void getCompressionStrategy ()

This method retrieves the compression strategy being used by the CompressionManager
instance.
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21.4.7 public float getCompressionRatio ()

This method retrieves the ratio of the compression achieved, which isexpressed as a
percentage.

The proprietary CompressionManager interface is called upon by setting its name in the
ConnectionFactoryMetadata class. The ConnectionFactoryMetadata class is used to create new
ConnectionFactory objects using the Admin Connection. The proprietary CompressionManager
implementation is applied to messages sent on connections that have been created using the
ConnectionFactory object for which proprietary ConnectionManager is set.

For more information about the methods present in ConnectionFactoryMetadata, refer to the
ConnectionFactoryMetadata class present in the Java docs.

21.4.8 public void setCompressionManager (string Manager)

This API sets the CompressionManager class name that is to be used for message compression
. The default value of the CompressionManager is
Fiorano.jms.services.msg.compressionManagerimpl.

For example, if the new implementation is named
Fiorano.jms.services.compression.mycomp.MyCompressionManager, the above API for a
connection factory metadata object cfMD will be called upon using:
cfMD.setCompressionManager
(“Fiorano.jms.services.compression.mycomp.MyCompressionManager”).

21.4.9 public string getCompressionManager ()

This APl is used to retrieve the CompressionManager instance that is being used by a
Connection Factory object.
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Chapter 22: Logger

FioranoMQ incorporates tracing and logging facilities for easy detection of errors in the
messaging system. The FioranoMQ Administrator can dynamically set different tracing levels
for each individual FioranoMQ components.

22.1 Offline Configuration

The path of log files and the log levels of the server instance have to be set in the current
profile of the server. These properties can be located in the file Configs.xml located under the
‘conf’ directory of each profile, i.e., $Fiorano_Home/fmq/profiles/<profileName>/conf

Examples:
» $Fiorano_Home/fmq/ profiles/FioranoMQ/ conf/Configs.xml
» $Fiorano_Home/ fmg/profiles/FioranoMQ_HA_rpl/HAPrimary/conf/Configs.xml

The various log levels of the Server are:
e Fatal-1
e FError-2
e Warning - 3
e Info-4
e Debug -5

e Trace -6
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The following figure illustrates a section in Configs.xml which contains the Logger node.

<LOGEER LogLevel="3" (ObjectName="Fiorano.Loggers:ServiceType=Logger,Name=Fiorano, type=config">

FileName="server.log" FilterPattern="" IsAppend="true"
LogPattern="[%d{dd/MM{/yyyy HH:mm:s5}] &-10c{l} %-10p &m%n"
MaxBackupIndex="9" MaxFile3ize="35000000" MaxFilterLewvel="10"
MinFilterLevel="1" PrintTarget="System.out" ThresholdLevel="10"/>

</LOGGER>
<LOGEER LogLevel="6" ObiectName="Fiorano.Loggers:ServiceType=Logger, Name=Monitoring, type=config">
<Appender AppenderName="LogAppender" AppenderType="file"
FileName="monitor.txt" FilterPattern="" IsAppend="true"

LogPattern="%d{dd/MM/yyyvy HH:mm:ss}im¥n"

MaxBackupIndex="10" MaxFileSize="1MB" MaxFilterLevel="10"

MinFilterLewval="1" PrincTarget="System.out" ThresholdLewvel="10"/>
</LOGGER>
«LOGGER LogLevel="3" ObjectName="Fiorano.Loggers:ServiceType=Logger,K Name=WebManagement, type=config">
<Appender AppenderName="LogAppender" AppenderType="file"
FileName="wmt.log" FilterPattern="" Isippend="true"

LogPattern="[%d{dd/MMM/yyyy HH:mm:ss}] g-10c{l} %-10p %m%n"
MaxBackupIndex="4" MaxFileS5ize="1000000" MaxFilterLevel="10"
np

MinFilterLewvel="1" PrintTarget="System.ount" ThresholdLevel="1D"/>
</LOGGER>

There are two Logger Nodes present in the Configs.xml. Each Logger has one appender called
‘LogAppender’. These appenders are file based Appenders. The log level can be changed by
changing the LogLevel attribute. The default log level of the logger has the objectName -
Fiorano is 3. The default log level of the logger has the objectName - Monitoring is 6. The
default names of the log files onto which the appenders log data, are server.log, and
monitor.txt.

The default location of these files is $Fiorano_Home/fmq/profiles/<profile_name>/run/logs
where profile_name is the profile on which the server is run.

Note: If the Server is running in a shared HA profile, the logs directory gets created in the
path of the directory specified as the -dbPath parameter.

Example:

fmq.bat/sh —profile FioranoMQ_HA_shared/HAPrimary —dbPath /home/Fiorano/db
fmq.bat/sh —profile FioranoMQ_HA_shared/HASecondary —dbPath /home/Fiorano/db

Here the logs directory gets created in the location /home/Fiorano/db. Please note that in the
instance of Shared HA that uses the above commands, both the Primary and the Secondary
servers log their data to the same location.

If the absolute path is not specified the log files are created in the location mentioned above.
You can provide an absolute path to the FileName attribute like /home/Fiorano/server.log, in

which case the log file is created in the path specified.

Note: The changes, above, have to be made offline.
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22.2 Online Configuration

Modifying log levels for each logger under ‘Fiorano’ can also be done while the server is

running. This doesn’t require a server restart to get them affected and one can do these
operations by logging into FMQ Server through JMX. JMX login can be done in two ways:
through Fiorano Studio which provides the login in the server explorer tab and through

logging in through the web console (WMT).

The logger structure, below, appears in Fiorano Studio once a user logs in through FMQ-JMX:
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Select the ‘Fiorano’ logger (circled above) and expand it by clicking on the config node. In the
properties window change the log level of the logger, as shown in the figure below.
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After modifying the log level, save the configurations by right clicking on ‘FMQ-JMX’ node.

Several other operations can be done each logger node, for instance like adding a file
appenders, console appenders, list all appenders, removing appenders etc. For instance right
click on the ‘Fiorano’ logger node and you choose from the list of operations as shown below:

+&‘| Fiorano,FMC. Services, Queues, Push, Message
(& Fiorano

yes

S ¢ clearlogs(Appenderhame)
o @ addAppender{config)

addConsolefppender(name, pattern, target, thresholdLevel, minLevel, maxLevel, fiterPattern)
Fiora removesppenderiname)

Fiara listalappenders))

fetchippenderDetails| Appendertlame)

febchLonatringappenderhlame, Fileho)

addFileAppender(name, fileName, maxFileSize, maxBackupIndeyx, pattern, append, thresholdLevel, minLevel, maxLevel, FilkerPattern)

PEPRRPR R R R R R R R R

Fiarana,FMQ.Services, Topics, Connection, ConCon

The detailed description of these operations and executing them from Web console (WMT) can

be found in Chapter 8 Logger Configuration of FioranoMQ Reference Guide.
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22.3 Fiorano Client Logger

FioranoMQ Client Logger uses SLF4J which serves as a simple facade or abstraction for
various logging frameworks, such as java.util.logging, logback and log4j. So any logging
implementation can be plugged in as per customer's preference. For this to work, slf4j-api-
<version>.jar along with the jars used by the chosen underlying logging framework (log4j,
Logback, JUL, etc) needs to be placed in the application’s classpath. By default, slf4j-api-
1.7.5.jar is shipped and its classpath is mentioned in run-client.conf under
%FIORANO_HOME%\fmqg\bin. To switch logging frameworks, just replace sIf4j bindings on
your class path. For example, to switch from java.util.logging to log4j, just replace sif4j-jdk14-
1.7.5.jar with slf4j-log4j12-1.7.5.jar.

In order to use log4j framework, slf4j-api-<version>.jar along with slIf4j-log4j12-
<version=>.jar and log4j.jar need to be placed in the java classpath. Loggers can be configured
using log4j.properties. By default, the log4j.properties file can be located under
%FIORANO_HOME%\fmqg\bin.However, the log4j.properties can be placed anywhere and the
path should be given under <java.classpath>. If the log4j.properties is in
D:\Logger_properties\, then D:\Logger_properties\ should be mentioned in the classpath.
<java.classpath> can be mentioned using " -cp " command in javac/java (or) can be given in
run-client.conf present under %FIORANO_HOME%\fmqg\bin.

Examples:
1. javac -cp D:\Logger_properties\ app_name.java

2. java -cp D:\Logger_properties\ app_name
Parent-child relationship in FioranoMQ Client Logger:

FioranoClientLogger follows a naming hierarchy. The logger named
"log4j.logger.Fiorano.FMQ.Services.ClientRootLoggerServices.FMQClientLoggerServices" is the
parent of the logger named
log4j.logger.Fiorano.FMQ.Services.ClientRootLoggerServices.FMQClientLoggerServices.Admin”.
The inherited level for a given logger say logger_name, is equal to the first non-null level in
the logger hierarchy, starting at logger_name and proceeding upwards in the hierarchy
towards the root logger. If logger named
"log4j.logger.Fiorano.FMQ.Services.ClientRootLoggerServices.FMQClientLoggerServices.Admin"
is not assigned any log level, then it will inherit its level from
"log4j.logger.Fiorano.FMQ.Services.ClientRootLoggerServices.FMQClientLoggerServices"
(provided this logger has been assigned a level. Otherwise it will inherit from its parent logger
and so on).

A logging request is said to be enabled if its level is higher than or equal to the level of its
logger. Otherwise, the request is said to be disabled. The levels are as follows: ALL < DEBUG
< INFO < WARN < ERROR < FATAL < OFF.

Note: For more information on Appender, MaxFileSize, MaxBackuplndex, Append, Levels and
layout, please refer to Chapter 8 Logger Configuration in FioranoMQ Reference Guide.

Chapter 22: Logger Page 248



FioranoMQ 9 Handbook

Chapter 23: XA

Note:

e Add the corresponding JAR files for the database configured for the FioranoMQ server
in the Configuration file of the server: fmq.conf present under
fmq_installation_dir\fmqg\bin.

e Start the FioranoMQ server with one of the database, you have to run
create-database.bat/sh after adding the required JAR in the classpath of create-
database.conf.

23.1 How to Enable XA

Note: XA ¢ can be configured in offline mode only.

For information about configuring profiles through a text based file, see FioranoMQ Getting
Started.

FioranoMQ comes with a preconfigured XA enabled FioranoMQ profile named FioranoMQ_XA.
XA can be enabled in the default profile by following the steps given below:

1. Launch Fiorano Studio and open FioranoMQ (default profile) using the
ProfileManager

2. Navigate to FioranoMQ=>Fiorano>mgq. Right-click and select New Domain from the
pop-up menu.

: Server Explorer : Profile Manager a0 x

gﬂ Profiles

EI)& FiaranaMg

= Fiorano

L)
‘O

- ow  LOQgJers
~ow ekC

jrie
1 jl'll:li
- 0‘0 W

-]
I

%

Add Components

o‘-;| Mew Darnain

o

L

-

[}
‘0

S

Delete

Rename...
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3. Enter the domain name in the Input pane displayed and click on the OK button. This
domain is named XA in the example .

4. Right-click the new domain and select Add Components from the pop-up menu. An
Add Components to the Profile window is displayed.

! File Edit WYiew Tools Window  Help

: = I Dy Endd Components to Profile

(=0
: @ ™ Show &l

| Server Explorer |JF'rn:|FiIe Ma J G . | | E

'ﬂ Profiles s e ) ;I _
E)& Fioranac -----‘- Boot B
E- &% Fioranao -----‘- Ha

[+ #% Loggers ----.'. Ptp

& ekc EE....,."‘. wa

S ----o"'o etc

& jndi S - F . =<0 ceManager |

El & Mg -ow FioranaFis

Eea KA |

¢ [~ connection-consurme : T

S |4 | =

- o pubsub El Properties

----.'. security Drescripkion af Resource Manager
[ & socketBoceptors Instance Count 1
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5. Navigate to Fiorano>=Jms>XA=>etc and check the XAResourceManager component
and click on the OK button.

6. Resolve all the unresolved dependencies (which are marked with a RED icon). Select
the unresolved dependencies. In the property pane choose the right value for this
service instance.

7. Navigate to Fiorano>Fiorano>mq>XA> FileDBManager> FileDBManager8 and
in the Properties of FileDBManager8 enter the path name XA. XA requires RDBMS
based storage. Enable this as shown below:

| Server Explorer | | Profile Manager 40 X | Properties of RdbmsDBManager
E)& FiaranoMo ;I
E-d% Fiorano
- #% Loggers Username 58
EI e JdbeDriver org.hsgldb, jdbeDriver
; MaxZonneckions 200
- @ AdminService .
: DefaultConnections 1
- @ DEfa”'t_LDQME'”ager MaxhoOFRowsFetch 100
@ ExMamingManager ConnectionTimeoutInteryal 10000
[+ @ ExServiceManager ReconnectTimelnkerval 10000
[#- @ BootStrap Wy it Time 0
@ FMOConfigloader Enablerdbms
- @ MQDefObjCreater EnableReconnect
® MemoryManager PropertiesFilename no
i ) DbConnectivibyQuery select * Fram bab
@ PingManager o
@ RdbmsDBManager EnableRdbms
@ RoukeManager Enables)Disables DE Manager. Setting this Flag ko true is a pre-requisite fc
@ ThreadManager back-end message store,
@  TimerService

8. Add the XAResourceManager component to the dependency list of Fiorano -> etc ->
ExServiceManager. This can be done by right-clicking the Dependson node under
the ExServiceManager. An Add Component as Dependency dialog box is
displayed. Check XAResourceManager and click on the OK button.

9. Right-click the profile and select the Save option from the pop-up menu.

23.2 XA Prerequisites

XA requires RDBMS based storage, and can be configured as explained in the 7th point in
Section 23.1 - How to Enable XA.
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23.3 XA Enabled Admin Objects

The FioranoMQ server creates some XA admin objects in addition to those created in the

default profile.

23.3.1 Default Admin Objects

Below are admin objects created when XA is enabled in the server.

| Server ... |JEx|:|..1EI » |JF'r|:|FiIe...

e G
WEGS D B

B Fiorano Server Connection

Connection Fackories
Clients

Destinations

Logaers

Security

Snooper

Ep{PRIMARYTRATC
5] PRIMARYLOCF

5] SECONDARYQCF
5] PRIMARY IMACQIF
5] PRIMARYQCF

F'F!.If'-"IF'.F!."u" SALL

E5|FRIMAR
% PRIMARYACF
B PRIMARYLCF
5B PRIMARYCF

PR IMAR AL

no
no
no
no

no
no
no

E Fiarano Server Connection x] 4 | bk |;| [
|- s -0 o~

Conneckion Fackories I %8 Enabled I Conne
&% SECOMDARYTCF no hbtp: /164
% PRIMARYTCF no http: {164
£1% PRIMARYLTCF na http: ff 164
FER{PRIMARYLEAT :

htkp:ff164
http: /164
http: /i 164
htkp: 16

http: /164
http: /164
http:j 164
:‘I.

Besides the XA enabled connection factory, an RDBMS based default topic and a queue are

also created.
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23.3.2 Creating XA Enabled Connection Factories
The user can create XA enabled connection factories by connecting Fiorano Studio to the
FioranoMQ server. Perform the following steps:

1. Launch Fiorano Studio and connect to the MQ server using the Fiorano Server
connection.

2. Right-click on the Connection Factories node and select the Add Connection
Factory option. The New Connection Factory Properties dialog box is displayed.

3. Provide information about parameters such as connection URL, XA Enabled, and so on
in the New Connection Factory Properties dialog box.

| Serve. . | Ex. 0 X |me| | 8 New Connection Factory Properkies

|41 [Z] = =i

E Fiarano Server Conneckior J
----- @ Connection Factarigs

: = Eeneral
B Clents R - CF |
E% Destinations Type Queus Connection Fackary
: i ------ B Queuss xf Enabled wes
...... ﬂ Topics Connection Ll htkp:fflocalhost: 1856
{E Loggers Descripkion rll
Security H Advanced Properties
% Smooper addshutdownHook, no
AllowDurableConnections VEs
AutoDispatchConnections YEs

Backup Connect URLs

23.3.3 Creating RDBMS Enabled Destinations
As explained earlier XA requires RDBMS based message storage to be enabled. The steps
below explain the procedure for creating an RDBMS enabled destination:

1. Launch Fiorano Studio and connect to the MQ server using the Fiorano Server
connection.

2. Navigate to Destinations -> Queues/Topics and click on Add Queue/Topic. The
New Queue Properties dialog box appears.

3. Edit the properties and specify the storage type as RDBMS Based Database in the
New Queue Properties dialog box.
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BN NEIRY [ New Queve Properties =
E Fiorano Server Cu:unJ : %* | EI-: %:

%% Zannection Fac
F-82 Clients = EE"_Era_I
EI%E Destinations D,EStmatIDn LELEL
display name CUELEL
’ """ (P Queues description rul
e ﬂ Topics storage kype File Based Database ﬂ

[ﬂ{% Loggers NumDeliverableMessages Filz Based Database
ety MumUndeletedMessages
% Snooper REI:I"I:atiDI'IEI'IatI'Ed
CleanupInterval &0000
Db leanupEnabled no
PersistentInMemoryBuffersize Srdz5a
MPInMemoryEUFferSize 1043576
SenderBlockingInteryal 10

Note: For details on how to create XA connection factories using Admin APIs, please refer to
23.9 Admin APIs.

23.4 Usage Scenarios of XA Transactions

23.4.1 As a Standalone Application

A standalone JMS application can use FioranoMQ‘s implementation of JMS XA APl (JMS XA SPI)
to participate in a distributed transaction. The JMS application should write the XA specific
code to run a XA transaction.

i

JMS Application

JME Code
| i

FMO Client

1
IMS XA SPI |—-| ¥AResource SPI

E FioranoMQ

L Sarver
i

Figure: A stand-alone application uses FioranoMQ XA Support

As shown in the diagram above, the JMS application should:
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e Use JMS XA interfaces (XAConnectionFactory, XAConnection, XASession) instead of
non-XA interfaces (ConnectionFactory, Connection, Session).

e Use the XAResource interface (XAResource.start() and XAResource.end() ) to
demarcate transaction boundaries.

e Explicitly commit/rollback the transaction (XAResource.commit() or XARe-
source.rollback()) as per the business logic.

e Examine the changes that need to be made to the JMS Client application that
participates in a distributed transaction.

Follow the steps describe below:

1.

Lookup ConnectionFactories and create related JMS resources.

As the implementation stack for XA-related resources is distinct from non-XA resources,
XA connectionFactories need to be created. The Admin API sections of this document
explain the creation of ConnectionFactories.

XAQueueConnectionFactory m_xaQueueConnectionFactory =

(XAQueueConnectionFactory) ic.lookup(“primaryXAQCF”);

The lookup call for these connectionFactories returns an instance of the XACon-
nectionFactory.

XAQueueConnection m_xaQueueConnection =

m_xaQueueConnectionFactory.createXAQueueConnection();
Customize all the other JMS-specific resources to either send or receive data. Note the
use of the createXAQueueConnection method. The above JMS API call results in the
creation of a XAQueueConnection with the MQServer.

XAQueueSession m_xaQueueSession = m_xaQueueConnection.createXAQueueSession();
Create an instance of XAQueueSession. All distributed transactions are associated with

a session context. Any operation performed on a session can potentially take part in a
distributed transaction.

Using XA resources and creating XID.

The next critical step involves retrieving the XAResource that identify the session context.
A uniquelD (XID) is associated with every XAResource to uniquely identify each instance
of a distributed transaction. The XID is used to recover failed transactions as well.
XAResource m_xaResource = m_xaQueueSession.getXAResource();

String branchld = "BranchID11";

String globalld = “globalld1”;

Xid m_xid = new FioranoXid(globalld,branchld.getBytes(),0);
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3. Marking the Start and the end transactions.

Mark the beginning and end of transactions. All operations performed on the session
between the start and end statements can be part of distributed transactions.

m_xaResource.start(m_xid,XAResource. TMNOFLAGS);
// Perform all operations on the associated Session

m_xaResource.end(m_xid,XAResource. TMSUCCESS);

4. Completing the transaction
int typeO= m_xaResource.prepare(m_xid);
m_xaResource.commit(m_xid,false);

These APIs are typically used by the Transaction Co-ordinator that manages the
transaction across XA Resources. The commit or rollback call completes the transaction.
Where applications control distributed transactions, the APIs are used directly by the
applications.

Users are strongly urged to use the JTA specification and read up literature on distributed
transactions in order to understand the implementation and usage of the JTA APIs. This
section only illustrates the use of JMS APIs for a client application that needs to use
distributed transactions. Please view the distributed transaction samples, which are
available with the installation package, for more details.

Normally, a stand-alone application takes part in a distributed transaction when a single
server is involved in the transaction. Where more than one server (or different parties) are
involved in the distributed transaction, the application must use a third-party external
Transaction Manager to co-ordinate the transaction.

23.5 Using FioranoXA with a Pluggable Transaction Manager

In a true distributed transaction, one needs a manager that manages the state of the
transaction as it proceeds. With FioranoMQ, any transaction manager that implements the JTA
specifications can be used.

e A JMS application uses a Transaction Manager to manage the resources taking part in
the transaction.The steps listed below need to be followed to execute a transaction:

o Acquire the resource providers that take part in the XA transaction. The JMS
application gets the resource objects and the XAResource object that takes
part in the transaction. For FioranoMQ, it can get the resource object from the
XASession object. (XAConnectionFactory-=XAConnection->XASession-
=>XAResource)

0 Acquire a new transaction object from the Transaction Manager.

0 Enlist the resources in the transaction object. The Transaction Manager
internally starts the resources to mark the beginning of the distributed
transaction.
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o Perform zero or more operations with the various resources. The operations
performed constitute the work done in the transaction.

o De-list the resources to mark the end of the transaction.

o Commits/Rollbacks the transaction.

JMSE Clinnk Applioation

JME Code +— Trangsacion Manager
i \ -

FMO | Cliant
J

IMS XA SPI |—- XAResource SPI

\

Figure: FioranoMQ XA SPI with an external Transaction ManagerFioranoMQ XA support
can be used with all available JTA compliant transaction managers. FioranoMQ XA has been
successfully integrated with various Transaction Managers by Oracle, oc4j, Orion, and Borland
(Visitrans Transaction Manager).

E FioranoMQ

L Sarver
-

In case you are using a different transaction manager, please contact support@fiorano.com for
step-by-step integration instructions.

The following sections explain how to use Orion Transaction Manager and Borland Transaction
Manager to manage FioranoXA transactions.

23.6 Using Fiorano XA with the Oc4j Transaction Manager

Using Fiorano XA with the Oc4j Transaction Manager is explained in this section with the help
of an example. In this example, a session bean is used with oc4j transaction manager and the
oracle 9i application server. The bean client invokes the transact() method of the bean being
executed in the oc4j application server.

The work done in this distributed transaction includes:
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Messages are pushed on a Queue residing on the FioranoMQ server.
Messages are inserted into a table in the Cloudscape database.
The tasks above are performed in the same distributed transaction.

The transaction manager manages the transaction and ensures that both the
processes are completed successfully.

Clicking the link and unzipping the file TestBean.zip. This zip file contains all the class
files of the samples discussed in this guide.

To run the above bean sample with the Orion application server, follow the instructions given

below:

For more information on how to configure FioranoMQ with the cloudscape database, please
refer to Chapter 6: Configuring Message Store.

1.

2
3.
4

10.

Install the oracle application server:
Install JDeveloper or the oc4j Application server.
Configure the Cloudscape database. Configure the orion application server

Replace server.xml in %JDEVELOPER%6\j2ee\home\config directory with
%UNZIP_DIR%\server.xml. If the server.xml file has applications deployed, add the
tag:

<application name="FMQ samples" path="../demo/fmq"/>

Copy the cloudscape libraries, cloudscape.jar and cloudview4O0.jar in
%JDEVELOPER%0\j2ee\home\lib directory.

Copy classes12.zip in %JDEVELOPER%\j2ee\home\lib and %JDEVEL-
OPER%\j2ee\home directory.

Add the files <Fiorano_install_dir=\fmaq\lib\client\al\\fmqg-client.jar to the oc4j.jar
file, found in %JDEVELOPER%\j2ee\home directory.

On a Windows platform, this is usually equivalent to \Program Files\Fiorano\FMQ. Here
the JDEVELOPER variable represents the base directory of the Orion Application
server.

Extract the Bean Sample. Unzip the file fmq.zip, found in %UNZIP_DIR% where the
file TestBean.zip in the /demo directory of OC4J_HOME directory is to be unzipped as
well. This creates a folder fmq in /demo dir.

Deploy the Bean Sample. Restart OC4J using java -jar oc4j.jar. OC4J deploys the new
application called FioranoMQ Samples and the bean TestdmsXa with it. The following
output is observed if the bean is deployed successfully:

Auto-deploying FMQ samples (Assembly had been updated)...
Auto-deploying test (Class 'TestimsXaRemote' had been updated)... done.

Run the Bean Sample. Run the EJB client using run-client TestimsXaClient. (This
client can be found in jdeveloper\j2ee\home\demo\fmq\test.) Ensure that theoc4j.jar,
jass.jar and ejb.jar files are in the classpath before running the client.

Examine the details of the bean as well as its client to see how the distributed transaction
involving the transaction manager work.
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1. Lookup of the Home Interface and invoking methods of EJB.

The reference to the home interface of the deployed bean can be accessed through the
JNDI lookup calls. The lookup of the bean returns the home interface of the deployed
bean. A remote interface is created from the home interface.

homelnterface = (TestiImsXaHome) ctx.lookup("java:comp/env/TestimsXa");

remotelnterface = = homelnterface.create();

The various methods of the bean can be invoked through its remote interface. The
transact method, which performs all the steps required for running the distributed
transaction in the test bean, can be invoked using:
remotelnterface.transact();

2. Transaction Reference

In implementating the transact method, reference to the transaction object can be
obtained through the bean context. This transaction object is used to define the
transaction boundaries.

transactionManager = (TransactionManager) ctx.getUserTransaction();
transactionManager.begin();

transaction = transactionManager.getTransaction();
3. Enlisting a Transaction

Resources should be enlisted within the transaction to inform the transaction about their
participation. Reference to the resources can be acquired through the application server or
directly from the resource provider. Please check the section ‘To run as Standalone
application’ to obtain the XA resource from the resource provider.
transaction.enlistResource(xaresource);

4. Begin Transaction
Begin the transaction after enlisting the participating resources. All the work done after
starting the transaction is associated with the transaction. One example of such work
could be publishing a message on a queue.
transaction.begin();

5. Delisting Transaction

After performing the task in the transaction, the resources should be removed from the
transaction. Delisting the resources informs the transaction that any work performed after
delisting should not be made part of the transaction.

{

transaction.delistResource(xaresource,XAResource. TMSUCCESS);

The parameter, XAResource.SUCCESS indicates that the transaction has ended
successfully. If an exception occurs while a task is being performed, the application can
remove the resource with XAResource.FAIL.
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6. Committing Transaction

Committing a transaction commits the work performed by all the participating resources.
The transaction is committed by a two-phase commit protocol:

{

transactionn.commit() ;

23.7 Using FioranoXA with the Borland Transaction Manager

FioranoMQ can be used to run the distributed transaction in which the Borland Transaction
manager is the co-ordinator. Consider a scenario where an enterprise application takes part in
a distributed transaction in which it receives a message from a JMS queue and inserts that

message in the cloudscape database. The implementation of this scenario can be downloaded
from the fiorano_borland.zip link.

23.7.1 Sample Details

Unzip the file sample downloaded from fiorano_borland.zip. This file contains all the necessary
files required to run the sample.

CreateCloudScapeDB.java - This file creates the database on the cloudscape database.
TestXaCloudScapeSampleWithTM.java - This file runs the distributed transaction in which
messages received from a queue are inserted into the cloudscape database tables.
23.7.2 Integrate Fiorano with Borland Enterprise server

Integrate the Borland Application server with FioranoMQ using the instructions present in
Chapter 27 Application Server Integration.

23.7.3 Configure Classpath

1. Configure the classpath by adding the following Borland related files to the run-
client.bat (run-client.sh on UNIX Systems ) file, which is available in the fmqg/bin/
directory of the FioranoMQ installation package. The files asrt.jar, vbjorb.jar, Im.jar,
vbsec.jar, xmlirt.jar, jsse.jar, jaas.jar, jcert.jar, jnet.jar, vbejb.jar are available in the
library directory of the Borland installation. The sample run-client.bat (run-client.sh)
can be downloaded as well.

2. Modify the FMQ_DIR variable and BORLAND_DIR variable within the script before
using it. Add the cloudscape related files to the classpath.

cloudview40.jar, cloudscape.jar.
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3. Modify the CLOUDSCAPE_DIR in the downloaded script file.
Database Creation:
Create two instances of cloudscape databases using run-client COM.CloudScape.tools.cview

Create tables in the database using the sample CreateCloudscapeDB available from the
downloaded zip file.

Usage:

run-client CreateCloudScapeDB <databasepath>
<databasepath> represents the path of the cloudscape database.
Run the distributed transaction:

Run the distributed transaction using the sample TestXaCloudScapeSample with TM available
in the downloaded zip file.

Usage:

run-client TestXaCloudScapeSampleWithTM [host-no] [port-no] [num-of-msgs] [xaqcf-name]
[queue-name]

Given below is a description of the command line parameters:

<host-no> This parameter specifies the machine name or IP address on which the FioranoMQ
server is running.

<port-no> This parameter specifies the port number of the machine on which the FioranoMQ
server is running.

<num-of-messages> This parameter specifies the number of messages that should be
received from the queue and inserted into the cloudscape database in a distributed

transaction.

<xagcf-name> This parameter specifies the name of the XA enabled queue connection
factory.

<gueue-name=> This parameter specifies the name of the queue from which messages should
start.

Example:

run-client TestXaCloudScapeSampleWithTM localhost 1856 10 primaryXAQCF
primaryRDBMSQueue

Sample Details

Details of the sample are examined to see how the distributed transaction works with the
Borland transaction manager.
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e Transaction Reference

This is the reference to the transaction object. This reference is provided to the application
by the transaction co-ordinator. Here, the transaction co-ordinator is the Borland
Transaction Manager, which provides the application with a transaction object.

transactionManager = TransactionManager.getTransactionManagerlmpl();
transactionManager.begin();

transaction = transactionManager.getTransaction();

e Enlisting Transaction
The resources should be enlisted within the transaction to inform the transaction about
their participation. Reference to the resources is provided by the resource provider.
transaction.enlistResource(xaresource);

e Begin Transaction
Begin the transaction after enlisting the participating resources. All the work done after
starting the transaction is associated with the transaction. An example of work done is the
publishing of a message on a queue.
transaction.begin();

e Delisting Transaction

After performing the task allocated within the transaction, the resources should be
removed from the transaction. Removing the resources inform the transaction indicates
that any work performed after this transaction should not be made part of the transaction.

{

transactionn.delistResource(xaresource,XAResource. TMSUCCESS);

The parameter, XAResource. SUCCESS indicates that the transaction has ended
successfully. If an exception occurs while performing a task, the application can remove
the resource with XAResource.FAIL.

¢ Committing Transaction

Committing a transaction commits the work performed by all the participating resources.
Commit is performed by a two-phase commit protocol.

{

transactionn.commit() ;

23.8 Transactions with J2EE

The following section provides the information required to integrate and run UserTransactions
using Oracle 9i and Weblogic 7.0 Application servers.

23.8.1 Integrating with WebLogic 7.0 Application Server
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1. Execute the following steps to integrate Fiorano’s XAResource with the Weblogic 7.0
Application server:

2. Extract the files present in weblogic_fiorano.zip to a separate folder (UNZIP_DIR). This
folder contains all the files required to perform the steps listed below:

3. Install Weblogic Platform 7.0.1.0
4. Copy “9%FMQ_DIR%\lib\client\all\fmg-client.jar” to “%WL_HOME%b\server\lib”.

Include the file, %6UNZIP_DIR%\fiorano.zip,%WL_HOME%\server\lib\fmqg-client.jar in
the classpath of %WL_HOME%\samples\server\config\examples\setExamplesEnv.cmd
and %WL_HOME%\server\bin\startWLS. This fiorano.zip file contains the wrapper
classes used for the interception of calls made by the application server.

6. Navigate to the folder %WL_HOME%\samples\server\src\examples\ejb20\message
and copy the files MessageTraderBean.java, Client.java, ejb-jar.xml and weblogic-ejb-
jar.xml extracted from the file Weblogiclntegration.zip, which can be found in
%UNZIP_DIR%.

7. Run %WL_HOME%\samples\server\config\examples\setExampleseEnv.cmd on the DOS
prompt. This provides the environment required for running the sample.

8. Navigate to the folder %WL_HOME%\samples\server\src\examples\ejb20\message
using the aforementioned DOS prompt and execute the file build.cmd present in the
zip file Weblogiclntegration.zip, which can be found in %UNZIP_DIR%. This compiles
the file Client.java and adds it to the folder
%WL_HOME%\samples\server\stage\examples\clientclasses\
examples\ejb20\message since the package of Client.java is examples.ejb23.message.
In addition this rebuilds ejb20_message.jar and adds it to the folder
%WL_HOME%\samples\server\config\examples\applications.

9. Include the FioranoWeblogicMapper in the weblogic startup.

The FioranoWeblogicMapper class maps the JNDI objects in the FioranoMQ name space
(XA enabled connectionfactories, XA enabled Queues, and XA enabled Topics) and
binds them to objects in the Weblogic JNDI. These objects can be looked up using
Weblogic's InitialContext in the following manner:

Ictx.lookup(“fiorano_wI_PRIMARYXAQCF") etc..
The FioranoWeblogicMapper maps the FioranoMQ administered objects to the Weblogic

Naming tree in a manner that allows primaryXAQCF in FioranoMQ’s JNDI to be mapped
onto fiorano_wl_PrimaryXAQCF in Weblogic’s JNDI.
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10. Copy the attached FioranoWeblogicMapper.zip to the classpath set in the
startExamplesServer (or startWLS.cmd) file.

11. Open the Weblogic adminConsole. Select deployments\startup and shutdown.

12. Select configure a new Startup class. Under the configuration tab, specify the
following:

a. Name FioranoWeblogicMapper

b. ClassName FioranoWeblogicMapper
c. Deployment order O

d. Arguments None

13. Start the FioranoMQ server (with XA enabled). Navigate to the folder
%WL_HOME%\server\bin and start the Oracle Weblogic Application server by
executing the batch file:

startwLS.cmd

The bean is deployed on the Oracle Weblogic Application server. It is a message driven
bean listening on primaryTopic.

14. Use a normal publisher (run-client Publisher) to publish a message on a primaryTopic.
The onMessage of the bean is invoked, which in turn calls the transact() method of the
MDB.
transact() method performs the following steps:

Looks up XA Queue Connection Factory.

a.
b. Starts the usertransaction.

1

Sends a message on the primaryRDBMSQueue.
d. Commits the userTransaction.

Note: A receiver on primaryRDBMSTopic receives the message only when the
usertransaction is committed. (Similar tests can be performed for ut.rollback() and other
methods.)

15. Add fiorano.zip to the classpath of build.cmd.

16. To compile the samples, execute: run build.cmd
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23.8.2 Integrating with Oracle 9i Application Server

Perform the following steps to integrate Fiorano’s XAResource with the Oracle 9i Application
server:

1. Unzip the orion_fiorano.zip file, which contains the files required to run the sample
discussed in this section.

2. Unzip and add classes to fmq-client.jar found in the %FMQ_HOME%\fmqg\lib\client\all
directory to the ORACLE_HOME\j2ee\home\oc4j.jar file.

3. Replace server.xml located in OC4J_HOME\config with the one found in
orion_fiorano.zip file. If your server.xml file has any applications deployed add the tag
below to the application-server tag of server.xml, instead of replacing the file.

<application name="FMQ samples" path="../demo/fmq"/>

4. Unzip the file fmg_bean.zip (also found in the orion_fiorano.zip file mentioned above),
located in the /demo directory of OC4J_HOME directory. This creates a folder called
fmq in the /demo dir with the java and class files TestimsXaClient, TestimsXa.java,
TestimsXaRemote.java, and TestImsXaHome.

5. Change the ORACLE database ConnectionParameters (URL, username, password) in
the file TestimsXa.java in keeping with the Oracle installation and recompile the file.
The files ejb.jar, jaas.jar, and oc4j.jar must be in the classpath when compiling and
running the files.

6. Replace the file CMTQueueSession.class with the attached CMTQueueSession.class in
the oc4j.jar file. Extract the CMTQueueSession.class file from orion_fiorano.zip file.
Make sure that the package structure of this file remains intact while replacing the
class in the oc4j.jar file. (The package is
com.evermind.server.jms.CMTQueueSession.class).

7. Start OC4J. OC4J deploys the application called FioranoMQ Samples and the bean
TestdmsXa with it. If the bean is deployed successfully the output should be:

Auto-deploying FMQ samples (Assembly had been updated)...

Auto-deploying test (Class 'TestimsXaRemote' had been updated)...

8. Start the FioranoMQ server and a JMS QueueReceiver that is receiving messages on
primary RDBMSQueue.

9. Run the client to the bean, TestimsXaClient (run_oracle TestimsXaClient). In the
client, the map() method of the bean is called and this maps the FioranoMQ XA
enabled connectionfactories to the oracle9i JNDI.

10. The client invokes the transact method in which a UserTransaction object is received.
The UserTransaction is started, after which a message is sent to the FioranoMQ
primaryRDBMSQueue. Following this message the user transaction is committed. The
QueueReceiver receives the message only when the usertransaction is committed.
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23.9 Admin APIs

FioranoMQ provides a comprehensive set of administration APIs that allow the enterprise
administrator to manage a number of facilities such as Distributed Transactions, Topics,
Queues, and XA ConnectionFactories.

All Admin requests are serviced by the MQ Server listening on a dedicated Admin port (default
is 1856). The admin port can be configured through ConnectionManager.xml.

All Administered Object names are case-insensitive. Complete samples that illustrate the use
of Admin APIs to create, manage and delete XA resources are available in the
/fmqg/samples/DistributedTransactions directory within the FioranoMQ installation package.

XA Connection Factories

XAConnectionFactory object is a JTS support supplied by every JMS provider to create
XAConnection objects.

XAConnectionFactory objects are JMS administered objects similar to ConnectionFactory
objects. They can be looked up using the Java Naming and Directory Interface (JNDI) API.

23.9.1 Creating XA Connection Factories

XA connection factories can be created using FioranoMQ’s Admin API. The procedure for
creating a XA connection factory is given below:

1.

Look up an admin connection factory. For example, look up the primaryACF thatis
created by default.

Create an admin connection using the admin connection factory.
Get the admin service from the admin connection.

Create the XA Connection factory metadata. The possible options are XAQue-
ueConnectionFactoryMetaData, XATopicConnectionFactoryMetaData and
UnifiedXAConnectionFactoryMetaData.

Set the name of the factory.
Set a brief description of the factory. (This step is optional.)

Set the connect URL of this factory. Connect URL is the URL of the server to which a
connection is created.

Set the semi colon separated backup URLs. Backup URLs are the URLs to which a
connection is created if the connect URL is down.

Note: For details, refer to the section, 29.2 N Failover URL Support.
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23.9.2 Creating a XA Queue Connection Factory

This section explains the creation of XAQueue Connection factories:
1. Creating the Admin Service

MQ Admin Service creates new connection factories on the FioranoMQ server. The
instance of admin service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");

ac = acf.createMQAdminConnection ("admin”, "passwd");

adminService = ac.getMQAdminService();
2. XAQueueConnectionFactory Metadata

Create an XAQueueConnection factory metadata, specifying the name, description and
the primary connection URL.

xametaData = new XAQueueConnectionFactoryMetaData();
xametaData.setName(“myXAQCF”);
xametaData.setDescription ("XA Queue Connection Factory™);

xametaData.setConnectURL ("http://localhost:1856");
3. Create XAQueueConnectionFactory

Create the XAQueue connection factory using the adminService and the connection
factory metadata.

adminService.createXAQueueConnectionFactory (xametaData);

23.9.3 Creating a XA Topic Connection Factory

This section explains the creation of XATopic connection factories:
1. Creating the Admin Service

MQ Admin Service creates new connection factories on the FioranoMQ server. The
instance of admin service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
ac = acf.createMQAdminConnection ("admin", "passwd");
adminService = ac.getMQAdminService();

2. XATopicConnectionFactory Metadata

Create a XATopicConnection factory metadata, specifying the name, description,
primary connection URL.

xametaData = new XATopicConnectionFactoryMetaData();

xametaData.setName (“myXATCF”);
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xametaData.setDescription (XA Topic Connection Factory");
xametaData.setConnectURL ("http://localhost:1856");

3. Create XATopicConnectionFactory
Create the XATopicConnection factory using the adminService and the connection

factory metadata.

adminService.createXATopicConnectionFactory (xametaData);

23.9.4 Creating a Unified XA Connection Factory

This section explains the creation of the Unified XA connection factories:
1. Creation of Admin Service

MQ Admin Service creates new connection factories on the FioranoMQ server. The
instance of admin service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
ac = acf.createMQAdminConnection ("admin", "passwd");
adminService = ac.getMQAdminService();

2. UnifiedXAConnectionFactory Metadata

Create a UnifiedXAConnection factory metadata, specifying the name, description and
the primary connection URL.

xametadata = new UnifiedXAConnectionFactoryMetaData();
xametadata.setName ("myXAcf");
xametadata.setDescription (XA Unified Connection Factory™);
xametadata.setConnectURL ("http://localhost:1856");

3. Create UnifiedXAConnectionFactory

Create the UnifiedXaConnection factory using the adminService and the connection
factory metadata.

adminService.createXAConnectionFactory (xametadata);
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23.9.5 Deleting XA Connection Factories

The procedure for deleting a XA connection factory is:

1. Look up an admin connection factory. For example, look up the primaryACF that is
created by default.

2. Create an admin connection using the admin connection factory.
Get the adminservice from the admin connection.

4. Delete the XA connection factory using the admin service.

23.9.6 Deleting a XA Queue Connection Factory

This section explains the deletion of the XA Queue connection factories:
1. Creating the Admin Service

MQ admin service deletes new connection factories on the FioranoMQ server. The
instance of admin service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
ac = acf.createMQAdminConnection ("admin”, "passwd");
adminService = ac.getMQAdminService();
2. Delete XAQueue Connection Factory
Delete the XAQueue connection factory using the admin service and the connection

factory name.

adminService.deleteXAQueueConnectionFactory (“myxaqcf”);

23.9.7 Deleting a XA Topic Connection Factory

This section explains the deletion of the XA Topic connection factories:
1. Creating the Admin Service

MQ admin service deletes new connection factories on the FioranoMQ server. The
instance of admin service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
ac = acf.createMQAdminConnection ("admin", "passwd");
adminService = ac.getMQAdminService();

2. Delete the XA Topic Connection Factory

Delete the XATopic connection factory using the admin service and the connection
factory name.

adminService.deleteXATopicConnectionFactory (“myxatcf”);
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23.9.8 Deleting a Unified XA Connection Factory

This section explains how to delete the Unified XA connection factories:
1. Creating the Admin Service

MQ admin service deletes new connection factories on the FioranoMQ server. The
instance of admin service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
ac = acf.createMQAdminConnection ("admin", "passwd");
adminService = ac.getMQAdminService();

2. Delete UnifiedXA Connection Factory

Delete the unified XA connection factory using the admin service and the connection
factory name.

adminService.deleteXAConnectionFactory (“myxacf”);

A destination object is a JMS administered object containing configuration information
that is created by an administrator and later used by JMS clients. JMS clients can find
destinations by looking them up in a JNDI namespace.

23.10 Destinations

In FioranoMQ 6.1 beta upwards, storage type has been introduced in the destinations.
Storage types define the type of storage that should be used to store destinations. The
possible storage types are file-based and RDBMS based stores. By default, the storage type is
file based.

// For File Based destination

metadatal.setStorageType(IFioranoConstants.FILE_ BASED_DATABASE);

// For RDBMS based destination
metadatal.setStorageType(IFioranoConstants.RDBMS_BASED_DATABASE);

If a destination is file based, then all the persistent messages that are sent on this destination
are stored in files. If a destination is RDBMS based, then all the persistent messages are
stored in RDBMS.

Storage type is specified at the time of creating a destination.

Below are the steps to create a destination using storage type:
1. Look up an admin connection factory.

Create an Admin connection.
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Obtain the Admin Service from the Admin connection.
Create a new metadata. It can be either QueueMetaData or TopicMetaData.
Set the name of the destination.

Set the storage type of the destination.

°o g M w N

Create the destination using the admin service.

23.11 Queues

This section explains the creation of Queue objects:
1. Creating the Admin Service

MQ admin service creates queues on the FioranoMQ server. The instance of admin
service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
ac = acf.createMQAdminConnection ("admin", "passwd");
adminService = ac.getMQAdminService();

2. Queue Metadata

Create a queue metadata, specifying the name, description and the storage type. The
storage type of the destination can be RDBMS_BASED_DATABASE or
FILE_BASED_ DATABASE

QueueMetaData metadata = new QueueMetaData ();
metadata.setName (“myqueue”);
// For RDBMS based storage type
metadata.setStorageType(IFioranoConstants.RDBMS_BASED_DATABASE);
or
// For File based storage type
metadata.setStorageType(IFioranoConstants.FILE_ BASED_DATABASE);

3. Create the Queue
Create the Queue object using the adminService and the queue metadata.

adminService.createQueue (metadata);
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23.12 Topics

This section explains the creation of Topic objects:
1. Creating the Admin Service

MQ Admin Service creates topics on the FioranoMQ server. The instance of admin
service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
ac = acf.createMQAdminConnection ("admin", "passwd");
adminService = ac.getMQAdminService();

2. Topic Metadata

Create a Topic metadata, specifying the name, description and the storage type. The
storage type of the destination can be RDBMS_BASED_DATABASE or
FILE_BASED_ DATABASE

TopicMetaData metadata = new TopicMetaData ();
metadata.setName (“mytopic”);
// For RDBMS based storage type
metadata.setStorageType(IFioranoConstants.RDBMS_BASED_DATABASE);
or
// For file based storage type
metadata.setStorageType(IFioranoConstants.FILE_ BASED_ DATABASE);

3. Create the Topic
Create the Topic object using the adminService and the topic metadata.

adminService.createTopic(metadata);
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23.13 Transactions

The Transaction interface allows operations to be performed against the transaction in the
target Transaction object. A Transaction object is created corresponding to each global
transaction creation in which one or more resources participate. In FioranoMQ, the resource
(javax.transaction.xa.XAResource object) is available which participates in distributed trans-
actions. Refer to JTA specification for more details on XAResource object.

FioranoMQ provides the following admin APIs related to distributed transactions:

Get All Transactions Returns an enumeration of XIDs with the given status.

Get Transaction status Returns the status of the transaction specified with the XID.

23.13.1 Get All Transactions

This function returns the enumeration of all the XIDs with a given status. The status of a
transaction can be started, ended, suspended or prepared.

// Status is equal to start
fiorano.jms.services.IFioranoConstants.START;

// Status is equal to end

fiorano.jms.services. IFioranoConstants.END;

// Status is equal to suspend
fiorano.jms.services.IFioranoConstants.SUSPEND;
// Status is equal to prepared
fiorano.jms.services.IFioranoConstants.PREPARED;

Below are the instructions to return all the transactions with a ‘given’ status running on the
FioranoMQ server.
1. Look up an admin Connection Factory
Create an admin connection

2.
3. Obtain the admin service from the admin connection
4.

Retrieve all the transactions with a given status

This section explains how to retrieve the list of transactions that have started :

1. Creating the Admin Service

MQ Admin Service retrieves the list of transactions from the FioranoMQ server. The
instance of admin service can be obtained from the admin connection.

acf = (MQAdminConnectionFactory) ic.lookup (“primaryACF");
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ac = acf.createMQAdminConnection ("admin", "passwd");

adminService = ac.getMQAdminService();

2. Transaction List

Alist of the transactions, given their status, can be retrieved from the admin service. To
retrieve a list of transactions that have started, the code snippet given below is to be
used. This returns all transactions currently present in the MQ server started in the given

State

Enumeration enum = adminService.getAllTransactions(IFioranoConstants.START);

3. Retrieve Transactions

Individual transactions or XIDs can be retrieved from a list of transactions using the
code below:

while (enum.hasMoreElements())

{

Xid xid = (Xid) enum.nextElement();
globaltrxld = xid.getGlobalTransactionld();
branchld = xid.getBranchQualifier();
formatld = xid.getFormatld();

}

This function returns the status of a transaction, which is specified with a XID. The
returned status can be started, ended, suspended or prepared.

23.13.2 Get Transaction Status

// Status is equal to start
fiorano.jms.services.IFioranoConstants.START;

// Status is equal to end
fiorano.jms.services.IFioranoConstants.END;

// Status is equal to suspend

fiorano.jms.services. IFioranoConstants. SUSPEND;
// Status is equal to prepared
fiorano.jms.services.IFioranoConstants.PREPARED;

Below are the instructions to retrieve the status of a given transaction:
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Look up an admin connection factory.
Create an admin connection.
Obtain the admin service from the admin Connection.

Retrieve the status of a given transaction.

This section explains how to obtain the status of a given transaction:

1.

Creating the Admin Service

MQ Admin Service obtains the status of a given transaction from the FioranoMQ
server. The instance of admin service can be retrieved from the admin connection.

a. acf = (MQAdminConnectionFactory) ic.lookup ("primaryACF");
b. ac = acf.createMQAdminConnection ("admin", "passwd");

c. adminService = ac.getMQAdminService();

Retrieve Transaction Status

The status of a given transaction, specified by XID, can be retrieved using the admin
service object.

byte status = adminService.getTransactionStatus(xid);
Possible options for the status byte:

a. IFioranoConstants.START - specifies that the transaction is in the started
state.

b. IFioranoConstants.END - specifies that the transaction is in the ended state.
c. IFioranoConstants.SUSPEND - specifies that the transaction suspended state.

d. IFioranoConstants.PREPARED - specifies that the transaction is in the prepared
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Chapter 24: JMX Notification

24.1 JMX Notifications generated by the server

The table below shows a list of Mbeans that generate JMX Notifications along with the
conditions in which these notifications are generated.

Notification Condition

MBean’s Object Name

Pubsub Notifications

Topic Creation and Deletion

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=TopicEventManager

Opening, Closing and Setting of client ID
on a Topic Connection

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=TopicConnectionEventManager

Creation and Deletion of Topic Connection
Factory

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=TCFEventManager

Opening and Closing of a Topic Subscriber

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=SubscriberEventManager

Opening and Closing of a Topic Publisher

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=PublishEventManager

Ptp Notifications

Opening and Closing of a Queue Sender

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=SenderEventManager

Opening and Closing of a Queue Receiver

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=ReceiverEventManager

Queue Creation and Deletion

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=QueueEventManager

Opening, Closing and setting of client ID
on a Queue Connection

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=QueueConnectionEventManager

Creation and Deletion of a Queue
Connection Factory

Number of messages in a queue exceeding
the threshold defined at queue level

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=QCFEventManager

Fiorano.jmx.notifications:ServiceType=EventManager,N
ame=QueueEventManager
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24.2 Enabling/Disabling Notifications

By default all events are enabled. However, it is possible to turn on or off selective events in
the server.

The server requires an instance of EventManager (which Is an implementation of
NotificationBroadCaster) for each type of event. These event managers are passed to
QueuingSubSystem and TopicSubSystem as dependencies. If an Event Manager dependency is
left unresolved the event corresponding to that dependency is turned off.
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The figure above shows all dependencies of Queuing Sub System in FioranoMQ. To turn off
Queue Events set QueueEventManager to null. Similarly, to turn off Topic Connection Events
set TCFEventManager to null, as shown in the figure below.
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24.3 Notification Classes

The FioranoMQ Server, when generating an event, creates an instance of a class depending on
the event being generated. The FioranoMQ Server then inserts the required information within
this instance raises the event. The diagram below shows various Notification classes and the
relationships between them.

The diagram, below, shows the event ID (in blue) set by the server when generating the
event. This ID can be used by any application to specify a filter when receiving events.
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javax.management.Notification

com.fiorano.fw.events.FioranoEvent

JMSEvent

JMSTopicEvent

JMSDestinationEvent

JMSQueueEvent

JMSQueuelLimitReachedEvent

JMSConnectionEvent JMSTopicConnectionEvent

JMSQueueConnectionEvent

JMSConnectionldEvent

JMSConnectionFactoryEvent JMSTopicConnectionFactoryEvent

JMSTopicPublisherEvent .
JMSQueueConnectionFactoryEvent

JMSTopicSubscriberEvent

JMSQueueSenderEvent

JMSQueueReceiverEvent
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Chapter 25: Online Configuration
Through Studio

The Admin Studio allows the user to manage instances of the FioranoMQ Server while it is
running. This mode of editing the configuration is called Online Configuration. This section
of the document provides details of online configuration using the Admin Studio.

25.1 Connecting to the FioranoMQ Server

25.1.1 Over Default Configuration
The steps to be taken for default configuration are given below:
1. To establish a connection, select the FMQ node (marked ‘1’ in the figure below).
Specify the ConnectorPort and Provider URL and or other parameters in the

Properties of FMQ panel.

2. Right-click FMQ and select Login from the pop-up menu. This will create a connection
to the server.

E Fiorano Studio

i File Edit Miew Mavigate Tools Window Help
aRaliyagnc s iadl
‘Server Euplurerr x| : Properties of FMQ x|

] Servers
i 3 [ d— |

L@ P Login

Mame FMQ

Copy © FMQ Connections
Create Admin Conn... yes
Create JMx Connec.., yes
B INE | Context

Delets

Provider http:/{localhost: 1856
Security Principal admin
Security Credentials st

ACF PRIMARYACF

TCF PRIMARYTCF
QCF PRIMARYQCF
& Authentication
User adin
ot

Passwar

RMI
=R
Initial Context Fact... com.sun.jndi.rmiregist...
ConnectorHost localhost
ConnectarPort 1858
Security Principal admin

Securiby Credentials st

FMQ
Mo description available.

Moff 13 |

On successful login, an explorer window is displayed. This window displays all manageable
components that are part of the FioranoMQ server.

Chapter 25: Online Configuration Through Studio Page 281



FioranoMQ 9 Handbook

25.1.2 Over HTTP Protocol

1. Specify connection properties described in section 25.1.1 Over Default Configuration .

2. Change the TransportProtocol property to HTTP that is provided as part of the JNDI

Initial Context (as shown in the figure below).
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Security Credentials Hekloleh

Security Authentication
Security Protocol

Cbiect Factories rull
State Factories null
URL Package Prefixes rull
Authorit ative o
Batch Size null
Referral

Connect URL rll
Backup Connect URLs rull
Disable Ping no

AllowDurableConnections o
EnablefutoRevalidation  no
DurableConnectionsBase. . null
CompressionManager

TransportProbocal g v

SecurityManaoer |TCP i
TransportProtocol ,__
|Protocol used for communicati

MofaM | | T

3. Connect to the server by selecting the Login option displayed by right-clicking the menu.

On successful login, an explorer windowis displayed. This window displays all manageable
components that are part of the FioranoMQ server in a tree format.

25.2 Working with Connection Factories

25.2.1 Adding a Connection Factory

To add a new connection factory, follow the steps given below:

1. Connect to the server as described in section 25.1.1 Over Default Configuration .

2. Select the Connection Factories node from the Server Explorer.
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3. Right-click and select Add Connection Factory from the pop-up menu.

& Fiorano Studio

i Fle Edt View Navigste Tock Window Help
iy apac Riadofindl
Server [:Profte.. [(Emp 4 | [E P90 X] - L -/\=| ‘Properties of Comection Fa.. & X
iy — _e-u-2- @ ~E EvE = =R
B3 Clents Refresh FS bies | uaEnsbled | Connectionurd |  Descripion | Autol
-G Destinations || MMWE o hitp:[f192.168.1.1... TopicConnectio.., yes |
# (B Loggers no hetp:ff192.168.1.1... TopicConnectio.., yes [
w09y security = no Hetp:ff192.168.1.1... LPC TopkConne.,. yes
BB soocper Copy o hetp:fT192.168.1.1... LBC QueusCon.., yes
Eae no hitp:ff192.168,1.1... QueveConnecti.., yes
L] http:fr192.168.1.1... QuensConnact... yes
no http:ff192. 168, 1.1.., QuevaConnact.., yes
ne hetp:ff192.168.1.1,,. AdminConnectia,,. yes
SR PRIMARYLCF no Metp:ff192.168.1.1... LPC UndfisdCan... yes
ERPRIMARYCF ne hetp:ff192.168.1.1... UnifisdConnecti... yes
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4. The New Connection Factory Properties dialog box is displayed. Configure these
properties in accordance with the requirements of the application.

[& New Connection Factory Properties

|41 [ =i =
Marme CONMECTIOMNFACTORY] .
Tvpe Queue Connection Fackary
%A Enabled no
Conneckion Url htkp:
Descripkion rull
Aukn Update no
AddshutdownHook, no
AllowDurableConnections WES
AukoDispatchConnections YES
Backup Connect URLs
BatchTimeoutInteryval 1000
BatchingEnabled WES
ClientProsy JRL rull
Compressionianager rull
Connection Clienk I0 rudll
CreakelocalSocket no
Disable Ping no
DisablesendingCSPStoredMessages no
DurableConnectionReconnectinteryal 1000
DurableConnectionsBaselir rudll
EnableAutoRevalidation WES
EnableLM3 WES
HTTPProevIRL rull hd
Mo description available.
I (04 l [ Cancel ]

5. Click the OK button and a new Connection Factory with the specified name is created.

25.2.2 Deleting a Connection Factory
Unwanted connection factories can be deleted by executing the steps below:
1. Select the Connection Factories node from the Server Explorer.
2. Select the Connection Factory name and right-click the mouse to select Delete from

the pop-up menu. A Confirm Object Deletion dialog box is displayed. Click the Yes
button in this dialog box.
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25.3 Working with Durable Subscriptions

The Durable Subscriptions node displays the list of client IDs (of the Durable Subscribers)
that exist on the server. The FioranoMQ Administrator can unsubscribe or delete all pending
messages of an inactive durable subscriber through this node.

25.3.1 Viewing Durable Subscriptions

1. The Client node in the profile tree corresponds to the Durable Subscribers. It lists the
offline and the online Client IDs on which the Durable Subscription currently running.

2. To view the Durable Subscribers, run the sample PubSub/ DurableSubscribers and
refresh the Client node. This displays the list of clients as shown in the figure below.

On selecting Clients, the properties pane displayswhether the client is Active or
Inactive.

& Fiorano Studio E|@| El

i Fle Edt View w Tocks  Window Help
iy 3 CRiad o jindj
Server.. Profile. | Eap.. @ x FFMQ X ¢ * =] :Properties of DEFAULT_CLIENT_ID_JMSX .. B x
F | = ] B o
# &k Connection Factories , - ‘j. :j N | E’h : "-'@
= 8 Clents Chent ID | | pctve | | [E Generai

§ DEFALLT_CLIENT_ID_WS%_H dDEFﬂU-T PubSub

5 cermr e o =) I T T

+ 59 Destinations —
w5 Loggers
* % Sacurity
! E"' SnOCEr

3. Double-click the Client ID to view the Subscription ID. (Shut down the
DurableSubscriber sample and not the Publisher). You can send messages from the
Publisher. Now right-click the SubscriptionlD and select Browse messages.
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4. The following window appears with the messages sent from the Publisher.

fs3 Subscriber [PRIMARYTOPIC]

Mazimum Euffer Size: i 1024 ! KE [] Discard Incaming Messages when buffer averflaws
Message - Destination Is Persistent JMSTimeStamp
] no o ... IS
[ TextMess... Fiorano M5 To... no 102 Tue, 26 Sep 2006 04...
[ TextMess. .. Fiorano M3 Ta... no 101 Tue, 26 Sep 2006 04...
[ TexxtMess,,, Fiorano JM5 Taw., no 02 Tue, 26 Sep 2006 04,
[ TesxtMess.,, Fiorano JM5 Ta.., no 101 Tue, 26 Sep 2006 04, .,
[ TextMess. ., Fiorano M3 To... no 100 Tue, 26 Sep 2006 04, ..
[ TextMess. .. Fiorano M3 Ta.,. no 102 Tue, 26 Sep 2006 04, ..
[ TextMess. .. Fiorano M5 Ta... no 101 Tue, 26 Sep 2006 04, ..
[ TextMess. .. Fiorano JMS Ta... no 104 Tue, 26 Sep 2006 04, ..
[ TextMess. .. Fiorano M3 Ta... no 10z Tue, 26 Sep 2006 04...
[ TextMess.,, Fiorano JM5 Ta.., no 2 Tue, 26 Sep 2006 04, M
[ TextMess... Fiorana JM5 Ta... na 01 Tue, 26 3ep 2006 04.., o Is Persisken no
T = =— e —— Message Body Press[...]
Mo Message Selected
TextMessage
Mo description available.

25.3.2 Purging Messages of the Durable Subscriptions

The administrator can delete pending messages for all subscribers of the selected clientID. To
delete pending messages, execute the following steps:

1. Select the Durable Subscriptions node from the Server Explorer pane.
2. Select the ClientlD shown under the Durable Subscriptions node.

3. Right-click and select the Purge option from the pop-up menu.
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25.3.3 Refreshing Durable Subscriptions

The list of Durable Subscriptions can be refreshed by following the following steps:
1. From the Server Explorer, select the Durable Subscriptions node.

2. Right-click and select the Refresh option from the pop-up menu.

25.4 Working with Destinations

The Destination node lists all the destinations created on the server. The destination node
allows the administrator to create or delete a destination from the server.

25.4.1 Managing Topics

The Topics node displays the list of topics on the server. The administrator can create or
remove a topic, as well as edit the ACL of a topic. By default, all Users on the server possess
the required permission. A user can assign Publish, Subscribe, Durable Subscribe and
Unsubscribe permission statuses to Users or User Groups.

25.4.2 Adding a New Topic

The Server Explorer pane shows the Destinations node, which, on expanding, shows the
Topics sub-node. The Topics sub-node displays the list of all the topics. The administrator can
create topics and manage them through the Server Explorer. A User can create new topics
using two methods, both of which are described below:

Method 1: From the Destinations node

The Server Explorer pane shows the Destinations node, which enables the administrator to
add new topics to the existing topic list. Follow the steps given below to create a new topic:

1. From the Server Explorer, select the Destinations node.

2. Right-click and select Add = topic from the pop-up menu.
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E Fiorano S5tudio

i File Edit Yiew MNavigate

Tools

Window  Help

R Al

i @mpn e o NiaE

|: Server .. | Profile.. [‘Exp.. 0 x| |JF FMg x|

- FMO : — =
= < »-0-|oE) El
E@. Connection Fackories I - E
EIE Clienkts Destinations ]

EI Diestinations =l Queues

N Refresh F5 | Topics

"""" Add ’l | Queue

|_‘£| Security

-5 Snooper

3. The New Properties dialog box is displayed. Configure the properties as required.

& New Topic Properties

82 =i =i]a

= General
Destination
display name
descripkion
starage bype
ReplicationEnabled
AllowDeletionOfSubtopics
MessagePublishTimeout
= Advanced Properkie

TOPICL

TOPICL

rull

Defaul: Database
WEs

no

120000

Mo description available,

[ 04 ][ Cancel ]

4. Click the OK button. The new topic TOPIC1 will be added to the list of topics with the

specified properties.

Method 2: From the Topics sub-node

1. From the Topics sub-node, right-click and select Add topic from the pop-up menu.
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E Fiorano Studio

: File Edit W“iew Mavigate Tools ‘Window Help

e Bocs Biagoizal

i Server ... \E-EPruﬁle... | Exp... @ = JF FMo x|

T - =~ » - - | mE| =E
EI% Connection Factories z x 2
L?JE Clients Destinations J

= Destinations Bl Queues

Add Topic

F--E5 Snooper

2. The New Topic Properties dialog box is displayed (as previously shown). Enter the
relevant information.

3. Click the OK button. The new topic will be added to the list of topics with specified
properties (as previously shown).

25.4.3 Editing Access Control List (ACL)

Once a topic is created, the Access Control List (ACL) for the topic must be created. To
created the ACL, follow the steps below:
1. Select the Topics sub-node. Select the topic name from the list of topics.

2. Right-click and select Edit ACL option from the pop-up menu.

E Fiorano Studio

: File EdiE Wiew Navigate Tools window  Help
e ma e cRiasalinal

|: Server ... |:Profile... :EEHD... @ x| [ FMo x| |2l »]

» || = [ Properties of TOPIC1 x|
JF FMQ - sz - i E e
= e VB e
% Connection Factories f 5 e I E -l 2 -
-8 Clients Topics | descripkion

EiEI Destinations ™M PRIMARYTOPIC Primary communicakions Topic
G Queues o S¥STEM_MESSAGESMOOPE. .. Topic For Message Snooping on QuUeUss

o gl Topics o SYSTEM_MESSASESMOOPE. .. Topic For Message Snooping on Topics
e [ Loogers o EVENTS_TOPTC System Event Topic Erabled =
&1 Security o ADMINISTRATOR_TOPIC Administrative communications Topic AllowDeletionofsubto. .. no
I’ﬁ% Snooper o SECOMDARYTOPIC Secondary communications Topic MessagePublishTimeout 120000
o REFPEATER._QUERY_TOPIC Topic For Repeater Queries = d P
of
EditaclL ‘—
Cuk
Copy
Paste
Delete

ProduceText Message

SubscribeReceive...

TOPIC1
£ ‘?L Mo description available,

ready &M af 13M | T
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3. The Edit ACL dialog box appears and shows various entries in the ACL of the topic.
Each entry corresponds to a principal, which can consist of either a User or a Group.
Each entry is associated with a set of permissions, which can be either allow,
disallow or default. An allow permission implies that the principal is allowed the set
of selected permissions. A disallow permission implies that the principal is denied the
set of permissions mentioned in the entry. If no permission is manually assigned to
the principal, then the permission is set to default. By default, the ACL for a topic has
the group ‘everyone’ in its list with all the permissions set to ‘allow’. Since the Group
‘everyone’ includes all the principals created in the FioranoMQ Server, the topic
assigns all permissions to all principals. The following set of permissions can be
assigned to a topic:

e Publish
e  Subscribe
e Unsubscribe

e Durable Subscribe

¥ EditACL

AL F‘ermis-sions
= EYERYOMNE CanPublish, CanSubscribe, CanDurable Subscribe, ...

Remowve

IIIF
o
=

4. To change the permissions assigned to a member subscribing to a particular topic,
select the member and Click the Edit button. The Edit Permissions dialog box
appears. Assign the required permissions and click the OK button.

5. To add a member to a particular topic, click the Add button on the ACL dialog box.
The Add New ACL Entry dialog box appears. Select the member name and click the
OK button.

6. To remove a member from a particular topic, select the member name from the Edit
ACL dialog box and click the Remove button.

7. Click the OK button.
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25.4.4 Removing a Topic
The administrator can remove the topics that are not required from the topic list. To remove a
topic from the topics list, follow the steps below:

1. From the Server Explorer, select the Destinations node.

2. Select the Topics sub-node. Select the Topic name to be deleted and right-click the
mouse. Select Delete from the pop-up menu.

3. The Confirm Object Deletion dialog box is displayed. Click the Yes button.
4. The selected topic has been deleted and is therefore not visible in the topic list.

Multiple topics can be removed by selecting the required topic (by pressing the Ctrl key), and
then pressing the Del key.

25.4.5 Managing Queues

The Queues node displays the list of queues on the server. The Administrator can create and
remove the Queues and edit the ACL. By default, all Users on the server have all permissions.
The Administrator can assign Send, Receive and Browse permissions to Users and Groups.
Browsing the Queue allows the administrator to view the total number of deleted messages,
undeleted messages and message properties. Undeleted messages are those messages for
which the server has not received acknowledgment from a client.

25.4.6 Adding a New Queue

The Server Explorer pane shows the Destinations node, which, on expanding, shows the
Queues sub-node. The Queues sub-node displays the list of all the queues. The administrator
can create queues and manage them through the Server Explorer.

The administrator can create new queues by using the two methods described below:

Method 1: From the Destinations node

The Server Explorer pane shows the Destinations node, which 