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FIORANO END-USER LICENSE AGREEMENT

This Fiorano end-user license agreement (the “Agreement”) is a legal agreement between you (hereinafter “Customer”), either
an individual or a corporate entity, and Fiorano Software, Inc., having a place of business at 718 University Ave, Suite 212 Los
Gatos, CA 95032, USA, or its affiliated companies (hereinafter “Fiorano”) for certain software developed and marketed by
Fiorano as defined in greater detail below. By opening this package, installing, copying, downloading, extracting and/or
otherwise using the software, you are consenting to be bound by and are becoming party to this agreement on the date of
installation, copying, download or extraction of the software (the “Effective Date"”). If you do not agree with any of the terms
of this Agreement, please stop installing and/or using the software and promptly return the unused software to the place of
purchase. By default, the Software is made available to Customers in online, downloadable form. The terms of this Agreement

shall apply to each Software license granted by Fiorano under this Agreement.

1. Definitions.

"Affiliate" means, in relation to Fiorano, another person firm or company which directly or indirectly controls, is controlled by or is under
common control with Fiorano and the expression 'control' shall mean the power to direct or cause the direction of the general management

and policies of the person firm or company in question.

“Commencement Date” means the date on which Fiorano delivers the Software to Customer, or if no delivery is necessary, the Effective

Date set forth in this Agreement or on the relevant Order Form.

“Designated Center” means the computer hardware, operating system, customer-specific application and Customer Geographic Location at

which the Software is deployed as designated on the corresponding Order Form.

“Designated Contact” shall mean the contact person or group designated by Customer and agreed to by Fiorano who will coordinate all

Support requests to Fiorano.

“Documentation” means the user guides and manuals for installation and use of the Software. Documentation is provided in CD-ROM or

bound form, whichever is generally available.

“Error” shall mean a reproducible defect in the Supported Program or Documentation when operated on a Supported Environment which

causes the Supported Program not to operate substantially in accordance with the Documentation.

“Excluded Components” shall mean such components as are listed in Exhibit B. Such Excluded Components do not constitute Software

under this Agreement and are third party components supplied subject to the corresponding license agreements specified in Exhibit B.

“Excluded License” shall mean and include any license that requires any portion of any materials or software supplied under such license to
be disclosed or made available to any party either in source code or object code form. In particular, all versions and derivatives of the GNU

GPL and LGPL shall be considered Excluded Licenses for the purposes of this Agreement.

“Resolution” shall mean a modification or workaround to the Supported Program and/or Documentation and/or other information provided

by Fiorano to Customer intended to resolve an Error.

“Residuals” shall mean information in non-tangible form which may be retained by persons who have had access to the Confidential

Information, including ideas, concepts, know-how or techniques contained therein.

“Order Form” means the document in hard copy form by which Customer orders Software licenses and services, and which is agreed to in
writing by the parties. The Order Form shall reference the Effective Date and be governed by the terms of this Agreement. Customer
understands that any document in the nature of a purchase order originating from Customer shall not constitute a contractual offer and that
the terms thereof shall not govern any contract to be entered into between Fiorano and Customer. The Order Form herein shall constitute an

offer to purchase made by the Customer under the terms of the said Order Form and this Agreement.




“Software” means each of the individual Products, as further outlined in Exhibit-A, in object code form distributed by Fiorano for which

Customer is granted a license pursuant to this Agreement, and the media, Documentation and any Updates thereto.

“Support” shall mean ongoing support provided by Fiorano pursuant to the terms of this Agreement and Fiorano’s current support policies.
“Supported Program” or “Supported Software” shall mean the then current version of the Software in use at the Designated Center for

which the Customer has paid the then-current support fee (“Support Fee").

“Support Hours” shall mean 9 AM to 5 PM, Pacific Standard Time, Monday through Friday, for Standard Support.

“Support Period” shall mean the period during which Customer is entitled to receive Support on a particular Supported Program, which shall
be a period of twelve (12) months beginning from the Commencement Date, or if applicable, twelve (12) months from the expiration of the
preceding Support Period. Should Fiorano withdraw support pursuant to section 1 (q), the Support Period shall be automatically reduced to

the expiration date of the appropriate Software.

“Supported Environment” shall mean any hardware and operating system platform which Fiorano provides Support for use with the

Supported Program.

“Update” means a subsequent release of the Software that Fiorano generally makes available for Supported Software licensees at no
additional license fee other than shipping and handling charges. Update shall not include any release, option, feature or future product that
Fiorano licenses separately. Fiorano will provide Updates for the Supported Programs as and when developed for general release in Fiorano’s
sole discretion. Fiorano may withdraw support for any particular version of the Software, including without limitation the most current Update

and any preceding release with a notice of three (3) months to Customer.

2. Software License.
(a) Rights Granted, subject to the receipt by Fiorano of appropriate license fees.
(i) The Software is Licensed to Customer for use under the terms of this Agreement and NOT SOLD. Fiorano grants to Customer a

limited, non-exclusive, world wide license to use the Software as specified on an Order Form and subject to the licensing restrictions in Exhibit

C under this Agreement, as follows:

(1) to use the Software solely for Customer’s operations at the Designated Center consistent with the use limitations specified or
referenced in this Agreement, the Documentation for such Software or any Order Form accepted by Fiorano pursuant to this Agreement.

Customer may not relicense, rent or lease the Software or use the Software for third party training, commercial timesharing or service bureau

use;
(2) to use the Documentation provided with the Software in support of Customer’s authorized use of the Software;
3) to make a single copy for back-up or archival purposes and/or temporarily transfer the Software in the event of a computer

malfunction. All titles, trademarks and copyright or other restricted rights notices shall be reproduced in any such copies;

4) to allow third parties to use the Software for Customer’s operations, so long as Customer ensures that use of the Software is in

accordance with the terms of this Agreement.

(ii) Customer shall not copy or use the Software (including the Documentation) except as specified in this Agreement and applicable
Order Form. Customer shall have no right to use other third party software or Excluded Components that are included within the Software

except in connection and within the scope of Customer’s use of Fiorano’s Software product.

Customer agrees not to cause or permit the reverse engineering, disassembly, decompilation, or any other attempt to derive source code

from the Software, except to the extent expressly provided for by applicable law.

Customer hereby warrants that it shall not, by any act or omission, cause or permit the Products or any part thereof to become expressly or

impliedly subject to any Excluded License.




(v) Fiorano and its Affiliates shall retain all title, copyright and other proprietary rights in the Software. Customer does not acquire

any rights, express or implied, in the Software, other than those specified in this Agreement.

(vi) Customer agrees that it will not publish or cause or permit to be published any results of benchmark tests run on the Software.

(vii) If the Software is licensed for a specific term, as noted on the Order Form, then the license shall expire at the end of the term and the

termination conditions in section 4(d) shall automatically become applicable.

(b) Transfer. Customer may transfer a Software license within its organization upon notice to Fiorano; transfers are subject to the
terms and fees specified in Fiorano’s transfer policy in effect at the time of the transfer. If the Software is licensed for a specific term, then it

may not be transferred by Customer.

(c) Verification. At Fiorano’s written request, Customer shall furnish Fiorano with a signed certification verifying that the Software is
being used pursuant to the provisions of this Agreement and applicable /Order Form. Fiorano (or Fiorano’s designee) may audit Customer's
use of the Software. Any such audit shall be conducted during regular business hours at Customer's facilities and shall not unreasonably
interfere with Customer's business activities. If an audit reveals that Customer has underpaid fees to Fiorano, Customer shall be invoiced
directly for such underpaid fees based on the Fiorano Price List in effect at the time the audit is completed. If the underpaid fees are in excess
of five percent (5%) of the aggregate license fees paid to Fiorano pursuant to this Agreement, the Customer shall pay Fiorano’s reasonable

costs of conducting the audit. Audits shall be conducted no more than once annually.

(d) Customer Specific Objects.

(i) The parties agree and acknowledge, subject to Fiorano’s underlying proprietary rights, that Customer may create certain software
objects applicable to Customer’s internal business (“Customer Specific Objects”). Any Customer Specific Object developed solely by Customer
shall be the property of Customer. To the extent that Customer desires to have Fiorano incorporate such Customer Specific Objects into
Fiorano’s Software (and Fiorano agrees, in its sole discretion, to incorporate such Customer Specific Objects), Customer will promptly deliver
to Fiorano the source and object code versions (including documentation) of such Customer Specific Objects, and any updates or
modifications thereto, and hereby grants Fiorano a perpetual, irrevocable, worldwide, fully-paid, royalty-free, exclusive, transferable license to
reproduce, modify, use, perform, display, distribute and sublicense, directly and indirectly, through one or more tiers of sublicensees, such

Customer Specific Objects.

(ii) Any objects, including without limitation Customer Specific Objects, developed solely or jointly with Customer by Fiorano shall be

the property of Fiorano.

(e) Additional Restrictions on Use of Source Code.

Customer acknowledges that the Software, its structure, organization and any human-readable versions of a software program (“Source
Code”) constitute valuable trade secrets that belong to Fiorano and/or its suppliers Source Code Software, if and when supplied to Customer
shall constitute Software licensed under the terms of this Agreement and the Order Form. Customer agrees not to translate the Software

into another computer language, in whole or in part.

(i) Customer agrees that it will not disclose all or any portion of the Software’s Source Code to any third parties, with the exception
of authorized employees (“Authorized Employees”) and authorized contractors (“Authorized Contractors”) of Customer who (i) require access
thereto for a purpose authorized by this Agreement, and (ii) have signed an employee or contractor agreement in which such employee or
contractor agrees to protect third party confidential information. Customer agrees that any breach by any Authorized Employees or

Authorized Contractors of their obligations under such confidentiality agreements shall also constitute a breach by Customer hereunder.

(ii) Customer shall ensure that the same degree of care is used to prevent the unauthorized use, dissemination, or publication of the
Software’s Source Code as Customer uses to protect its own confidential information of a like nature, but in no event shall the safeguards for
protecting such Source Code be less than a reasonably prudent business would exercise under similar circumstances. Customer shall take
prompt and appropriate action to prevent unauthorized use or disclosure of such Source Code, including, without limitation, storing such
Source Code only on secure central processing units or networks and requiring passwords and other reasonable physical controls on access to

such Source Code.




(iii) Customer shall instruct Authorized Employees and Authorized Contractors not to copy the Software’s Source Code on their own,

and not to disclose such Source Code to anyone not authorized to receive it.

(iv) Customer shall handle, use and store the Software’s Source Code solely at the Customer Designated Center.

(f) Acceptance tested Software

Customer acknowledges that it has, prior to the date of this Agreement, carried out adequate acceptance tests in respect of the Software.
Customer's acceptance of delivery of the Software under this Agreement shall be conclusive evidence that Customer has examined the
Software and found it to be complete, and in accordance with the Documentation, in good order and condition and fit for the purpose for

which it is required.

3. Technical Services.

(a) Maintenance and Support Services. Maintenance and Support services will be provided under the terms of this Agreement and
Fiorano’s support policies in effect on the date Support is ordered by Customer. Support services shall be provided from Fiorano’s principal
place of business or at the Designated Center, as determined in Fiorano’s sole discretion. If Fiorano sends personnel to the Designated Center

to resolve any Error in the Supported Program, Customer shall pay Fiorano’s reasonable travel, meals and lodging expenses.

(b) Consulting and Training Services. Fiorano will, upon Customer’s request, provide consulting and training services agreed to by

the parties pursuant to the terms of a separate written agreement.

(c) Incidental Expenses. For any on-site services requested by Customer, Customer shall reimburse Fiorano for actual, reasonable

travel and out-of-pocket expenses incurred (separate from then current Support Fees).

(d) Reinstatement. Once Support has been terminated by Customer or Fiorano for a particular Supported Program, it can be

reinstated only by prior approval from Fiorano and then only upon payment of the reinstatement fee applicable at the time of reinstatement.

(e) Supervision and Management. Customer is responsible for undertaking the proper supervision, implementation and
management of its use of the Supported Programs, including, but not limited to: (i) assuring proper Supported Environment configuration,
Supported Programs installation and operating methods; and (ii) following industry standard procedures for the security of data, accuracy of
input and output, and back-up plans, including restart and recovery in the event of hardware or software error or malfunction. Fiorano does
not warrant (i) the performance of, or combination of, Software with any third party software, (ii) any implementation of the Software that

does not follow Fiorano’s delivery methodology, or (iii) any components not supplied by Fiorano.

) Training. Customer is responsible for proper training of all appropriate personnel in the operation and use of the Supported

Programs and associated equipment.

(9) Access to Personnel and Equipment. Customer shall provide Fiorano with access to Customer’s personnel and its equipment
during Support Hours. This access must include the ability to dial-in from Fiorano facilities to the equipment on which the Supported Programs
are operating and to obtain the same access to the equipment as those of Customer’s employees having the highest privilege or clearance
level. Fiorano will inform Customer of the specifications of the modem equipment and associated software needed, and Customer will be

responsible for the costs and use of said equipment.

(h) Support Term. Upon expiration of an existing Support Period for a particular Supported Program, a new Support Period shall

automatically begin for a consecutive twelve (12) month term (“Renewal Period”) so long as (i) Customer pays the Support Fee within thirty

(30) days of invoice by Fiorano; and (ii) Fiorano is still offering Support on such Supported Program.

(i) Annual Support Fees. Annual Support Fees shall be at the rates set forth in the applicable Order Form.

4. Term and Termination.

(a) Term. This Agreement and each Software license granted under this Agreement shall continue unless terminated under this

Section 4 (“Term and Termination”).




(b) Termination by Customer. If the Software is licensed for a specific term as noted on an Order Form, Customer may terminate
any Software license at the end of the term; however, any such termination shall not relieve Customer’s obligations specified in Section 4(d)

(“Effect of Termination”).

(c) Termination by Fiorano. Fiorano may terminate this Agreement or any license upon written notice if Customer breaches this

Agreement and fails to correct the breach within thirty (30) days of notice from Fiorano.

(d) Effect of Termination. Termination of this Agreement or any license shall not limit Fiorano from pursuing other remedies
available to it, including injunctive relief, nor shall such termination relieve Customer’s obligation to pay all fees that have accrued or are
otherwise owed by Customer under any Order Form. Such rights and obligations of the parties’ which, by their nature, are intended to survive
the termination of this agreement shall survive such termination. Without limitation to the foregoing, these shall include rights and liabilities
arising under Sections 2 (a)(iii), 2(a)(iv) ("Rights Granted”), 2(d) (“Customer Specific Objects”), 4 ("Term and Termination”), 5
(“Indemnity, Warranties, Remedies”), 6 (“Limitation of Liability”), 7 (“"Payment Provisions”), 8 (“Confidentiality”) and 9 (“Miscellaneous”)
Upon termination, Customer shall cease using, and shall return or at Fiorano’s request destroy, all copies of the Software and Documentation
and upon Fiorano’s request certify the same to Fiorano in writing within thirty (30) days of termination. In case of termination of this
Agreement or any license for any reason by either party, Fiorano shall have no obligation to refund any amounts paid to Fiorano by Customer
under this Agreement. Further, if Customer terminates the agreement before the expiry of a term for a term-license, then Customer shall be

obliged to pay the entire license fee for the entire licensed term.

5. Indemnity, Warranties, Remedies.

(a) Infringement Indemnity. Fiorano agrees to indemnify Customer against a third party claim that any Product infringes a U.S.
copyright or patent and pay any damages finally awarded, provided that: (i) Customer notifies Fiorano in writing within ten (10) days of the
claim; (ii) Fiorano has sole control of the defense and all related settlement negotiations; and (iii) Customer provides Fiorano with the
assistance, information and authority at no cost to Fiorano, necessary to perform Fiorano’s obligations under this Section 5 (*Indemnities,
Warranties, Remedies”). Fiorano shall have no liability for any third party claims of infringement based upon (i) use of a version of a Product
other than the most current version made available to the Customer, (ii) the use, operation or combination of any Product with programs,
data, equipment or documentation if such infringement would have been avoided but for such use, operation or combination; or (iii) any third
party software, except as the same may be integrated, incorporated or bundled by Fiorano, or its third party licensors, in the Product licensed

to Customer hereunder.

If any Product is held or claimed to infringe, Fiorano shall have the option, at its expense, to (i) modify the Product to be non-infringing or
(ii) obtain for Customer a license to continue using the Software. If it is not commercially reasonable to perform either of the above options,
then Fiorano may terminate the license for the infringing Product and refund the pro rated amount of license fees paid for the applicable
Product using a twelve (12) month straight-line amortization schedule starting on the Commencement Date. This Section 5(a)

(“Infringement Indemnity”) states Fiorano’s entire liability and Customer’s sole and exclusive remedy for infringement.

(8) WARRANTIES AND DISCLAIMERS.

(i) Software Warranty. Except FOR EXCLUDED COMPONENTS WHICH ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND,
For each Supported Software license which Customer acquires hereunder, Fiorano warrants that for a period of thirty (30) days from the
Commencement Date the Software, as delivered by Fiorano to Customer, will substantially perform the functions described in the associated
Documentation in all material respects when operated on a system which meets the requirements specified by Fiorano in the Documentation.
Provided that Customer gives Fiorano written notice of a breach of the foregoing warranty during the warranty period, Fiorano shall, as
Customer’s sole and exclusive remedy and Fiorano’s sole liability, use its reasonable efforts, during the warranty period only, to correct any
reproducible Errors that cause the breach of the warranty in accordance with its technical support policies. If Customer does not obtain a
Supported Software license, the Software is provided “AS IS.” any implied warranty or condition applicable to the software, documentation or
any part thereof by operation of any law or regulation shall operate only for defects discovered during the above warranty period of thirty
(30) days unless temporal limitation on such warranty or condition is expressly prohibited by applicable law. Any supplements or updates to
the Software, including without limitation, bug fixes or error corrections supplied after the expiration of the thirty-day Limited Warranty period

SHALL NOT be covered by any warranty or condition, express, implied or statutory.




(ii) Media Warranty. Fiorano warrants the tapes, diskettes or any other media on which the Software is supplied to be free of defects
in materials and workmanship under normal use for thirty (30) days from the Commencement Date. Customer’s sole and exclusive remedy
and Fiorano’s sole liability for breach of the media warranty shall be for Fiorano to replace defective media returned within thirty (30) days of

the Commencement Date.

(iii) Services Warranty. Fiorano warrants any services provided hereunder shall be performed in a professional and workmanlike
manner in accordance with generally accepted industry practices. This warranty shall be valid for a period of thirty (30) days from
performance. Fiorano’s sole and exclusive liability and Customer’s sole and exclusive remedy pursuant to this warranty shall be use by
Fiorano of reasonable efforts for re-performance of any services not in compliance with this warranty which are brought to Fiorano’s attention

by written notice within fifteen (15) days after they are performed.

(1v) DISCLAIMER OF WARRANTIES. SUBJECT TO LIMITED WARRANTIES PROVIDED FOR HEREINABOVE, AND TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, THE SOFTWARE, DOCUMENTATION AND SERVICES (IF ANY) ARE PROVIDED AS IS AND WITH ALL
FAULTS, FIORANO HEREBY DISCLAIMS ALL OTHER WARRANTIES AND CONDITIONS, WHETHER EXPRESS, IMPLIED OR STATUTORY,
INCLUDING, BUT NOT LIMITED TO, ANY (IF ANY) IMPLIED WARRANTIES, DUTIES OR CONDITIONS OF MERCHANTABILITY, OF FITNESS
FOR A PARTICULAR PURPOSE, OF RELIABILITY OR AVAILABILITY, OF ACCURACY OR COMPLETENESS OF RESPONSES, OF RESULTS, OF
WORKMANLIKE EFFORT, OF LACK OF VIRUSES, AND OF LACK OF NEGLIGENCE, ALL WITH REGARD TO THE SOFTWARE, AND THE
PROVISION OF OR FAILURE TO PROVIDE SUPPORT OR OTHER SERVICES, INFORMATION, SOFTWARE, AND RELATED CONTENT
THROUGH THE SOFTWARE OR OTHERWISE ARISING OUT OF THE USE OF THE SOFTWARE. ALSO, THERE IS NO WARRANTY OR
CONDITION OF TITLE, QUIET ENJOYMENT, QUIET POSSESSION, CORRESPONDENCE TO DESCRIPTION OR NON-INFRINGEMENT WITH
REGARD TO THE SOFTWARE.

6. Limitation of liability. To the maximum extent permitted by applicable law, in no event shall fiorano be liable for any special, incidental,
punitive, indirect, or consequential damages whatsoever (including, but not limited to, damages for loss of profits or confidential or other
information, for business interruption, for personal injury, for loss of privacy, for failure to meet any duty of good faith or of reasonable
care, for negligence, and for any other pecuniary or other loss whatsoever) arising out of or in any way related to the use of or inability
to use the software, the provision of or failure to provide support or other services, information, software, and related content through
the software, or otherwise under or in connection with any provision of this eula, even in the event of the fault, tort (including
negligence), misrepresentation, strict liability, breach of contract or breach of warranty of fiorano, and even if fiorano or any supplier has

been advised of the possibility of such damages.

Notwithstanding any damages that may be incurred for any reason and under any circumstances (including, without limitation, all damages
and liabilities referenced herein and all direct or general damages in law, contract or anything else), the entire liability of fiorano under
any provision of this eula and the exclusive remedy of the customer hereunder (except for any remedy of repair or replacement if so
elected by fiorano with respect to any breach of the limited warranty) shall be limited to the pro-rated amount of fees paid by customer
under this agreement for the product, using a twelve (12) month straight-line amortization schedule starting on the Commencement
Date. Further, if such damages result from customer's use of the software or services, such liability shall be limited to the prorated
amount of fees paid for the relevant software or services giving rise to the liability till the date when such liability arose, using a twelve
(12) month straight-line amortization schedule starting on the Commencement Date. Notwithstanding anything in this agreement, the
foregoing limitations, exclusions and disclaimers shall apply to the maximum extent permitted by applicable law, even if any remedy fails

its essential purpose.

The provisions of this Agreement allocate the risks between Fiorano and Customer. Fiorano’s pricing reflects this allocation of risk and the

limitation of liability specified herein.

7. Payment Provisions.

(a) Invoicing. All fees shall be due and payable thirty (30) days from receipt of an invoice and shall be made without deductions
based on any taxes or withholdings. Any amounts not paid within thirty (30) days will be subject to an immediately due and payable late
payment fee equivalent to: the sum of $50.00 plus an interest equal to the lower of (a) the maximum applicable legal interest rate, or (b) one

percent (1%) per month.




(b) Payments. All payments made by Customer shall be in United States Dollars for purchases made in all countries except the
United Kingdom or the European Union, in which case the payments shall be made in British Pounds Sterling or Euros respectively. Payments

shall be directed to:

Fiorano Software, Inc.

718 University Ave.

Suite 212, Los Gatos, CA 95032

Attn: Accounts Receivable.

If the product is purchased outside the United States, payments may have to be made to an Affiliate as directed by Fiorano Software, Inc.

(c) Taxes. The fees listed in this Agreement or the applicable Order Form does not include Taxes. In addition to any other payments
due under this Agreement, Customer agrees to pay, indemnify and hold Fiorano harmless from, any sales, use, excise, import or export,
value added or similar tax or duty, and any other tax not based on Fiorano’s net income, including penalties and interest and all government
permit fees, license fees, customs fees and similar fees levied upon the delivery of the Software or other deliverables which Fiorano may incur

in respect of this Agreement, and any costs associated with the collection or withholding of any of the foregoing items (the “Taxes”).

8. Confidentiality.

(a) Confidential Information. “"Confidential Information” shall refer to and include, without limitation, (i) the source and binary code of
Products, and (ii) the business and technical information of either party, including but not limited to any information relating to product plans,

designs, costs, product prices and names, finances, marketing plans, business opportunities, personnel, research, development or know-how;

Exclusions of Confidential Information. Notwithstanding the foregoing, “Confidential Information” shall not include: (i) Information that is
not marked confidential or otherwise expressly designated confidential prior to its disclosure, (ii) Information that is or becomes generally
known or available by publication, commercial use or otherwise through no fault of the receiving party, (iii) Information that is known to the
receiving party at the time of disclosure without violation of any confidentiality restriction and without any restriction on the receiving party’s
further use or disclosure; (iv) Information that is independently developed by the receiving party without use of the disclosing party’s
confidential information, or (v) Any Residuals arising out of this Agreement. Notwithstanding, any Residuals belonging to Source Code shall

belong exclusively to Fiorano and Customer shall not have any right whatsoever to any Residuals relating to Source Code hereunder.

Use and Disclosure Restrictions. During the term of this Agreement, each party shall refrain from using the other party’s Confidential
Information except as specifically permitted herein, and from disclosing such Confidential Information to any third party except to its
employees and consultants as is reasonably required in connection with the exercise of its rights and obligations under this Agreement (and

only subject to binding use and disclosure restrictions at least as protective as those set forth herein executed in writing by such employees).

Continuing Obligation. The confidentiality obligation described in this section shall survive for three (3) years following any termination of
this Agreement.Notwithstanding the foregoing, Fiorano shall have the right to disclose Customer’s Confidential Information to the extent that
it is required to be disclosed pursuant to any statutory or regulatory provision or court order, provided that Fiorano provides notice thereof to
Customer, together with the statutory or regulatory provision, or court order, on which such disclosure is based, as soon as practicable prior
to such disclosure so that Customer has the opportunity to obtain a protective order or take other protective measures as it may deem

necessary with respect to such information.

9. Miscellaneous.

(a) Export Administration. Customer agrees to comply fully with all applicable relevant export laws and regulations including
without limitation, those of the United States (“Export Laws”) to assure that neither the Software nor any direct product thereof are
(i) exported, directly or indirectly, in violation of Export Laws; or (ii) are intended to be used for any purposes prohibited by the Export Laws,

including, without limitation, nuclear, chemical, or biological weapons proliferation.




(b) U. S. Government Customers. The Software is “commercial items,” as that term is defined at 48 C.F.R. 2.101 (OCT 1995),
consisting of “commercial computer software” and “commercial computer software documentation” as such terms are used in 48 C.F.R.
12.212 (SEPT 1995). Consistent with 48 C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (JUNE 1995), all U.S. Government

Customers acquire the Software with only those rights set forth herein.

(c) Notices. All notices under this Agreement shall be in writing and shall be deemed to have been given when mailed by first class
mail five (5) days after deposit in the mail. Notices shall be sent to the addresses set forth at the beginning of this Agreement or such other

address as either party may specify in writing.

(d) Force Majeure. Neither party shall be liable hereunder by reason of any failure or delay in the performance of its obligations
hereunder (except for the payment of money) on account of strikes, shortages, riots, insurrection, fires, flood, storm, explosions, acts of God,
war, governmental action, labor conditions, earthquakes, material shortages or any other cause which is beyond the reasonable control of

such party.

(e) Assignment. Neither this Agreement nor any rights or obligations of Customer hereunder may be assigned by Customer in
whole or in part without the prior written approval of Fiorano. For the avoidance of doubt, any reorganization, change in ownership or a sale
of all or substantially all of Customer’s assets shall be deemed to trigger an assignment. Fiorano’s rights and obligations, in whole or in part,

under this Agreement may be assigned by Fiorano.

) Waiver. The failure of either party to require performance by the other party of any provision hereof shall not affect the right to
require such performance at any time thereafter; nor shall the waiver by either party of a breach of any provision hereof be taken or held to

be a waiver of the provision itself.

(9) Severability. In the event that any provision of this Agreement shall be unenforceable or invalid under any applicable law or
court decision, such unenforceability or invalidity shall not render this Agreement unenforceable or invalid as a whole and, in such event, any
such provision shall be changed and interpreted so as to best accomplish the objectives of such unenforceable or intended provision within

the limits of applicable law or applicable court decisions.

(h) Injunctive Relief. Notwithstanding any other provisions of this Agreement, a breach by Customer of the provisions of this
Agreement regarding proprietary rights will cause Fiorano irreparable damage for which recovery of money damages would be inadequate,
and that, in addition to any and all remedies available at law, Fiorano shall be entitled to seek timely injunctive relief to protect Fiorano’s

rights under this Agreement.

(i) Controlling Law and Jurisdiction. If this Software has been acquired in the United States, this Agreement shall be governed in
all respects by the laws of the United States of America and the State of California as such laws are applied to agreements entered into and to
be performed entirely within California between California residents. All disputes arising under this Agreement may be brought in Superior
Court of the State of California in Santa Clara County or the United States District Court for the Northern District of California as permitted by
law. If this Software has been acquired in any other jurisdiction, the laws of the Republic of Singapore shall apply and any disputes arising
hereunder shall be subject to the jurisdiction of the courts of Singapore, Singapore. Customer hereby consents to personal jurisdiction of the
above courts. The parties agree that the United Nations Convention on Contracts for the International Sale of Goods is specifically excluded

from application to this Agreement.

(6)] No Agency. Nothing contained herein shall be construed as creating any agency, partnership or other form of joint enterprise or

liability between the parties.

(k) Headings. The section headings appearing in this Agreement are inserted only as a matter of convenience and in no way define,

limit, construe or describe the scope or extent of such section or in any way affect such section.

am Counterparts. This Agreement may be executed simultaneously in two or more counterparts, each of which will be considered

an original, but all of which together will constitute one and the same instrument.




(m) Disclaimer. The Software is not specifically developed or licensed for use in any nuclear, aviation, mass transit or medical

application or in any other inherently dangerous applications. Customer agrees that Fiorano and its suppliers shall not be liable for any claims

or damages arising from Customer’s use of the Software for such applications. Customer agrees to indemnify and hold Fiorano harmless from

any claims for losses, costs, damages or liability arising out of or in connection with the use of the Software in such applications.

(n) Customer Reference. Fiorano may refer to Customer as a customer in sales presentations, marketing vehicles and activities.

Such activities may include, but are not limited to; a press release, a Customer user story completed by Fiorano upon implementation of the

Software, use by Fiorano of Customer’s name, logo and other marks, together with a reasonable number of technical or executive level

Customer reference calls for Fiorano.

(o) Entire Agreement. This Agreement, together with any exhibits, completely and exclusively states the agreement of the parties.

In the event of any conflict between the terms of this Agreement and any exhibit hereto, the terms of this Agreement shall control. In the

event of any conflict between the terms of this Agreement and any purchase order or Order Form, this Agreement will control, and any pre-

printed terms on Customer’s purchase order or equivalent document will be of no effect. This Agreement supersedes, and its terms govern, all

prior proposals, agreements or other communications between the parties, oral or written, regarding the subject matter of this Agreement.

This Agreement shall not be modified except by a subsequently dated written amendment signed by the parties, and shall prevail over any

conflicting “pre-printed” terms on a Customer purchase order or other document purporting to supplement the provisions hereof.

Exhibit A

Fiorano Product List

Each of the individual items below is a separate Fiorano product (the “Product”). The Products in this list collectively constitute the Software.

Fiorano reserves the right to modify this list at any time in its sole discretion. In particular, Product versions might change from time to time

without notice.

Fiorano SOA Enterprise Server

Fiorano ESB Server

FioranoMQ Server Peer / FioranoMQ (standalone version)

Fiorano Peer Server

Fiorano SOA Tools

Fiorano Mapper Tool

Fiorano Database Business Component

Fiorano HTTP Business Component

Fiorano SMTP Business Component

Fiorano FTP Business Component

Fiorano File Business Component

Fiorano MOM Business Components (MQSeries, MSMQ, IMS)

NOTE: Other business components may be added to or removed from this list from time to time at Fiorano’s sole discretion.

Exhibit B




EXCLUDED COMPONENTS

(a) Any third party or open source library included within the Software

Exhibit C

Licensing Restrictions. The Software licensed hereunder is subject to the following licensing restrictions.

The parties understand that the modules of the Software are licensed as noted in this section. The term “Target System” means any computer
system containing one or more Processors based upon any architecture, running any operating system, excluding computers running IBM MV-
S, 0S/390 and related “mainframe” operating systems. The Term “Processor” means a computation hardware unit such as a Microprocessor
that serves as the main arithmetic and logic unit of a computer. A Processor might consist of multiple “Cores”, in which case licenses shall
have to be purchased on a per-Core basis. A Target System may have one or more Processors, each of which may have one or more Cores.

In the sections below, Cores may replace Processors as applicable.

If the Software is Fiorano ESB Enterprise Server, FioranoMQ Peer, Fiorano SOA server or FioranoMQ Server (JMS), then the Software is licensed
on a per Processor basis on a single Target System, where the total number of Processors on the Target System may not exceed the total
number of Processors licensed, with the additional restriction that only a single instance of the Fiorano ESB Enterprise Server may run on a
single Target System and that a separate license must be purchased for each instance of the Fiorano ESB Enterprise Server, Fiorano ESB Peer

Server or FioranoMQ Server (JMS) Server for each Processor;

If the Software is Fiorano SOA Tools or Fiorano Mapper Tool , or any Fiorano Test and/or Development license, then the Software is licensed

on a per-named-user basis, where the total number of named users may not exceed the total number of named users licensed;

If the Software is a Fiorano Business Component of any kind (including but not limited to Fiorano HTTP, File, SMTP, File, Database, and other
Business Components, etc.), then the Software is licensed on the basis of the number of CPUs of the Target System on which the FioranoMQ
Peer (to which the Business Component connects runs). A separate license needs to be purchased for each CPU of each Target System of

each FioranoMQ Peer instance to which any Business Component connects.

Evaluations. Licenses used for evaluation cannot be used for any purposes other than an evaluation of the product. Existing customers must
purchase new licenses to use additional copies of any Product and may not use evaluation keys in any form. All evaluation keys are restricted
to 45-days and extensions need to be applied for explicitly. Any misuse of evaluation keys shall be subject to a charge of 125% (one hundred

and twenty-five percent) of the license fee plus 20%




Non-Production Environments. For all non-production environments referenced on the Order Form (including all HA (high-availability), QA,
Staging and Development environments), the following is understood: each non-production environment is an exact replica of the Production
Environment from the standpoint of the number of copies of the Fiorano ESB Enterprise Server, FioranoMQ Peer, Fiorano SOA server and/or
FioranoMQ Server (JMS) licensed. Each non-production environment is licensed on the exact same number and configuration of CPUs and/or

Cores as the corresponding Production Environment.

Run-Time Libraries. The Fiorano ESB Enterprise Server, FioranoMQ Peer, Fiorano SOA server and FioranoMQ Server (JMS) products are

“server” products, each of which has a runtime library associated with it. The runtime library may be freely bundled with and/or used for

internal development purposes by all Users who have licensed at least one production copy of the corresponding Server Software.

Copyright (c) 2008-2013, Fiorano Software Pte Ltd. and Affiliates
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Chapter 1: Infroduction

The Fiorano SOA® Platform User Guide has been developed for all users including advanced
users who are familiar to using API documentation and runtime libraries to create, customize,
test and deploy business components after testing their behavior. This guide is also designed
to assist Enterprise and Peer Server Administrators in managing the entire Fiorano Network
using Fiorano administration tools and configuration files. It also provides information for
Event Process Orchestration and transformation capabilities of the SOA platform. This guide
introduces the developer to a rich set of pre-built services bundled with Fiorano SOA Platform.
It focuses the usage of these services in real-life scenarios.

1.1 What is Fiorano SOA Platform

Fiorano SOA Platform is a service-virtualization middleware platform that allows
heterogeneous software services to be deployed across an enterprise service grid. Distributed
Services deployed across a grid of service containers can now be assembled into composite
applications to automate business processes. The suite includes a comprehensive set of tools
to visually design, configure, deploy, manage, and optimize these business processes.

The Service-Grid architecture of the Fiorano SOA Platform provides a common Service-
Oriented platform for Enterprise Application Integration (EAI), Business Process Management
(BPM), and Automation of Business to Business (B2B) integration. Together these serve in
connecting diverse software applications running within an organization and across partner
organizations.

1.2 Why Fiorano SOA Platform

The power of the Fiorano SOA Platform lies in its unique implementation approach (based on
distributed peer to peer architecture with centralized control) and the breadth of the out-of-
the-box components bundled with the Suite.

The classic deployment of a business process (as followed by most products today) has two
views: a high-level business-view in the form of an activity diagram and a low-level
implementation-view of the data flows between applications to implement the higher-level
business process. Fiorano replaces these two views with a single view, by taking the
implementation view to a higher level, closer to the business-flow. This single-view concept
has the critical advantage that changes to the high-level business process (made either by
business analysts using graphical tools or via automated scripts) are directly reflected in the
implementation, that is, changes do not require the system to be brought down and there is
no concept of having to recompile and redeploy a changed process.

Besides the ability to modify a live business process on-the-fly, other key benefits of the
Fiorano approach include

= Deployment of components over an enterprise service-grid. Fiorano supports a
distributed peer-to-peer infrastructure model that allows components within a
business process to exchange data directly, without going through a central server.
While data-flow between components is direct, control is centralized for ease of
administration, achieving an optimal balance in real-world implementations.
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*» Multi-Language Multi-Platform Architecture. Components can be developed in a
variety of programming languages, including Java, C, C++, and C# among others.
Since all Fiorano SOA Platform components (Fiorano Servers, tools) are developed in
the Java programming language, Fiorano servers/tools can run on various operating
systems that support Java, including HP-UX, Solaris, Windows, Linux, UNIX, and
various mainframe architectures.

= Single platform for both request/reply and event-driven (data-flow)
interactions. Fiorano uniquely combines request/reply and event-driven interactions
within a single platform, enabling fully general-purpose distributed business processes
to be deployed with minimal programming.

= In-built high-availability for processes and data. Fiorano supports out-of-the box
high-availability, with full redundancy being provided using either a pure software or a
mixed software/hardware approach for the most demanding enterprise applications

= Standards support, thin installs. Fiorano achieves it’s flexibility without any
proprietary APIs. Key standards support includes JMS, JCA, XSLT, and various web-
services standards. Installation of the Fiorano platform does not require any
application servers or databases, making the overall installation footprint the smallest
in the industry.

1.3 Intfroduction to Fiorano SOA Platform Environment

A business process that defines the flow of data between software applications is composed of
one or more event processes (also referred to as Composite Applications). Each event process
is composed with Services (also referred to as components), which execute conditions,
transformations, provide connectivity to software applications and so on. Components are
connected with directional lines, called routes that define the flow of data from one component
to another. The event process does not contain any code and is not compiled into any
executable .exe or a.out. Event processes are stored as simple XML files.

Fiorano SOA Platform includes bundled graphical tools to compose event processes, as
illustrated in screenshots through the rest of this and subsequent chapters.

The Fiorano Environment includes three key items: Servers, Tools, and Components, which
are described briefly below.

1.3.1 Fiorano Servers

Enterprise Server: The Fiorano Enterprise Server provides a repository of security meta-
data, processes, and components in Fiorano SOA. It also acts as the central server to deploy
components onto Peer Servers and fetch/display component status from peer servers. In
essence, this is the entry point for the tools to save applications, register components and
deploy/monitor event processes. Once the event process is launched the entire flow of
messages between the components is managed by the peer server(s) and the enterprise
server is used only for monitoring and managing these peers; as such, the role of the
enterprise server is that of a monitoring and repository server since it does not play a role in
the actual process flow.

Peer Server: This is the runtime server in Fiorano SOA Platform. It provides messaging and
deployment infrastructure for the event processes. The Peer Server’'s messaging infrastructure
is built on world’s most scalable and robust messaging server, FioranoMQ.
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1.3.2 Fiorano Tools

Fiorano Studio: This tool provides a graphical interface to compose, deploy and monitor
event processes. It connects to the Enterprise Server, gives you access to saved processes,
provides insight into running processes and allows processes to be modified dynamically if
needed. This tool includes the Fiorano Mapper tool that is used to define data
transformations in an event process.

Services and Security Manager: This tool allows administrator to add users/groups and
setup Access Control Lists in Fiorano SOA Platform. It also allows new components to be
registered into the Enterprise Server.

Event Manager: This tool provides visibility into the runtime information of executing event
processes on the peer servers. This information includes documents tracked in an event
process, process events (when/who started/stopped the event process), component status,
process logs and more.

Deployment Manager: This tool allows users to set deployment rules to govern the
deployment of components across development, QA, Staging, and Production environments at
the click of a button. For example, users can ensure that Components labeled “development”
are disallowed from deployment on a subset of Staging Servers; selected components can be
barred from executing on any selected set of peers, using version, label and application-name
based restrictions.

Network Administrator: This tool provides access to the status of the Fiorano SOA Platform
servers (that is, the Enterprise Server and the Peer Servers) running on the network. Apart
from the status info (i.e. “is the server running?”) it provides a lot of other information as well,
including log, server configuration, security events and more.

1.3.3 Composing an Event Process

An event process is composed of components and data routes. Fiorano SOA Platform includes
the following categories of components. Complete listing is available at
http://www.fiorano.com/devzone/dev_zone.php. Users can create custom component
categories and add custom components to such categories as required.

1. Bridges: This category contains components to send and receive files/data from FTP
servers, receive emails using POP3, send emails using SMTP. Other components in this
category are EJBAdapter, SAPR3 and SMSBridge.

2. DB: This category contains components to execute SQL operations (insert, update,
delete, stored procedure execution and monitoring database table) on a variety of
supported relational databases that includes Oracle, MS SQL, Sybase, etc.

3. File: This category contains FileReader and FileWriter components. FileReader can
monitor a selected directory for new files as well, apart from reading a specified file
path.

4. Flow: This category contains components to define conditions; content based routing,
aggregate data, and split XML documents etc.

5. MoMs: This category contains components to send and receive messages from MSMQ,
IBM MQSeries, TibcoRV, and JMS Servers.

6. Scripts: This category contains components to execute BeanShell, JavaScript, Perl,
Python, and Groovy scripts.
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7. Transformation: This category contains components to transform data from EDI,
CSV, HL7, and XML to XML format and vice versa. It also includes a component to
convert XML data into PDF documents.

8. Utils: This category contains components to compress and decompress data, encrypt
and decrypt data.

9. Web: This category contains the HTTPAdapter to send data and the HTTPReceive
adapter to receive data over the HTTP protocol.

10. WebService: This category contains a WebServiceConsumer to invoke WebServices
hosted across the intranet/internet over HTTP protocol.

Configuring components and component input and output data channels

Components receive messages from one or more input data channels and send responses to
one or more output data channels (also referred to as ports) or to the ON_EXCEPTION data
channel.

Input
data Duput
channel Data
mﬁmﬂ
n_Excepkion
Drata
Channe

Figure 1.3.1: Service Component

After the component is dropped on to the application easel, it needs to be configured via its
configuration interface. Every component has a customized configuration dialog, apart from
the generic property window. For example, the DB component has a custom configuration
dialog to specify connection details and SQL queries to execute, together with error handling
details.

Settings in the custom configuration dialog may result in a modification of the metadata (that
is, the XSD) of the input and output data channels. The Input channel metadata/structure
enforces the data format in which the component expects the data. Output data channel
metadata/structure defines the format of the output data when the component completes its
execution.

For example, if the DB component is configured to execute the following query.

INSERT INTO mckoiuser.WEE PURCHASECORDER

{ EMATL, FIRSTNAME, LASTNAME, CONTACT NUMBER, SHIPPING ADDRESS,
CITY, ZIPCODE, PRODUCT, QUANTITY |

VRLUES [ 2, 2, 7, 7, 2, 2, 7, ?, 2]

Figure 1.3.2: Configure Component Query

Chapter 1: Introduction Page 51



Fiorano SOA® Platform User Guide

The component input metadata/structure would be

® - Port Properties -IN_PORT x|

KSDOTD | External X5Ds |

Root Element |SG‘!L_CFG_1 [ kit ifaesnesny fiorano cormifeshiactivity DE1 Reguest | > I

Tree View | Text view | Sample
El-<E> S0L_CFG_1
O
El-»=0 [ZERD MANY]
[=-<E> store_po
4> EMAIL
<> FIRSTMAME
B ¥ LASTHAME
B COMNTACT_NUMEER
~4E¥ SHIPPING_ADDRESS
- LED CITY
=< E> TIPCODE
~<E¥ PRODUCT
—LEP QUANTITY

Pararneter “alue

FParameter “alue

Reload | Ck

Figure 1.3.3: InPort Properties

The On_Exception channel contains a static metadata/structure with an error code, an error
description, a stack trace and the original message that resulted in the exception, as shown in
Figure 1.3.4.

* - Port Properties -ON_ EXCEPTION

| External xsps |

Roat Eletnent |Err|:|r

Tree View | Text View | Sample 3L
[=]-<E Errar

L EF ErrorCode

E> ErrorMessage

E* ErrarTrace

Ll E X nputtiessage

Figure 1.3.4: On_Exception Properties

Automatic triggering (scheduling) vs. triggering through sending a document to the data input
channel.
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Each component configuration window has a scheduling screen to schedule the automatic
component execution. For example, a DB component can be configured to execute the
configured SQL every 10 seconds/mins, and so on. Scheduling automatic execution of the
component requires the default values to be specified. In case of the DB component, you can
specify the default value for every *?’ in the SQL query. Similarly, the FTPPut, FTPGet, and the
File Adapter can be scheduled to automatically upload the files from a specified directory,
download files from a specified remote FTP server and read files from a specified directory
respectively.

In other cases, the component starts executing when it receives the messages from the input
data channel.

Connecting components with routes

Fiorano provides data routes to transfer data flowing from one component to another. This
data/message may contain one or more of XML, Binary, plain text or property data.

A data route is created from the output data channel of a component to an input data channel
of another component. A data route can be created between the output data channel and
input data channel of the same component. This feature can be used for retrying the message
in a flexible way.

If the metadata/structures of the route end-points do not match, the route becomes
fragmented indicating a mismatch of data formats. This error can be resolved by introducing
an XSLT component between the two components.
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The Fiorano SOA Platform supports the W3C XSLT 1.0 language for defining the XML to XML
data transformations. Fiorano includes a graphical tool, the Fiorano Mapper to define these
transformations. You can easily drag and drop the elements from the source Schema tree to
the target Schema tree to define the mappings. The Fiorano Mapper includes comprehensive
support for String, Boolean, Arithmetic, Date/Time, and other funclets to define complex data
translations. Figure 1.3.5 illustrates a screenshot of the Fiorano Mapper.

& Fiorano Mapper- Untitled x|

File Edit Struckure  Wiew  AutoMap  Tools  Help
EHEOlo » o«

Mapyiew | petaData |

EHeETAE~E 5> |8

i NETE = Bt P x | B~ x|
=] LY PROUCT OUT_PORT [ |
LLdES CUAMNTITY Ernail <Eu-[=
] IN_PORT
[21-£E> Order
----- E > [ =
----- <E2 CuskomerID -
----- <E’ Email "
[=}-<E* shipDetails
LB Made Headers <EX-[] b
CEx Address [ZERC MaNY] 3=0--E
<E Counkry Header <E>-11
<E» PostalCode name (&
B> Phonehumber value (g
=l i <E3 Prodict Attachments <E>-£1 o8
Comments I NodeInFol Mappings Funclet | Liser XSLI Messagesl
IE |String Functions ;I ﬁ’ﬂ === :
s _g{é Accepted PO# | ﬁr¢—)l | Concat
=] Concat =1 | [ b2
5 Length j | 15t |<E> OrderID | 15t El
] constant ®
8] wpaTH
%SubString-BeFore j 4 | b

Figure 1.3.5: The Fiorano Mapper Screen
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1.3.4 Deploying Event Processes

When a process is deployed, each Component in the Process is moved (that is, dynamically
deployed at runtime) to the peer server on which it is to execute. Depending on the settings,
Components can run as independent processes connected to the Peer via a Socket, or within
the same process as the Peer itself (“in-memory” execution). The Peer Server creates the JMS
destinations for each of the input and output data channels for each component connected to
it. Executing components pick up messages from the input destination, process these
messages and send successful responses to the output destination(s) as required while failed
messages are sent to the On_Exception destination.

By default, each component processes one message at a time. The Components can be
configured using MultiThreading options (min_threads, max_threads, # of jobs) to process
multiple messages simultaneously.

1.3.5 Monitoring Event Processes

The Event Process repository is centrally stored in the Enterprise Server. The Enterprise
Server provides API access to the event processes, to save, view, export, launch, debug, and
stop and other actions as required. The Fiorano Studio provides an easy-to-use GUI to
manage event processes as illustrated in Figure 1.3.6.

D File Edt View Nawvigste Source Tools Window  Help

yaancricas)iccarad)ing

Server Explorer 0 x| [0 |[5] BPOND_TRADING:1.0%
o] Servers |nestm Sorce  Help o

= F Enterprise Server
B 1] Event Process Repository
= 3% Event Processes(1/16)
=150 My Processes (1)
M BTEST_EVENT_PR

= (5 Samples (1/%) I el
55 Domains (2} Copy Chrl+C
M-S Financial (2) i
B[S Irventory (3)
E- Mortgage (1) Delete Dedate
F-[5 Retail (2) A
M5 WorkFlow (2) Ghan

e{@ HOSPITALITY_SE
o{f PORTAL_INTEGR
o COMPOSITEBC DeEmq | Export...

off DATABASE REPLICA| Chesk Resources & Connectivity
of SIMPLECHAT

Save as...

Launch
- Labels W
@B Pear Repostory e
#-[] Service Repository
@B Security View Logs. .
F. rajeshzsy SO Lok

Clear Logs

Figure 1.3.6: Server Explorer Screen
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The Fiorano Studio can connect to the Enterprise Server from anywhere on the network. In
addition to hosting the Studio, which allows users to create new event processes, the studio
can be used for the following tasks:

1. Import/Export one/more Event Processes

Launch/Stop one/more Event Processes

2.
3. View the Event Process status
4.

View process logs

Debugging an Event Process

An Event Process can be debugged to intercept/forward the messages transmitted over the
data route. The Debugger shows the complete data message intercepted on the route. A
message can also be modified or discarded while in the debugger, provided the user has
permission to perform these actions. Figure 1.3.7 and Figure 1.3.8 illustrates the message

interceptor/debugger.
’ﬂ
@)|o =
¥
- Edit b
chatl Transformation. ..
Selactors
Inkerceptor y #dd Breakpoink

Figure 1.3.7: Add a Breakpoint
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off
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Figure 1.3.8: Intercepted Messages

Tracking documents along the flow (Audit Trial)

An Event Process can contain data channels marked for document tracking, as illustrated in
Figure 1.3.9. All the messages that go through a marked data-channel are persisted in a
relational database. Additionally, a data channel can be marked end of tracking to denote the
end-of-processing steps for a message. The document tracking feature helps to determine the
number of documents that have successfully reached the tracking end-points successfully as

well as the number of documents that has failed to reach the end-point.

The data channels in green and red are marked
to track the documents. The data channel

in red {i.e Receiver input channel) denotes the
end of processing steps for the document.

Receiverl

routeZ

% ®—routel—@

Senderl kransfarm

Figure 1.3.9: Tracking Document
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Exception Handling

The Fiorano SOA Platform provides the most flexible/extensible exception handling at both
component and system levels. As explained in previous sections, if a component runs into any
error/exception while processing a document, the error details are published on the
ON_EXCEPTION data queue of the component. As a process composer, one can route that
data into a table in a database (using the DB component) and/or send out an email (using the
SMTP component). The user can also compose a complex flow starting from the error data
channel, as illustrated in Figure 1.3.10.

>u[2=]

.,/ Receiver]

ﬂ;-—mqliiliﬁﬂ

Sarsderl transform
1
l — [ |
—E|E! re- m|* .:IO
Iuﬁruzi_nata serdEmail

Figure 1.3.10: Exception Handling

In addition to the component-specific error handling, the Fiorano Enterprise Server can be
configured to send out an email for various system events like unavailability of the Peer
Server, stopped Component, security violation, Event Process termination, and so on.

Logging

The Fiorano SOA Platform provides flexible logging settings for an Event Process. Each
component can have different log settings. The log settings determine how much log data gets
stored on the disk, the number of lines per file, an option to include time-stamps, and so on.

B Log-Manager
Twpe File Handler
Pl El} = Cireckory ./logs
. — Mairnurn File Size 50000 bytes
SMTP_Bridge Murnber of log Files 4 files
Include Time-3tamp YES
[l Log Modules
com.fiorano, bo trgateway Warning
com.fiorano,adapter . jca.smbp.cci. SMTP. .. \Warning
SMTPManagedConnectionFactary Warning
ERR_HAMDLER \Warning
OUT_HAMDLER Info

Figure 1.3.11: Log Manager
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Fiorano provides APIs to access the runtime process logs while the event process is running
with the above log settings. The Fiorano Studio tool provides a GUI to display the
process/component logs, as shown the Figure 1.3.12.

{# Logs - CRM [CRM:4.0] = x|
Service Instance | CRM L‘ Murber of Records IIEIIZI 5 I

Outpuk Log rErrur Lag ]

15:12:2006, 14:57:51 >> Arg[0] ->-username -~
15:12: 2006, 1l4:57:51 >» Arg[l] -Fanonymous

1&:12:2006, 14:57:51 >=> Arg[d] -F-serviceversion

15:12: 2006, 14:57:51 =» Arg[3] -»4.0

15:12:2006, 14:57:51 >> Arg[4] ->=-password

15:12:2006, l4:57:51 >» Arg[S] -rFanonymous

1&:12:2006, 14:57:51 >> Arg[6] -F-transportprotocol

15:12: 2006, 14:57:51 =» Arg[7] ->TCP

15:12:2006, 14:57:51 >> Arg[8] -=-url

15:12: 2006, 1l4:57:51 => Arg[9] -=http://l92.165,100.102: 195€
15:12:2006. 14:57:5]1 > argllO]l —)~fEIviEEGUID i

4[ k
lear |*| Export... Refresh |'| Close |

Figure 1.3.12: CRM Logs

Setting up Alerts and Notifications

The Fiorano SOA Platform provides support for setting up alerts and notifications on all
system/process/component runtime events. The default installation includes a Mail and SMS
notification handler to send out alerts. However, customers can customize the notification
mechanism, using a pluggable alert handler API.

It is also important to note that both the Enterprise Server and the Peer Servers fully support
management through open standards - JMX and SNMP. Tools like HP-OpenView, Ca-
UniCenter, Big Brother, Nagios, and so on. can connect to the servers to view the status and
modify system/process parameters.

1.3.6 Extending the Component Palette

The Fiorano SOA Platform suite ships with an SDK to develop components in multiple
languages including C, C++, C#, and Java, among others. One can develop a component in
any of these languages and make it available on the Studio palette with the help of easy-to-
use wizards and scripts.

Once a component is available on the Studio palette, it can be dragged and dropped onto the
easel to create an Event Process. A component on the palette can be instantiated in any
number of event processes. Some of the benefits of the Java SDK include:

1. An inbuilt JMX container
2. Support for JMS/Tibco RV transport
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3. Threading/Session handling

Mative component code can directly plug into JMS gateway.

Camponert
logic

)
4 IJC.& JEA provides connectionthread pooling support

Jd JME provides manasgement and runtime change support

JME provides neteorktransport independent data exchanges

Figure 1.3.13: Adding Components to Palette

1.3.7 Scalability

When a given Peer Server goes out on CPU and RAM capacity, it is easy to install a Peer
Server on a new machine and make it available on the Fiorano Network, allowing additional
event processes to be launched and managed. There is no limit on the number of Peer Servers
that can be added to the network. Linear scalability can be achieved by distributing the event
processes onto multiple Peer Servers running on the network.

For more information on how peers are added to a running network, see Chapter 7.

1.3.8 High Availability

The Fiorano SOA Platform achieves system high availability by providing backup/standby
instances for the Enterprise Server and the Peer Server.

The Enterprise Server that acts as the process/component repository provides high availability
by running a hot-standby Enterprise Server on a separate machine across the network. The
hot-standby server and the active server exchange heart-beat packets and the data through a
back-channel connection. If the active server goes down, the standby server becomes active
and provides high availability for the process/component repository.

Component/Process
Repository

i Status/Data ™.
'f';". T e P i) e
FESE R

Active Server

Standby Server

Figure 1.3.14: HA on Enterprise Server
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Similarly, a Peer Server provides high availability of data and service failover by running a

backup/hot-standby server on a separate machine.

In the event the primary server machine

goes down, the hot-standby instance resumes operations immediately without any manual
intervention. The Peer Server HA-pair instances provide high availability of transactional data

together with component-level failover. High availa

bility is discussed in detail in Chapter 6.

Running

Components
Message Bus

L Status Dal:gd o
.@——aﬁiﬁ%ﬁéﬁ— o

Active Server

Stan

oling zupport
lime change suppart
apendent data exchange

dby Server

Figure 1.3.15: HA on Peer

1.3.9 Security Framework

The Fiorano SOA Platform security data (that is, bo
centrally managed in the Enterprise Server. Access

th authentication and authorization data) is
to both the component and process data is

authenticated/authorized when users connect to the Enterprise Server. The Fiorano Security

Manager tool is used to configure the users/groups
discussed in more detail in Chapter 8.

and user/group permissions. Security is
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Figure 1.3.16: The Fiorano Services and Security Manager Screen
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Chapter 2: The Fiorano Environment

This chapter explains the high-level system architecture of the Fiorano Enterprise Services
Grid, which consists of Peer Service- Containers installed across the network together with the
centralized Management and Repository Server as well as Management tools. The topics
discussed in this chapter include the ESB Server, ESB peers, the Web-Gateway that manages
Web-Services and Fiorano Orchestration and Management tools.

2.1 Fiorano System Architecture

The Fiorano SOA Platform include the:
1. Fiorano Peer Server Network
2. Fiorano ESB Server
3. Fiorano Service Components
4. Fiorano Tools Interface

Figure 2.1.1 illustrates how different entities of the platform interact with each other in
carrying out their respective functionalities.

[Fiorane
|Tools
|Interface

| R -
Firewa: I,G’alewar Firgwal JQQ‘EEWW

Figure 2.1.1: The Fiorano System Architecture

= The Fiorano Peer Server Network is the Enterprise Class, centrally managed
Peer-to-Peer messaging backbone.

= The Fiorano ESB Server is the Administration Gateway to the ESB Peer Server
network.
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= The Fiorano Service components are either the interfaces to units of the Enterprise IT
Infrastructure or implementations of commonly used integration elements (such as
transformations, content based routers, and so on). The Fiorano Service components
implemented in Java are either pure JMS or JCA components.

= The Fiorano Tools Interface is provided via the Fiorano Studio which offers intuitive
visual interfaces for the implementation of ESB Server capabilities for end Users.

2.1.1 Fiorano ESB Server

The Fiorano ESB Server is the central controller of the Fiorano network. This control server
acts as a monitoring agent for all other peers and ensures information coherence.

The various functions performed by the FES include:

1. Control of launching as well as termination of Fiorano Components as part of an event
process on any Peer of a Fiorano network.

2. The update of status of all Peer Servers, Business Components and Event Processes
running on Peers across the network.

3. The Launch of a Business Component on a backup node, in case the primary FPS on
which the Business Component is running goes down.

2.1.2 Fiorano Peer Server

The Fiorano Peer is a container for launching business components at network end-points of a
Fiorano network and manages the life cycle of the components.

The following are key functionalities of the Fiorano Peer:

1. Transfers the data among various components in a Peer to Peer fashion over JMS
routes.

2. Routes Business component related controls and State information to the Enterprise
Server.

3. Provides store and forward capabilities to handle network failures to provide for
guaranteed delivery of messages (which flow across from one peer to another). A
Fiorano Peer Server has inherent store and forward mechanism through which each
peer stores the messages corresponding to all Peer Servers which are unavailable at
that moment and forward these messages to Peer Servers as and when any come up
again. This allows the Event Processes to continue execution even in the event of
remote machine failure or network failure.

ESB Server to Peer Server communication

All data communication in the ESB network happens in direct Peer to Peer fashion between
Peer Servers. Only control data flows between the Enterprise and the Peers. The types of
control events handed by the ESB Server include service component state notifications, event

process state notifications, HA events, document tracking events and so on.

ESB Component and Process Repository
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The ESB Server manages the following repositories:

= The repository to maintain versions of registered and unregistered service components
along with dependent resources and binaries.

= The Meta data information of the event processes in XML format.

= The repository of Peers in the ESB network and their configuration
Communicating with ESB Server

The ESB server is the single point of management and administration for the ESB network.
The Fiorano Studio acts as the visual interface to the ESB Server function for the End-User.

2.2 Installation

The Fiorano SOA Platform is available in two editions:

1. Enterprise Edition: The Enterprise Edition includes the Fiorano Enterprise Server,
Fiorano Peer Server, Fiorano Adapters, and all the Fiorano tools.

2. Workstation Edition: The Workstation Edition includes the Fiorano Peer Server and
all the Fiorano tools. The Workstation Edition is not bundled with the Enterprise
Server. This edition requires an Enterprise edition to be installed on the Fiorano
Network.

The Enterprise and Workstation Edition are available free for a 45-day evaluation period. The
evaluation versions contain all the features of the licensed versions. The use of this software is
defined in the Fiorano End-User License Agreement.

2.2.1 Different Topologies

The Fiorano Peer-to-Peer distributed model provides unmatched flexibility in deciding
installation topology. Users can decide on an installation topology based on various
parameters:

= Availability of hardware

= Hardware configuration - RAM (Random Access Memory) and, CPU processing
= Expected system performance

= Number of licenses available

The exact topology architecture for each solution varies and is determined based on specific
customer requirements.

All Servers on Same the Machine

Fiorano Platform installation (Enterprise Edition) can be installed on a single machine. The
default Peer Server profile is configured to work with the Enterprise Server available on the
local machine. As such, no further configuration (other than JVM settings, like setting the heap
size) is needed to launch the Servers. The Fiorano Studio also comes pre-configured with the
local Machine Enterprise Server connectivity information.
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A single machine installation is the simple and fast way to get acquainted with the software. If
the single machine has more than the recommended RAM and processing capabilities, then
the servers can be deployed on the same machine. However, if a large number of
processes are required to run and the available hardware configuration does not support the
memory requirements of the business process, then users have to consider distributed
deployment of servers.

Enterprise Server on a Machine and Peer Servers on Separate Machines

Another popular installation strategy is to have a dedicated machine for the central controller
- the Fiorano Enterprise Server. Peers can be distributed across other machines. With this
approach it is possible to distribute the load across multiple mid-range machines as compared

to using a single high-end machine.

For example, the Figure 2.2.1 illustrates an installation topology spread across five machines.

ESB
Primary

: G-
|-’..‘Fr
SOAP Réquests
> () —

ESB
Secondary

Figure 2.2.1: Installation Topology

2.2.2 ESB Server

The Enterprise Server is the centralized management and repository Server which manages
the various components of the Fiorano Network.

2.2.2.1 System Requirements

The ESB Server is a 100% Java product and can be deployed on any platform with a JRE
version 1.5 or above. For optimum performance, a minimum of 1 GB RAM is recommended. A
complete Enterprise Edition installation requires 600 MB of disk space.
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2.2.2.2 Installation Steps

The windows installer is wizard driven on which the default installation directory can be
configured. The non-windows installer includes a wizard driven approach or a tar file that can
be easily unzipped into a directory and then untarred.
Solaris Platform installation instructions:

= Use gtar in Solaris to untar

» GNU taris bundled as: /usr/sfw/bin/gtar

Check the link below for further information:
http://forum.java.sun.com/thread.jspa?threadID=5106899&messageIlD=9363883

2.2.3 ESB Peers
The ESB Peer Server is a runtime container for service components. The Peers communicate
with each other directly in a Peer-to-Peer method without going through the Enterprise Server.
2.2.3.1 System Requirements
The Peer Server is a 100% Java product and can be deployed on any platform with a JRE 1.5
version or above. For optimum performance a minimum of 1 GB RAM or above is
recommended.
The actual RAM and the hard disk space required for deployment depends on the number of
Business Services running on a single node, complexity of the Business Services deployed on a
single node, CPU requirements by the Business Services, anticipated data flow, expected
performance from the system, and so on.
2.2.3.2 Installation Steps
The Windows installer is wizard driven on which the default installation directory can be
configured. The non-windows installer includes a wizard driven approach or a tar file that can
be easily unzipped into a directory and then untarred.
Solaris Platform installation instruction:

= Use gtar in Solaris to untar

= GNU tar is bundled as: /usr/sfw/bin/gtar

You can check the link below for further information:
http://forum.java.sun.com/thread.jspa?threadID=5106899&messageIlD=9363883
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In the wizard driven approach, you can configure the peer to register with a specific Enterprise
Server when using the Workstation edition of the installer as shown in the Figure 2.2.2:

Fiorano

Enter Pesr Server Mame bo be Used by Fiorano 308 3 Flatform

Enter [P Address of the Fiorano 904 9 Enterprise Serves

htbpeff <S0A%erverHost = 1857

[rctalSainld — — H P = H — r

Figure 2.2.2: Installation Wizard
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2.3 Fiorano ESB Server

The Fiorano ESB Server (FES) is a Centralized Management Server which manages the various
components of the Fiorano Network and acts as a Metadata Repository of Event Processes and
Fiorano Business components. In a Fiorano Network, the data flow takes place purely in a
Peer-to-Peer fashion (between two or more FPS) without the intervention of FES. Thus the FES
role during an Event Process execution is restricted to passing control signals for starting,
stopping, and monitoring service components that comprise the event process, where as the
actual flow of data and events between services is managed by Peer Servers on which the
services execute.

The FES is the central controller of the Fiorano Network, acting as a monitoring agent for all
the other Peers while ensuring information coherence. The Fiorano SOA Platform Management
tools connects to the FES and request action for specific operations such as launching an Event
Process or retrieving information about services in the network. For this, the FES sends out
Control Events to the participating FPS in the network containing specific instructions about
the incoming request.

SAP
Adapter
FPS
Event
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Figure 2.3.1: Fiorano Network

The FES is primarily a JMS Server (FioranoMQ Messaging Server) wrapped with additional role
specific functionalities. The FES communicates with the FPS using the underlying JMS server
and expose well defined JMX and Java API to communicate with the tools.
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2.3.1 ESB Server Functionality
The role of a FES can be logically divided into the following activities:

Remote Deployment and Launching of Event Processes and components: The FES
provides the ability to deploy, launch, and stop Event Processes and components on any Peer
Server in the network.

Runtime Composition of Event Processes: The FES allows modifications to the Event
Processes running at the time without stopping the Event Process on any server. This helps to
update the running event processes in production without any downtime.

Configuration and Repository Management: In a distributed Service-Grid environment,
information and data is scattered across the network. Each component that executes a part of
the event process or workflow as well as the Peer Server hosting the component needs to be
configured. Hence, there is an important need for remote configuration management of the
overall system and this is managed via the FES.

The FES manages:
= The configurations of Fiorano ESB Peers.

= A repository to maintain versions of registered and unregistered Service Components
along with dependent resources and binaries.

= The meta-data information of the Event Processes in XML format.

Presence and Availability Management (PAM): The FES maintains the State information
of all the Peer Servers across the Fiorano Network. This State information is stored in a file-
based data storage.

Event Process State Persistence: The FES persist the State of Event Processes and restores
the State(s) upon restarting the server.

Event Tracking and Monitoring: The FES monitors events, logs and State information of
Peer Servers, and Service-Components running across the Fiorano Network. The FES makes
this information available to other tools for business activity monitoring.

Runtime Debugging: The FES allows debugging of Event PO0720ocesses at runtime and also
provides the ability to modify the intercepted data at runtime.

Security Controller: Security plays a critical role in a distributed system. There are two parts
to Security: one relating to network security level and protocol level security and the other
relating to user-level security.

= Protocol level security is the inherited feature of Fiorano Servers (both FES and the
FPS) in that it can be configured to use a secure protocol for communication, including
support for HTTPS and SSL protocols.
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= User-level security is important in avoiding problems such as a Peer injection of
malicious and corrupt data in to the system. A client when connecting to the Fiorano
Network is required to supply credentials which are then authenticated by the system.
In a Fiorano Network, the Enterprise Server through the underlying Realm service
does the authentication of users and maintains the security policies. This Realms
service is responsible for maintaining all user and group information and for
authenticating all incoming connection. The network administrator can choose between
a collection of Realm services, differing in storage and authentication mechanisms.
This security architecture allows the administrator to set up Access Control Lists
(ACLs) for each possible operation that could be carried out in the Fiorano Network as
well as Control User actions based on the permissions assigned to them. For example,
ACLs for an Event Process can specify which Users have the privilege to launch an
event process on the network. Similarly, ACLs for a Business components can specify
locations where the Business component can be run on the network. This allows the
administrator to control the privileges available to each Users.

Failover Management: The FES also manages the Fail-Over of the service components in
applications that is running. When the primary FPS on which a service component is running
goes down, the FES redeploys and launches that component instance on a configured backup
node.

High Availability: Fiorano ESB Servers can be configured to run in HA mode to maximize
system availability, thereby eliminating all single points of failure and avoiding data loss.

2.3.2 Launching ESB Server

The FES can be launched from the Windows Start menu or by directly executing a script file.

2.3.2.1 From Fiorano Studio

Click Start>Programs->Fiorano->Fiorano SOA Platform >Fiorano Servers>Fiorano ESB Server

2.3.2.2 From Script Files

= To start the FES server with the default profile (which is profilel), run or double-click
the script server.bat/.sh -mode fes available under
<fiorano_installation_dir>\esb\server\bin folder.

= To start the FES server with a specific profile other than the default profile, run the
script server.bat/.sh available under <fiorano_installation_dir>\esb\server\bin folder
with the profile option as shown below:

server.bat/.sh -mode fes -profile <profilename>

Example: <profileName>=haprofilel/primary or <profileName>=haprofilel/secondary - This
is to start servers in HA mode.

Note: In UNIX systems, servers, by default, will start in the Background mode. Pass runtime
argument —nobackground to the server startup script to run the server in console mode. If
the Background mode is not to be run, then run %FIORANO_HOME®%/launcher/server.sh so

that nobackground="" is changed to nobackground="true”.
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To install FES as a Windows NT service
Run the command:
install-server.service.bat -mode fes -profile %PROFILE_NAME%

Note: NT services will have to be re-installed if you make changes to any configuration files.
This includes fiorano_vars as well as server.conf.

To remove the FES NT service, run the command:

uninstall-server.service.bat -mode fes -profile %PROFILE_NAME%

To install/uninstall FES as a service on UNIX, refer to readmeWrapperService.txt present
under %INSTALL_DIR%/SOA/esb/server/bin/service directory.

2.3.3 Shutting Down ESB Server

The FES can be stopped from the Fiorano Studio or by directly executing a script file located
under %INSTALL_DIR%/SOA/esb/server/bin directory. Shutting down the Enterprise Server
automatically invokes a shutdown hook in the Enterprise Server’'s JVM which cleans up any
resources and connections used by the server’s JVM.

2.3.3.1 From Fiorano Studio

The FES can be stopped from Fiorano Studio only after logging into FES through Fiorano
Studio. The Figure 2.3.2 illustrates the Shutdown menu item location:
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Figure: 2.3.2: Shutting Down FES

2.3.3.2 From Script Files

The Enterprise Server can be shutdown using the shutdown-server script present in
<fiorano_installation_dir>/esb/server/bin folder.
Note the following:

e Shutdown scripts cannot be used to shutdown both primary and secondary servers
running in a shared HA mode simultaneously, and using the RMI connection.

e In case, HA profiles from previous versions are migrated to the current version of the
product, these profiles need to be re-configured to specify the BackupRMIServerPort
property in order to make use of this functionality.

This script can be used to:

e Shutdown a Standalone Enterprise Server.

e Shutdown both the Primary and the Secondary HA servers simultaneously.

Options that can be specified to the script are:
e -user: Name of user trying to shutdown Fiorano Server
e =passwd: Password of user trying to shutdown Fiorano Server
e -restart or —r: Restarts the Fiorano Server
e =-ha: Used to shutdown both active and passive servers running in HA.
e -url: URL of active Fiorano Enterprise Server
¢ -mode: mode of the server, that is, fes or fps. Defaults to value fps.

e =? or —help: Prints help message
Examples:
To shutdown standalone Enterprise Server:
shutdown-server -url tsp_tcp://localhost: 1947 -user admin -passwd passwd
To shutdown both active/passive enterprise servers in HA:
shutdown-server -url tsp_tcp://localhost: 1947 -user admin -passwd passwd -ha

The above examples of shutting down the Enterprise Server(s) involve connecting to an Active
Enterprise Server, whose URL is specified using the -url parameter.

The following options can also be specified if a User wants to shutdown the Enterprise Server
using the RMI connection.

e =-connectorType: Connection type to server.Pass "RMI" for shutting down servers
using RMI connection.

e -address: IP Address of server

e -rmiPort: rmi port of server
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Note:

If the -ha option is given to shutdown both the servers of ha pair, the address and rmiPort
options need to be specified for either the primary or the secondary server. This can be used
when you are not sure which server of the HA pair is active.

Examples:
For shutting down the Standalone Server:

shutdown-server -connectorType RMI -user admin -passwd passwd -address localhost -rmiPort
2047

For shutting down both active/passive servers in HA:

shutdown-server -connectorType RMI -user admin -passwd passwd -address localhost -rmiPort
2047 -ha

2.3.4 ESB Server Configuration

FES can be configured either in online mode (that is, while the FES server is running) or offline
mode (when the FES server is not running) using Fiorano Studio.

= Offline mode configuration can be done using the Profile Manager, which can be
accessed from the Fiorano Studio. When a configuration is modified and saved,
changes persist and are reapplied when the server is restarted.

= Online mode configuration can be performed using the JMX explorer, which can be
accessed from the Fiorano Studio. Changes made using JMX are applied on the current
running server and are persisted as well. However, some of the server configurations
(such as server ports, memory settings and others) are applied only after the restart
of the server.

Note: For more information on configuring Fiorano Servers, please see section 2.6 Configuring
Servers and Tools.

2.3.4.1 Server Ports Configuration

FES server communicates with Peer Servers and tools using different ports.

2.3.4.1.1 External Ports

Ports that are opened to facilitate the communication between FES and external tools are
known as external ports or external server ports. The FES checks these ports for any requests
from external tools.

Configuration Steps

Offline Mode
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1. Open the FES server profile in Studio (Tools>Configure Profile). The FES server profile
can be selected from the following location as shown in the Figure 2.3.3.
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Places Files of type: |,q|| Files w | Cancel

Figure 2.3.3: FES Profile Location
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2. Select the FESTransportManager in the Server Explorer tab
FES->Fiorano>Esb>FESTransportManager. In the Properties of
FESTransportManager panel displayed on the right-hand side, change the port

number in the ServerUrl property.
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Figure 2.3.4: FES External Port

Note: FES clients (such as the Studio and other tools) should connect to this port after the

FES is started with this profile saved.
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3. Save the profile as shown in the Figure 2.3.5.
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Figure 2.3.5: Saving Profile

Online Mode

1. Connect to the Enterprise Server’s JMX interface through the Fiorano Studio.
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Figure 2.3.6: FES-JMX Server
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2. Select IMX Connection > Fiorano > Esb > Transport > FESTransportManager. In
the Properties of config panel on the right-hand side, change the FES URL property

to reflect the new port.
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Figure 2.3.7: JMX Explorer

3. The server needs to be restarted after the value is set. A message dialog box appears
with instructions for the properties that require the Server to be restarted.

Zhanges needs ko be saved and Server must be restarted to get them into effect!
[ ] Don't show this dislag again

Figure 2.3.8: Save Dialog Box
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4. Click the OK button to save the configurations. These configurations are reflected after
the server is restarted.
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Figure 2.3.9: Save Configuration
2.3.4.1.2 Internal Ports
Ports that are opened to facilitate the communication between FES and FPS servers are known
as internal ports or internal server ports. The FES checks these ports for any requests from
external tools.

Configuration Steps

Offline Mode
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1. Open the server profile in Studio (Tools>Configure Profile) as explained in section
2.3.4.1.1 External Ports.

2. Select the ConnectionManager in FES—>Fiorano—>SocketAdapters->port-
1->ConnetionManager. In the Properties of ConnectionManager panel on the right-
hand side, change the Port property.
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Figure 2.3.10: FES Internal Port

Note: The Peer Servers should connect to this port after FES is started with this saved profile.

3. Save the profile as explained in section 2.3.4.1.1 External Ports.

Online mode
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3.

Connect to the Enterprise Server’s JMX interface through Fiorano Studio as shown in
2.3.4.1.1 External Ports.

Select JMX Connection > Fiorano - socketAcceptors ConnectionManager >
ConnectionManager. In the configuration properties panel on the right-hand side,
change the Port property to the new port.
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Figure 2.3.11: JMX Explorer

The server needs to be restarted after the value is set. A message dialog box appears
with instructions for the properties that require the Server to be restarted, as
explained in section 2.3.4.1.1 External Ports.

Click the OK button to save the configurations. These configurations are reflected after
the server is restarted as explained in section 2.3.4.1.1 External Ports.

2.3.4.1.3 RMI Ports

Ports that are opened to facilitate the communication between FES with JMX clients are known
as RMI Server Port.

Configuration Steps
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The RMI ports can be configured in either offline or online mode.

Offline Mode

1. Open the server profile in Studio, navigate to Profile Management > Enterprise Server
and select FES.

2. Select the RMIBasedJMXConnector from FES - Fiorano - JMX -> Connector. In the
Properties of RMIBasedIJMXConnector panel on the right-hand side, change the
RMIServerPort property as required.

The default RMI Ports for FES is 2047.

Defaults:
= FES HA Primary - 2047
= FES HA Secondary - 2048
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Figure 2.3.12: FES RMI Port

3. Save the profile as explained in section 2.3.4.1.1 External Ports.

Online Mode

1. Connect to the Enterprise Server’s JMX interface through Fiorano Studio as explained
in section 2.3.4.1.1 External Ports.

2. Select JMX Connection = Fiorano - jmx = connector - JMXConnector > RMI >
RMIBasedJMXConnector. In the Properties of Config panel on the
right- hand side, change the RMIServerPort properties as required.
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Figure 2.3.13: JMX Explorer

3. The server needs to be restarted after the value is set. A message dialog box appears
with instructions for the properties that require the Server to be restarted as explained
in section 2.3.4.1.1 External Ports.

4. Click the OK button to save the configurations. These configurations are reflected after
the server is restarted as explained in section 2.3.4.1.1 External Ports.
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2.3.4.2 Memory Configurations

Better server performance is possible with proper configuration of JVM parameters,
particularly those related to memory usage. The allocation of memory for the JVM is specified
using -X options when starting the server.

JVM option Meaning Default ESB Settings
-Xmx Maximum heap size. 512MB

-Xms Initial heap size 256MB

-Xss Stack size for each thread. JVM default (120k)

Note: The stack size limits the number of threads that you can run in a given JVM. A large
stack size may result in memory running short as each thread is allocated more memory than
needed.

Configuration Steps

1. Open the server.conf in %FIORANO_HOME®%/esb/server/bin/ and change the values
for -Xms and -Xmx argument under <jvm.arg> tag. If no value for —Xss is specified,
default value will be used.

2. Save the file and restart the server.

2.3.4.3 Java Configurations

Enterprise server requires JRE version 1.5 or above for successful operation. The JAVA_HOME
setting can be configured for the Enterprise Server as follows:

On UNIX:

The Enterprise Server by default uses JAVA_HOME value set for the console. This can be
overridden by specifying JAVA_HOME value in % FIORANO_HOME%o/fiorano_vars.sh file.

On Windows:
By default, JAVA_HOME is set to %FIORANO_HOME®%/jrel.5.0_16 (shipped with the product)

in % FIORANO_HOME®% /fiorano_vars.bat file. To make the server use a different
JAVA_HOME, modify the settings as required.
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2.3.5 Setting Up Users and Groups

The Fiorano SOA Platform security policy enables administration and management of Groups
and Users across the entire Fiorano Network. This section describes management of Users and
Groups by assigning appropriate rights to them on the Fiorano Network.

The Fiorano SOA Platform users and groups can operate from all available nodes in the Fiorano
Network. A User Group is identified by a unique name and contains a list of users who inherit
all rights assigned to that group. Every User is assigned a unique User Name, Password, and a
User Group Membership. Information pertaining to Users and User Groups is utilized during
authentication and determines the resources that a User or a User Group is allowed to access.

2.3.5.1 Managing Users
Fiorano Studio can be used to manage all users in the Fiorano Network. The management
tasks that can be performed are:

= Creating User Accounts

= Deleting User Accounts

= Changing the Password of a User

To view the list of Users, log onto the Enterprise Server and click the Users node in the
security section. A list of Users is displayed as shown in Figure 2.3.14.
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= F Enterprise Server .| |B BOB  EVERYONE, MAINTENANCE no

¥ = — | MICH... EVERYOME, PRODIJCTION EN... no
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Event Process Repository
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Figure 2.3.14: Users in the Fiorano Network

Note: Logged in users are shown in bold letters.
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2.3.5.2 Creating a New User Account

You can create a new user account by logging onto the Enterprise Server with the
administrator’s privileges.

2.3.5.3 Configuration Steps
1. Login to Enterprise Server through Fiorano Studio.
2. Select security node from the Enterprise Server tree.

3. Right-click on the User and click New User. A dialog box is displayed with a prompt to
enter the name of the User. Enter the new User Name and click the OK button.

Note: The Password created for the New User, by default, is the same as the User
Name assigned to the User.
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F St in ! sz : A 1 gif3
fﬂ Fngmx Sl e -=»-0 - mE =E 4 # | = gi[a]
F FES Users I mermber-af J Connected = General
(§ FeEs-mx = | |[# ADMIN ADMINISTRATORS, EYERYONE yes . ¥
F s | | ANOMN... EVERYOME no
d FPS-1M £ AYRTOMNEYERYOME, TECH SUPPORT T... no
= E Enterprise Server | |BBOB  EVERYONE, MAINTENANCE o

- | MICH... EYERYOMNE, PRODUCTION EM. .. no
:Explorer 0 X |\ SCOTT  EVERVOME, GUESTS rio
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Figure 2.3.15: New User creation dialog box
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4. To change the password, right-click on the user whose password is to be changed. A
dialog box is displayed with a prompt for the Current Password and the New Password.
Enter the new password and click the Yes button to complete the process.

| = /F Enterprise Server
[* U Event Process Repository I
I+ @ Peer Repoasitory
= [:J Service Repositary
= Security

= Users
ADMIN
AMNCHNYMOUS
AYRTOM
BCE
MICHAEL
SCOTT
MEY,
[E5] Groups

N N T e B

| Change Password

Cut Chrl+
Copy Chrl+iC

Delete Delete

Figure 2.3.16: Change User Password

5. To delete a User Account, right-click on the user to be deleted and select Delete
option. A dialog box is displayed with a prompt for confirmation. Click the Yes button
to complete the process.

[& Confirm Object Deletion E|

@ Are wou sure you wank bo delete MEWUSER?

Figure 2.3.17: Confirmation of Deletion of User Account.
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2.3.5.4 Managing Groups

The Fiorano SOA Platform by default creates a Group named EVERYONE. All Users are
automatically included in this Group. When ‘Groups’ is selected from the security section, all
groups are displayed in the right-hand side panel, as shown in the Figure 2.3.18.

E Fiorano Studio

: File Edit Wiew Mavigate Source Tools  Window  Help
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F FPs | [WEVERYONE ADMIN, ADMIMISTRATORS
\§ FPS-IMy R GUESTS EVERCINE SCOTT
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:Explorer 0 % BTECH SUPPORT T... EYERYONE AYRTOR
1 A
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Figure 2.3.18: Groups in the Fiorano Network

The information pertaining to each group is organized under the following columns:
= Group Name: This column contains the names of the Groups

= Members: This column contains a list of Users who belong to that particular Group.
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2.3.5.5 Creating New Group

Any User with administrative privileges can create a New Group by logging onto the Enterprise
Server.
2.3.5.5.1 Configuration Steps

1. Choose the Enterprise Server under Explorer after logging onto Fiorano Studio.

2. Select the security node from the Enterprise Server tree.

3. Right-click on the Groups and select the Add Groups option. A dialog box is
displayed with a prompt to enter the Name of the Group. Enter the Group Name and
click the OK button.

S Fiorano Services and Security Manager

Actions  View  Help

S OEEEREN

‘r Fiorano Enterprize Group Mame Members
= (=] Securty Policy EVERYOME GUESTS, PROD
i Dsers GLESTS SCOTT
Mew Group... IR PRODUCTION ENGINEER MICHAEL
Refresh MAINTENANCE BOB
ADMINISTRATORS ADMIN
WORKFLOW COMPOSER AYRTON

Figure 2.3.19: Adding Group

2.3.5.6 Adding a User to a Group

You can add one or more users to a group as follows:
1. Select the Group to which the User is to be added.

2. Right-click on the group name and select its members.
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3. Select the User that is to be added to the Group from the pop-up window. Multiple
selections can be made by holding down the CTRL key.

4. Click the OK button.

£ AYRTOM A
£ BOEB E
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B ADMINISTRATORS |
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B MAINTENANCE LS
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L (514 J [Cancel ]

Figure 2.3.20: User List

2.3.5.7 Deleting a User from a Group

You can delete one or more User from a Group by:
1. Select the Group from which the User is to be deleted.
2. Right-click on the Group Name and select its members.

3. Select the User from the popup window and click the Remove button to remove the
User from the Group.

4. Click the OK button to save the settings.

|

I& Members EJ

g EBCIB Add... ':]

g scom

Figure 2.3.21: User List of a particular group
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2.3.5.8 Deleting a Group

Any user with administrative privileges can delete a Group by logging onto the Enterprise
Server.

2.3.5.8.1 To Delete a Group
1. Choose Enterprise Server under Explorer after logging onto Fiorano Studio
2. Select the security node from the Enterprise Server tree.

3. Select the Group to be deleted from the Groups. Right-click on the Group and select
the Delete option from the pop-up menu.

Note: The deletion of ADMIN, ANONYMOUS, EVERYONE, ADMINISTRATORS, FPS, and
EVERYNODE is not allowed. If an attempt is made to delete these accounts, a warning is
displayed.

7 =T ]
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Figure 2.3.22: Menu to delete a Group/s
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2.3.5.9 Setting Access Controls

Users connecting to the Fiorano Network are required to furnish their credentials which are
then authenticated by the network. The authentication is performed by the Enterprise Server
via the underlying Realm Component. This Realm Component is responsible for maintaining all
User and User Group information as well as for authenticating any connection requests. The
network administrator can choose from a collection of Realm Components, differing in storage
and authentication mechanism.

This security architecture allows the administrator to set up ACLs for various resources. For
example, ACLs for an Event Process can specify Users who have the privilege to launch an
Event Process on the network. This allows the administrator to exercise control over the
privileges available to each Users.
The following permissions can be given to a User or a User Group:

e Permission to create or delete a Principal (User and User Groups)

e Permission to compose an Event Process

e Permission to change properties of an Event Process

e Permission to terminate an Event Process

e Permission to view running and saved Event Processes

e Permission to configure an FPS

e Permission to create, update, and delete a Business Service

e Permission to create an ACL

e Permission to create, edit, and delete a Business Service ACL

e Permission to launch an Event Process
All actions that check for one or more of the above-mentioned permissions generate a security

event. Permissions can be requested by any principal registered on the Fiorano Network. The
Fiorano Studio allows the administrator to set access rights for individual Users.

The security module in the Fiorano Network resides within the Enterprise Server. The security
architecture allows this module to be plugged, which in turn allows the enterprise
administrator to choose a Realm Module from a list of modules provided by the Fiorano SOA
Platform.

2.3.5.10 Assigning Rights

The FSSM (Fiorano Services and Security Manager) tool is used to assign rights to Users and
to User Groups. Rights may be understood as rules associated with the Fiorano Network that
are granted to Users and User Groups. They allow Users and User Groups to perform specific
tasks on the Fiorano Network. The Fiorano SOA Platform has a well-defined security policy to
protect the network against data loss or corruption due to malicious or accidental access. This
policy is implemented by assigning appropriate permissions to Users and User Groups thereby
preventing illegal access to the Fiorano Network.
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When the Access Rights Assignment in the left-hand-side panel is selected, a list of all
available permissions is displayed in the right-hand side panel, as shown in the Figure 2.3.23.
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Figure 2.3.23: Realms Description

The right panel displays the following Network Rights:

¢ Permission to create or delete a principal: This permission allows a User or a User
Group to create, edit, and delete Users and User Groups. Users and/or User Groups
with this permission have the right to change passwords.

¢ Permission to compose an Event Process: This permission allows a User and/or a
User Group to create new Event Processes using Fiorano Studio.

¢ Permission to change properties of an Event Process: This permission allows a
User and/or a User Group to change the basic and advanced properties of the Event
Process from the Event Process property sheet in Fiorano Studio.

¢ Permission to view running and saved Event Processes: This permission allows a
User and/or a User Group to run Event Processes in the Fiorano Event Manager.

¢ Permission to terminate an Event Process: This permission allows a User and/or a
User Group to terminate Event Processes from the Fiorano Studio.

¢ Permission to configure a FPS: This permission allows a User and/or a User Group
to create, edit, and delete a Fiorano Peer Server using the Fiorano Network
Administration tool.

¢ Permission to create, update, and delete a Business Service: This permission
allows a User and/or a User Group to create, update, and delete Business Services
using Fiorano Studio.

¢ Permission to create an ACL: This permission allows a User and/or a User Group to
set access control on Fiorano Components.

¢ Permission to create, edit and delete Business Service ACL: This permission
allows a User to set access control for Fiorano Components. With this permission, the
User can specify the nodes on which a Fiorano component can run.

¢ Permission to launch an Event Process: This permission allows a User and/or a
User Group to launch Event Processes.

Chapter 2: The Fiorano Environment Page 92



Fiorano SOA® Platform User Guide

2.3.5.10.1 To Assign Rights
FSSM can be used to assign rights to both Users and User Groups. To assign rights to a User,
perform the following steps:

1. In the right-hand side of the panel, right-click on the field corresponding to the
PERMISSION TO KILL AN APPLICATION option.

2. Click the Properties option. The Access Control dialog box is displayed, as shown in
the Figure 2.3.24.

3. Click the Add button, select the User and click the OK button. The user is assigned the
permission to kill an Event Process.

:'}?a PERMISSION TO MILL AN APPLICATION

Assigned To:
WORKFLOWY COMPOSER
PRODLUCTION ENGINEER
ADMMISTRATORS
MAMNTENANCE
TECH SUPPORT TEAM

[ add. || Remove |

Lo ] [Lcomen |

Figure 2.3.24: Access Control Dialog Box

2.3.5.11 Removing Network Rights
FSSM can be used to revoke permissions assigned to Users and User Groups. To do this, the
User or User Group to whom the permission has been assigned should be deleted, as follows:

1. In the right-hand side panel, right-click the field corresponding to the PERMISSION
TO CLEAR USER EVENTS option.

2. Click the Properties option. The Access Control dialog box is displayed.

3. Select the User and click the Remove button to delete the User from the list of Users
assigned the permission to clear User Events.

4. Click the OK button to register the deletion of the user from the list of users assigned
the permission to clear user events.

2.3.6 Clearing ESB Server Database

To clear the FES server database of the default profile (that is profilel), run or double-click the
script clearDBServer.bat/.sh -mode fes available under
<fiorano_installation_dir>\esb\server\bin directory.
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To clear the FES server database of a profile other than the default profile, run the script
clearDBServer.bat/.sh available under <fiorano_installation_dir>\esb\server\bin folder with
the profile option as shown below:

clearDBServer.bat/.sh -mode fes —profile <profilename>

The following operations are available when this script is executed.

Select the datastore to clear:

1.

9.

File Based Datastore - Clears the local cache of the Enterprise Server including
stored logs.

Admin Datastore - Clears the admin objects, that is, JMS Connection factories,
queue and topic destinations, status of running Event Processes and component
instances.

Peer Repository - Clears all the fetched peer server profiles from Enterprise Server
runtimedata.

Events Database - Clears the Events Database using the configurations provided in
eventsdb.cfg file present under:
<fiorano_installation_dir>/esb/server/profiles/<profilename>/FES/conf directory.

SBW Database - Clears the SBW database using the configurations provided in the
sbwdb.cfg file present under:
<fiorano_installation_dir>/esb/server/profiles/<profilename>/FES/conf directory.

The Enterprise Server processes System events, SBW events and Backlog events and
takes appropriate actions. System events and SBW events are queued up to be
inserted into an external database while Backlog events are queued up to be handled
by various alert handlers. Before this processing happens, events are temporarily
stored in persistent database that are created during runtime data of the Enterprise
Server. After an event has been processed, it gets deleted from the temporary store.
If these events are not able to be processed, the temporary datastore may grow to
occupy a large amount of disk-space. Option 7, 8, and 9 can be used to delete the
temporary persistent datastore of different events.

Events Persistent Database - Clears the temporary persistent datastore of system
events.

SBW Persistent Database - Clears the temporary persistent datastore of SBW
events.

Backlog Persistent Database - Clears the temporary persistent datastore of
backlog events.

All - Clears all nine of the above.

This script can be executed in Quiet Mode as follows.

Example usage:

clearDBServer.bat -mode fes -profile profilel -dbPath <DB Directory path> -q 1,2,4

-mode - to clear fps or fes runtimedata
-dbPath - runtime data directory for the profile

-profile - profile name for which runtimedata is to be cleared
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e =q - to run the script in quiet mode.

Note: Provide comma separated option values to this argument. Absence of any argument
will lead to the default option; option 10, ‘ALL’.

2.4 Fiorano Peer Server

The Fiorano Peer Server acts a container for launching Business components at the network
endpoints of a Fiorano network and manages the life cycle of its components.

2.4.1 Peer Server Functionality

The following list consists of the roles of the Fiorano Peer Server:
e Acts as the runtime container for the components.

e Routes the data between various components in a Peer to Peer fashion over JMS
routes.

¢ Routes Business component related control and State information to the FES server.

e Provides store and forward capabilities to handle network failures, thus providing
guaranteed delivery of messages (which flow across from one peer to another). A
Fiorano Peer server has inherent storage mechanisms and forwarding mechanisms
which enable each peer to stores messages corresponding to all Peer Servers that are
unavailable at the moment and forward these to Peer Servers as and when they
comes up again. This allows the Event Processes to continue execution even in the
event of a remote machine failure or a network failure.

¢ Generating System and User Events

e Generating Logs

2.4.2 Launching the Peer Server

The FPS can be launched from the Windows Start menu or by directly executing a script file.
When the peer server is launched, the enterprise server must be running on the configured
machine for successful peer server startup. Please refer to section 2.4.4.4 Changing to
different ESB Network for instructions on how to configure the Enterprise Server URL for a
Peer Server. If the Enterprise Server is not reachable by the Peer Server or if it is not running,
the Peer Server keeps waiting until it can reach the Enterprise Server on a specific connection
URL. The Enterprise Server starts successfully when the Peer Server is able to establish a
connection with the Enterprise Server.

2.4.2.1 Launching the Peer Server From Fiorano Studio

Click Start>Programs—>Fiorano>Fiorano SOA Platform - Fiorano Servers>Fiorano ESB Peer

Chapter 2: The Fiorano Environment Page 95



Fiorano SOA® Platform User Guide

2.4.2.2 Launching the Peer Server Using Script Files

e To start the FPS server with the default profile (which is profilel), run the script
server.bat/.sh -mode fps available under <fiorano_installation_dir>\esb\server\bin
folder.

Note: The server by default starts in FPS mode if mode argument is not provided.

e To start the FPS server with a specific profile other than the default profile, run the
script server.bat/.sh available under <fiorano_installation_dir>\esb\server\bin folder
with the profile option as shown below:

o server.bat/.sh -mode fps —profile <profilename>

Example: <profileName>=haprofilel/primary or <profileName>=haprofilel/secondary when
servers are to be started in HA mode.

Note: In UNIX systems, servers will by default start in the background mode. Pass runtime
argument —nobackground to the server startup script to run the server in console mode. If
the servers are not to be run in background mode, modify the file
%FIORANO_HOME%/launcher/server.sh so that nobackground="" and is changed to
nobackground="true”.

To install FPS as a Windows NT service, run the command:

Note: NT services will have to be re-installed if changes are made to any configuration files.
This includes fiorano_vars as well as server.conf.

install-server.service.bat -mode fps -profile %PROFILE_NAME%
To remove FPS as a Windows NT service, run the command:
uninstall-server.service.bat -mode fps -profile %PROFILE_NAME%

To install/uninstall FPS as a service on UNIX, refer to readmeWrapperService.txt present
under %INSTALL_DIR%/SOA/esb/server/bin/service directory.
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2.4.3 Shutting Down the Peer Server
The FPS can be stopped from the Fiorano Studio or by directly executing a script file. Shutting

down the Peer Server automatically invokes a shutdown hook in the peer server’'s JVM which
cleans up any resources and connections used by the server’s JVM.

2.4.3.1 Using Fiorano Studio

FPS can be stopped only after logging into FPS from the Fiorano Studio. The Figure 2.4.1
shows the Shutdown menu item location:

‘Server Explorer x|

| Servers
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Logaout

=
% Copy Chrl+C
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Save Configurations

-5%  Peers
{0 Labels
Service Repository
14 Security

Figure 2.4.1: Stopping FPS Server

2.4.3.2 Using Script Files

The Peer Server can be shutdown using the shutdown-server script present in
<fiorano_installation_dir>/esb/server/bin folder.
Note the following:

e Shutdown scripts cannot be used to shutdown both primary and secondary servers
running in shared HA mode simultaneously using a RMI connection.

e If HA profiles from previous versions are migrated to current version of the product,
these profiles need to be re-configured to specify BackupRMIServerPort properties to
make use of this functionality.

This script can be used to:
e Shut down a standalone peer server.

e Shut down both the primary and secondary HA servers simultaneously.
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Options that can be specified within the script are:
e -user: Name of the User trying to shutdown Fiorano server
e =-passwd: Password of the User trying to shutdown Fiorano server
e -restart or —r: Restarts the Fiorano Server
e =ha: Used to shutdown both active and passive servers running in HA.
¢ -mode: mode of the server, that is, fes or fps. Defaults to value fps.

e -url: URL of the active Fiorano Enterprise Server to which the Peer Server has
connected

e -fpsname: Fiorano ESB Peer name

e =? or —help: Prints help message
Examples:
To shut down a standalone Peer Server
shutdown-server -url tsp_tcp://localhost: 1947 -user admin -passwd passwd -fpsname fps
To shut down both active/passive Peer Servers in HA

shutdown-server -url tsp_tcp://localhost: 1947 -user admin -passwd passwd -fpsname hafps -
ha

The above examples of shutting down the Peer Server(s) involves connecting to an Active
Enterprise Server, whose url is specified by the -url parameter.

The following options can also be specified if a User wants to shutdown the Peer Server using
a RMI connection. This involves connecting directly to the Peer Server to initiate the shutdown.

e =-connectorType: Connection type to server. Pass RMI for shutting down servers
using RMI connection.

e -address: IP Address of server

e -rmiPort: RMI port of server
Note: If the -ha option is given to shutdown both the servers of an ha pair, the address and
rmiPort options can be specified as either the Primary or the Secondary server. This can be
used if not certain of which server in the HA pair is the active one.
Examples:

To shut down standalone server

shutdown-server -connectorType RMI -user admin -passwd passwd -address localhost -rmiPort
2067

To shut down both active/passive servers in HA

shutdown-server -connectorType RMI -user admin -passwd passwd -address localhost -rmiPort
2077 -ha
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2.4.4 Peer Server Configuration

FPS can be configured either in online mode (that is, while the FPS server is running) or offline
mode (when the FPS server is not running) using the Fiorano Studio.

Offline mode configuration can be done using the Profile Manager, which can be accessed from
the Fiorano Studio. When a configuration is modified and saved, changes persist and are
applied when the server is restarted.

Online configuration of a Server can be performed using the JMX explorer, which can be
accessed from the Fiorano Studio. Changes made using JMX are applied onto the Server that
is currently running and persist so as to be reapplied when restarting. However, some of the
Server configurations (such as server ports, memory settings and others) are applied only
after the restart of the Server.

Note: For more information on configuring Fiorano Servers, please see section 2.6 Configuring
Servers and Tools.

2.4.4.1 Server Ports Configuration

The FPS server communicates with the Enterprise Server using the Server Port and with the
JMX interface through the RMI Port. The Configurations of these ports is described in more
detail below.

2.4.4.1.1 Server Ports

Ports opened to facilitate communication between FPS and Enterprise server are known as
Server Ports.

Configuration Steps

Configuration of Server Ports Using the Offline Mode
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5. Open the FPS server profile in Studio (Tools>Configure Profile). This FPS server
profile can be selected from the location shown in the Figure 2.4.2.
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Figure 2.4.2: Profile Selection
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6. Select the ConnectionManager in FPS>Fiorano—>SocketAdapters->port-
1->ConnectionManager. In the Properties of the ConnectionManager panel
displayed on the right-hand side, change the Port property.
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FMQ5erver falze
MonitoringResponse null

ConnectionManager

Component instance part of the Deployment
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| 17Mof 21M [l

Figure 2.4.3: FPS Server Port

Note: The Peer Server connects to the Enterprise Server through this port after FPS is started
with this profile saved.
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7. Save the profile as shown in the Figure 2.4.4.

:5erver Explorer !EPruﬁle Manager 4 x

ﬁ Profiles
SRR
El -]

o Add Components

= Add Domnain

H o

o [I Save ChH+S
Fe Save As

] Export Profile

Figure 2.4.4: Save Profile

Configuration of Server Ports Using the Online Mode

1. Connect to the Fiorano Peer Server’s JMX interface through Fiorano Studio as shown in
Figure 2.4.5.

Fiorano Studio

Z File  Edit  MWiew Mavigate Source Tools Window Help !
CapE@:r@ENML0 Q0% il
Server Expl... |E|| Profile Manager Properties of FPS-[mx .
| Servers ANy W :- F
lF' FMG S 24‘ Z-:? H %:
Lj M- @ Properties
F FEs .Nam.e FP& -]l
. izAlive no L
Wi FES-IMX @ JNDI Initial Context
& RS Provider URL http:/ /localhost: 1867
Ki FPS‘J— Security Principal admin I
F Enter Security Credentials e i
Lagout @ FMO Connector
Copy Ctrl-C CannectorType R
Cielete Delete ¢ RMIConnector
Initial Context Fact... com.sun jndi.rmi.regi...
Cpen ConnectorHost localhost !
Save Configurations Cannectorfort 2067 |
Security Principal admin 3

Security Credentials ™

Mo dezcription available.

18M of 21M | i,

Figure 2.4.5: Login into Fiorano Peer Server’s JMX interface
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2. Select IMX Connection > Fiorano - socketAcceptors - ConnectionManager >
ConnectionManager. In the configuration properties panel displayed on the right-
hand side, change the Port property to the new port.

Fliorano Studio =|O]X

2 File Edit Wiew MNavigate Source Tools Window Help

R tapE@ @ADL QK

Server Expl... El Profile Manager |4 ﬂ E Properties of config
Servers & _ >
ﬁ@ FMQ G- T BE fZ elwal
Ll FMO-M ConnectionManager | ? gitfr;zll:tes ves
E.- FES ® config Protocol TCP
"j FES-IM ManagerClazsMame fioranojms.ex.sm.def...
& FPS Part 1867
9 Ld FPS-IMX TCPMindowsize 133120
Q@ ﬁ M Connection HandshakelnWork. .. ves
@ & Container MagicTimeout &0000
@ & |Mimplementation ReaderiCacheDizab... no
® & HtmlAdaptor CFMamefppender
@ 2% Fiorano Llsel‘flagl.e no
© & Loggers MnnftnrfngRequest 13 _
T MonitoringRespon... Product Mame: {Fiora...
& & jndi Enforcelssefuthe.. no
© & sockethcceptors MaxClientConnect... 1024
@ & por-1 AdminConnection  no
@ & SocketReadHandle Path certs
@ [3 ConnectionManage ServerAddress
O @ Connectiondan HandShakingCisab... no
o & zecurity
o= & jmx
= &% eto
o= 5 maq
» o= & Esb config
% Enterprize erver Mo dezcription available.

| 17Mof p9M |

Figure 2.4.6: JMX Explorer

3. The server needs to be restarted after the value is set. A message dialog box appears
with instructions for properties that require the server be restarted, as shown in Figure
2.4.7.

“hanges needs ko be saved and Server must be restarted ko get them inka effect!

[ ] Don't shaw this dislag again

Figure 2.4.7: Message dialog box
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4. Click the OK button to save the configurations. These configurations are applied after
the server is restarted.

5erver Explorer .EEleurer 4 =
Lj FPS-1My

= O

Logouk

Copy Chrl4C

Qpen

Shutdown

Restark

Save Configurations

Figure 2.4.8: Save Configurations
2.4.4.1.2 RMI Ports

Ports that are opened to facilitate the communication between FPS with JMX clients are known
as RMI Server Ports.

Configuration Steps
RMI ports can be configured in either offline or online mode.

Configuration of RMI Server Ports Using the Offline Mode
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1. Open the server profile in Studio (tools > configure profile) as explained in section
Server Ports.

2. Select the RMIBasedJMXConnector from FPS - Fiorano - JMX -> Connector. In the
Properties of RMIBasedJMXConnector panel displayed on the right-hand side,
change the RMIServerPort property.

Fiorano Studio

Z File  Edit  Wieww Mawigate Source Tools  Window Help

Pap@@i«+«Fa@n/pe i 8o g

sServer Explorer | Profile Man... E Properties of RMIBased|M=Connector : E

ol frones 82 =il
@ & Fiorano @ General Properties
& & Esh Deploymentl._istFile FioranohQ.lst
Implementation Rl
B & et -
@ Componentinstance Froperties
P & mx OhjectMame Fioranojmx.connect...
§ % connector InztanceOf I onnector
o= & RMIBasedJMXCunnectur| Descriptian This M connectaor ...
@ & engine @ Componentinstance Configuration
G & notifications RMIserverPart 2067
& & jndi InterceptarClass... fioranojmx.connect..
B & mg
B & zecurity
B &% zocketfAcceptors

RM IBas ed JM X Connector
ServiceProvider instance part of the profile

17M oflzom T

Figure 2.4.9: FPS RMI Port

3. Save the profile as explained in section 2.4.4.1.1 Server Ports.

Configuration of RMI Server Ports Using the Online Mode
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1. Connect to the Fiorano Peer Server’s JMX interface through Fiorano Studio as
explained in section 2.4.4.1.1 Server Ports.

2. Select JMX Connection - Fiorano - jmx - connector - JMXConnector > RMI >
RMIBased]JMXConnector. In the Properties of Config panel displayed on the right
hand side, change the RMIServerPort properties.

Fiorano 5tudio

% File  Edit  Wiew Mavigate Source Tools Window Help

CapE@@is-r@@nnep i imd

Server Explorer [m][z] | Profile Marager _come |[4[F][=] | Properties of canfig
| Servers ] .
i :| 4 El R [ 2
F FMO : e 8 o7 P edh
' N - Attribut
Gl Mo RMIBasedIMXConne |7 ot
JF FES @ Caniig RMIServerPart 2067
2 Interceptori... fiaranojmx.can...
Ll FES-JMx
F Frs
@ L FPS-IMX

P q‘ Ihilx Connection
@ & Container
= & |Mimplementation
@ & Htmladaptor
@ & Fiorano
&s Loggers
jndi

w,
ol

sockethcceptaors
SECUFTY
jmx
&% COnnectar
@ [ |MxConnector
¢ 3 RMI
@ (& FRMIBased|M*Connecto

Lo RE-"I- 1

& engine

et
mq
Ezb
}'(1 Enterprize Zerver

Lo
&= & notifications
...
.‘.
...

config
Mo description available.

| Explore

| |

Figure 2.4.10: JMX Explorer

3. The server must be restarted after the value is set. A message dialog box is displayed
with instruction for properties that require a server restart as explained in section
2.4.4.1.1 Server Ports.

4. Click the OK button to save the configurations. These configurations are reflected after
the server is restarted as explained in section 2.4.4.1.1 Server Ports.
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2.4.4.2 Memory Configurations

Better server performance is possible with proper configuration of JVM parameters,
particularly those related to memory usage. The allocation of memory for the JVM is specified
using -X options when starting the server.

JVM option Meaning Default ESB Settings
-Xmx Maximum heap size 512MB

-Xms Initial heap size 256MB

-Xss Stack size for each thread JVM default (120k)

Note: The stack size limits the number of threads that can run on a given JVM; a large stack
size may result in memory running short as each thread is usually allocated more memory
than it needs.

2.4.4.2.1 Configuration Steps

1. Open the server.conf in %FIORANO_HOME®%/esb/server/bin/ and change the values
for -Xms and -Xmx argument under <jvm.arg> tag. If no value for —Xss is specified,
the default value will be used.

Note: This parameter is used by both FES and FPS servers. If settings different from
the default settings are to be specified to the FPS, then the files server.conf and
server.sh/.bat need to be copied and renamed them, so that both files have the same
name (for example, serverFPS.conf and serverFPS.sh/.bat). Only when this is done,
different memory setting in server.conf and serverFPS.conf files can be set. Save the
file and restart the server.

2.4.4.3 Java Configurations

The Peer Server requires JRE version 1.5 or above to be used for successful operation. The
JAVA_HOME setting can be configured for the Enterprise Server as follows:

On UNIX:

The Peer Server by default uses JAVA_HOME value set for the console. This can be overridden
by specifying the JAVA_HOME value in % FIORANO_HOME®%o/fiorano_vars.sh file.

On Windows:
JAVA_HOME is by default set to %FIORANO_HOME®%/jrel.5.0_16 (shipped with the product)

in % FIORANO_HOME®% /fiorano_vars.bat file. To make the server use a different
JAVA_HOME, this setting needs to be modified.
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2.4.4.4 Changing to different ESB Network

This section provides information on configuring a Peer Server onto a different ESB Network.

Offline Mode

1.

Open the FPS server profile in Studio (Profile Management->Profiles->Load Profile-

>Fiorano SOA->profilel->fps)

Configure the Enterprise Server properties from: Fiorano->Esb->Peer->Transport-

>FPSTransportManager->EnterpriseServer.

© 3|

~ @i Profiles

= 5§ FPS
~ # Fiorano
~ & Esb
b o Jetty
~ & Peer
+ Bootstrap
# Configuration
< Core
% Events
& Launch
% Realm
% Repositary
# Stub
# Transport
< ® FPSTransportManager
b 2 DependsOn
b @ MCServerSession
P ® FPSserver
& ete

{vvvvwvwvwv~w

& jmix
2 jndi
« Loggers
& mg

v v v v v w

& caruEty

@] Error Log &2 | T Profile Validation Messages
Workspace Log

Properties of EnterpriseServer

ProviderClass

=0X
File Edit Navigate Search Run Project Window Help
- Eae =
[ | B Profile Management =l Connection Management @ online Event Process Development Offline Event Process Development
B profile Manager 2 = 8 |5 FPs =2 =8

O show Expert Propoerties

fiorano.tifosi.provider.fioranoMQ.FioranoProvider J
ServerName FES 1
UseServerlessMode [}
PrimaryURL http://localhost: 1847 1
UserName anonymous J
Password ‘ ““““““
BackupURLs http://localhost: 1848 J
TransportProtocol TCP - ‘
SecurityManager ‘ﬁwanu.jmx.:unne:tur.fmq.se:uri(y.]SSESe:uﬁ(yManager j
SecurityProtocol v ‘
ConnectionFactory primaryTCF J
QueueConnectionFactory primaryQCF J
InitialContextFactory fiorano.jms.runtime.naming.Fioranolnitial ContextFactory J
ConnectionRetryCount ‘ -1
ConnectionRetryinterval ‘ 10000
Description
Place the cursor on property to view its description

HE- B &KX # ¥ =8

3sMof82M [

Figure 2.4.11: Configuration of Enterprise Server properties
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The following table provides the details of the transport configuration attributes:

Attribute Name

Description

Default Value

create the JMS Connection with the
Enterprise Server

ServerName Name of the Fiorano Enterprise Server | FES
to connect to
PrimaryURL Primary URL of the FES server http://<FES Primary
IP>:1847
BackupURLs Backup URLs separated by semi-colons | http://<FES Secondary
are used when FES at the primary URL | IP>:1848
is not available.
Username Username to be used to create a Anonymous
connection with the FES
Password Password to be used while connecting Anonymous
to the FES
ConnectionFactory TopicConnectionFactory to be used to primaryTCF
create the JMS Connection with the
Enterprise Server
QueueConnectionFactory QueueConnectionFactory to be used to | primaryQCF

ConnectionRetryCount

Number of times the Peer should try to
connect to the FES if the connection is
not available

1 implies infinite retries
--1

2.4.5 Adding New Peer Server

To add a new Peer Server to the Fiorano Network, follow the steps below:

1. Open the default FPS profile.

2. To connect to the Enterprise Server on the same machine, the profile name and the
port numbers of the JMS port, RMI port, and Jetty port should be changed from the
default profile port to the ports which are not used by any other servers or processes.

3. To change the profile name, change the Profile Name property as shown in the

Figure 2.4.12.

Note: The profile name is valid if all of its letters satisfy any or all of the following

criteria:
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. Aletter

o o

A currency symbol (such as '$")

o

A digit

d. A numeric letter (such as a Roman numeral character)

Fiorano Studio

i Fle Edt Wew Mavigate Source Tooks ‘Window Help

capddlireaac clieasi

v aj

| Server Explorer [ Profile Manager % | [ Welcome | <+ =] -Properties of FPS_NEW »x
] Profies
-5 FRS
[=-«% Fiorang |
:-d Esh Description T & HoFauk Poor Sorver profie i which...
(S Jetty . ; Froflic Diroctors - Fiorans § aftersepldinstaier
Quiick Start Documentation 16 LaEE i
G- @ Jatty Authar null
S Peer Createdon i
P —" ESB Administ S Flash Demos R s TR %
Canfiguration This lets you These Visual Deployment Lists FPSLicListener.Ist; Bootstrap.Ist
e . connect DEMOS | Dernos will
Enterprise introduce to
Events Server, and various
Launch perform Fiorana
Proxy fasks like Studio
Repository maraging Features like
b services, FMQ
event Administratior
SystemEient processes, , Profile
Transport peers et Manager and
@  Enkerprissbus Event
<E> EnterpriseServer Process
B @ MCServerSession (Hemd el HEIA
[# ® PubsubTransport What is New ©
R~ FMQ Administ Relesse Notes
ol jmx ‘P This lets you gives T
E-df connector connect overview of
@ RMBasedMEConnector FMO) Server, new features,
@ engine and perfarm enhancement
i o tasks like avalable with
[E % natifications
managing this release
£ jndi destinations, including bug
Hds M connection fixes if any.
#- % security factaries,
S sotketcceptors Snooping ete.
G

port-1
@ ConnectiorManager
2 SocketReadHandler

Figure 2.4.12: Profile Name property

4. To change the JMS port, refer to the Figure 2.4.13 and change the Port property in
Fiorano > Socket Adapters > port-1 > ConnectionManager.
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Figure 2.4.13: ConnectionManager
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5. To Change the RMI port, refer to the image 2.4.14 and change the RMIServerPort
property in Fiorano - jmx - connector > RMIBasedJMXConnector.
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Figure 2.4.14: Changing RMI port
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6. To change the Jetty port, refer the Figure 2.4.15 and change the PortNumber
property in Fiorano - Esb-> Jetty > Jetty.
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Figure 2.4.15: Changing Jetty port
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machine, in addition to the above properties the Enterprise Server properties should
be changed in the profile, as shown in the Figure 2.4.16.
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Figure 2.4.16: Enterprise server properties
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8. After changing all the properties, save the profile with a new profile name. To save the
profile, right-click on the profile and select the Save As option from the pop-up menu.
The Save As dialog box appears with default save location as that of the profile which
is being saved. You can choose to change the profile location to any location inside the
profiles directory, that is, $FIORANO_HOME/esb/server/profiles. It is recommended
that the new profile location must end with a directory named FPS (to indicate that it
is a Peer Server profile). For example, a new profile can be saved as:
$FIORANO_HOME/esb/server/profiles/newProfile/FPS.
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Figure 2.4.17: Saving the profile
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2.4.6 Clearing Peer Server Database

To clear the Peer Server database of the default profile (that is profilel), run the script
clearDBServer.bat/.sh -mode fps available under
<fiorano_installation_dir>\esb\server\bin folder.

Note: The script by default clears the database of the Peer Server if an argument mode is not
provided.

To clear the Peer Server database of a specific profile other than the default profile, run the
script clearDBServer.bat/.sh available under <fiorano_installation_dir>\esb\server\bin
folder with the profile option as shown below:

clearDBServer.bat/.sh -mode fps —profile <profilename>
The following operations are available when this script is executed.

Select the datastore to clear:
1. File Based Datastore - Clears the local cache of the Enterprise server including logs.

2. Admin Datastore - Clears the admin objects, that is, the JMS connection factories
queues and topic destinations.

3. Cached Component Store - Clears all the cached components stored in the Peer
Server's runtime storage.

4. All - Clears all four of the above.
This script can be executed in Quiet Mode as follows.
Example usage:

clearDBServer.bat -mode fes -profile profilel -dbPath <DB Directory path> -q 1,2
¢ -mode - to clear fps or fes runtimedata
¢ =dbPath - runtime data directory for the profile
o =profile - profile name for which runtimedata is to be cleared
e =q - to run the script in quiet mode.

Note: Provide the comma separated option values to this argument. Absence of any argument
will to the default option, option 4, ‘ALL".
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2.5 Fiorano Web Console

Fiorano Webcosnole provides a web based monitoring tool for the Fiorano ESB Network. It also
provides support for launching, stopping and restarting an application using a web interface.

2.5.1 Login Page

Fiorano ESB Webconsole can be accessed by starting the Fiorano Enterprise Server (FES)
and then opening http://localhost:1980/ESBDashboard on a web browser. Alternatively, the
user can access the Fiorano Web Container from the link present in the welcome page at
http://localhost:1980. The user can login onto the Fiorano ESB Webconsole by entering user
name and password configured for the FES. The default Username is admin and the
Password is passwd.

( ¥ Fiorano Software - SOA DashBoard - Mozilla Firefox E E
File Edit View History Bookmarks Tools Help -

o ~ g y - @ L4 y @ |\_| http:/f192, 168, 1,207: 1980,/ESBDashboard floginpage . htm2chedk=true |'|ﬁ] "| |Ql

Fiorano

Please provide
Username : authorized

username and
Password password

@Fiorano Software Inc. All rights reserved.

Daone

Figure 2.5.1: SOA Web Console Login Page
The Fiorano SOA Web Console has six different sections, grouped logically, based on data
presented:

e Events

e Applications

e Server Status

¢ Document Tracking

e Web Services

e Resource Search
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2.5.1.1 Events

The Events section gives the details of the events generated by both the Fiorano Enterprise
Server (FES) and the Fiorano Peer Server (FPS). In addition, it also shows all the SBW
exceptions that occurred while running various event processes.

Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, OS: Windows ¥P 32-bit, J¥M: 32-bit, User: admin

Fiorano i agoet

Aot Time « Source: De=scription

 Sowrce: FES (8 Items)

_5) MMMM|4:19336H1¢[53] FES Service bsunch regusst successiul for application: SAMPLEFEEDER, user:
{uia Standdard Time) admin

i) T Dec 04 2008 1415 30 GMT-0530 FES Appication launch execution ongoing. FES Name: FES. FES URL:
(ineclien Stanedard Time) tsp_tepd 321681 1101847

J) Thu Dec 04 2005 141927 GMT+0530 FES Appication sunch request sucoezsiul for sppkcation: SAMPLEFEEDER, user
(krwfian Standiard Time) i

5] This Dec 04 2003 1419 22 GMT40530 FES Apphcation prapars lsanch request successiul for spplcation:
(inefios Stasrecdared Time) SAMPLEFEEDER , usér: ndmin

Ly Thes Dec 04 2003 14:13.13 GMT+0530 FES Application SAMPLEFEEDER Lipdated FES Mame: fes
(inedion Stosrecharct Timeey

i Tha Deec 04 2008 141500 GMT+0530 FES Appication SAMPLEFEEDER Updated FES Name: Tes
(wlias Starstard Thne)

J) T Dec 04 2008 14:17: 39 GMT+0530 FES Sarvice Isunch request successiul for application: SBMPLECHAT, usar: sdmin
{inwlla Staredard Tima)

A Trws Dec 04 2008 1 4:17. 52 GMT+0530 FES Application launch execution ongoing. FES Name: FES_ FES URL:
(inedian Standard Time) Isp_top i 921681 1101947

2 Source: fps (7 Ttems)
i Thu Dec 04 2005 14;12 .58 GMT+0530 ps Service Feeder! bound to Peer :: fps ]
roo[lllofz » M2 - Cisplaying Events | - 150f 25

© Fiorano Software Technologies Private Limited. All nghts resenved

Figure 2.5.2: Events tab showing the latest events

The Event tab has three sections:
1. Latest
2. Archives

3. SMTP Alert Registration
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Latest: This gives the list of the latest Events generated by FES and FPS. The visible Events
can be filtered using the Event Type and Event Category options. Refer to Figure 2.5.3

To open Filter Event, perform the following:

1. Click the Events tab form the Navigation Panel and choose Latest option. The list of
latest Events generated by FES and FPS appears.

2. Click the Filter Events button, as shown in Figure 2.5.3. The Set Event Filters dialog
appears box appears (refer Figure 2.5.4).

Fiorano Middleware Platform 9.0.0-Beta, Build Mo. 4611, OS: Windows ®P 32-bit, JvM: 32-bit, User: admin

Fiorano iyl

Mavigation Panel BT § Latest Events
it Evenks =
Nt e oucs Descrpton
= Latest
) Archive = Source: FES (3 Items)
=] SMTP Alert Registration A Fri Dec 05 2008 11:41:17 GMT+0530 (lndia FES Apphcation stabé being réstored, FES Name: FES. FES URL:
Standard Time) tep_topO2 1621 11001847
i Fri Dec 05 2008 11:41:17 GMT+0530 (india FES Apphication stele being restored. FES Name: FES. FES URL:
Stanciard Time) tsp_top:i192 1681 11011347
i Fri Dec 05 2008 11:41:16 GMT+0530 (India FES Service Provider Started. FESName: fes. FES URL:
Stanciard Time) 1Ep_lepMe2 1681 11001347

-
o7 Server Stotus L
-

5 Document Tracking

© Fiorano Software Technologies Private Limited. All nights reserved

Figure 2.5.3: Filter Events button

3. Choose the Event Type and Event Category from the drop-down list and click the Done
button. The result appears on the screen.

Event Type: | Salact ;-l

Event Category: | ALL ~|

* Edtered reswls wilf be avtomatically shown on nexd refresh

Figure 2.5.4: Set Events Filters dialog box
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Archives: This section lets the User view Archived Events present in the database. The user
has the option to choose Event Type, Event category, date and time range to view the
corresponding Events.

To filter the events, perform the following:

1. Click the Events tab form the Navigation Panel and choose Archives option. The list
of Archives Events appears.

2. Click the Filter Events button, as shown in Figure 2.5.5. The Set Event Filters dialog
box appears (refer Figure 2.5.6).

Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, 05: Windows ¥P 32-bit, J¥M: 32-bit, User: admin

Fiorano hestics

Navigation Panel BT § Archived Events e hh
i} Events Alert Time Source Description = w

2 Souwrce: FES (2 Items)

S SMTP Alsrt Registration i FriDec 05 2008 11:41:16 GMT+0530 (india FES SERVICE PROVIDER STARTED. FESNAME: FES.FES URL:
=
Standard Tima) TSP_TCP./M92 168 1.110:1847
] Thu Dec 04 2008 12,0231 GMT+0530 (ivdia FES SERVICE PROVIDER STARTED. FESHAME: FES. FES URL:
Standard Tme) TSP_TCPN92.166.1 11011947

Disploying Events | -2 of 2
e

® Resource Search o

© Fiorano Software Technologies Private Limited. All nghts resenved

Figure 2.5.5: Filter Events button

3. Choose Event Type and Event Category from the drop-down list and click the Search
button, as shown in Figure 2.5.6. The result appears on the screen.

Event Type: [ Fes ~ |
Event Category: | ALL v
From: = oo
To: g ==

* et an eved Tyoe Fom Event Type dog odbwn bor

Figure 2.5.6: Set Event Filters dialog box
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To Delete the Events, perform the following steps:

1. Click the Events tab form the Navigation Panel and choose the Archives option. The
list of archives events appears.

2. Select the relevant Event and click the Delete selected records button.

Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, O5: Windows ¥P 32-bit, J¥M: 32-bit, User: admin

Adert Time: =
] Latest
= archive = Source: FPS (5 [tems)
] SMTP Abert Registration B L Thu Dec 04 2008 14:12: 33 GMT+0530 (ndia
Standard Time)
& & Thu Dec 04 2008 14:12: 30 GMT+0530 (ncia
Standard Time)
iy Thu Dec 04 2005 14:11;55 GMT+0530 (ndia
Standard Time)
1 E) Thu Dec 04 2003 14,11,55 GMT+0530 (ncia
Standard Time)
iy Thi Dec 04 2003 141145 GMT+0530 (nlia

Standard Time)

D Fiorano Software Technologies Private Limited. All nights reserved

L L D)

Figure 2.5.7: Delete selected records button

Home Logout

Dezcription

FIORANG PEER SERVER AVALABLE IN THE NETVWORK .
[PEER SERVER SHUTCOWN

FIORANG PEER SERVER RECONNECTED

HEW FIORANG PEER SERVER CONFIGURED.

FIORANG PEER SERVER AVALABLE IN THE NETWORK,

3. The Event Table Updated dialog box appears confirming the deletion, click the OK
button. Refer to Figure 2.5.8.

Events Table Updated

Selected entries were suCC

removed from Events table

Figure 2.5.8: Event Table Updated dialog box
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SMTP Alert Registration: No mail server is provided by default. A User can configure the
mail server settings by going to the Server Settings button. This page also provides an

option to specify usernames and passwords in case the mail server requires authentication of
these in order to send e-mails.

To add an Alert Configuration, perform the following:

1. Click the Events tab form the Navigation Panel and choose SMTP Alert Registration

option.
2. Click the Add an Alert Configuration button. The Configure SMTP Alert dialog box
appears, as shown in Figure 2.5.8.
—————a—a———— Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, OS: Windows XP 32-bit, JvM: 32-bit, User: admin
Fiorano Home Logout
Event Emadl Registration - 1:
, == ST pe e
g:‘;:a fing on the Add an Alert configuration button at the bop of the table
] SMTP Asrt Registration
& Fiorano Software Technologies Private Limited. All nights reserved
Figure 2.5.9: Add an Alert Configuration button
3.

Choose the Event Type and Event Category from the drop-down list and enter the

email ID in Enter email address field and click the Add button, as shown in Figure
2.5.10.

Configure SMTP Alert w

Event Type: | Salect v|

Event Category: |"'|-|- V|

Enter email
address:

*Spleet a0 et Tyoe Fom Event Tepe droe down box

add——| [:‘-wﬂﬂﬂlr-v]

Figure 2.5.10: Configure SMTP Alert dialog box
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4. Finally, click the Done button to apply the changes. The list of currently configured
email alerts appears, as shown in Figure 2.5.11.

- ——— Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, OS: Windows ¥P 32-bit, J¥M: 32-bit, User: admin
Fiorano Home Lagout
0 Evervs & | enoio Event Type Configured Evert Category Configured Parameters « Ramove
g:‘;ﬁ; 2 Event Type Configured: FES (3 Items)
ST SMITP Alert Registration shcd@example com FES Infarmation FES ®
a1 23@example com FES Information FES ®
1 bedexample com FES Information FES »®

Displawing Records 1 - 3of 3

© Fiorano Software Technologies Private Limited. All nghts resenved

Figure 2.5.11: Event e-mail registration option

To configure SMTP server settings, perform the following:

1. Click the Events tab form the Navigation Panel and choose the SMTP Alert Registration
option.

2. Click the Configure SMTP Server Settings button. The Configure SMTP Server Settings
dialog box appears, as shown in Figure 2.5.12.

3. Enter the details and click the Save Configurations button to save the configurations
and click the Done button after saving the configurations, as shown in Figure 2.5.12.

Configure SMTP Server Settings w

SHMTP Server Name il e ampleseryer . Com

SMTP Server Port a03

Authentication lg.-u -.-J
reqguired T -
UserMame acmin

Password [TITTIL]

| Refresh. .| | Save Configurations | | Done |

Figure 2.5.12: Configure SMTP Server Settings dialog box
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2.5.1.2 Security

Security section gives the security actions that can be performed in the Fiorano Network.
These include adding/ editing users, groups, application level or group level permissions and
validation or strength rules for passwords. These also include the principal store
synchronization.
The Security tab has six sections:

= Users

=  Groups

= Global Permissions

» Application Permissions

*  Principal Store Sync

=  Security Datastore Reset

= Password Rules
Users
This tab shows the users that are currently registered in the Fiorano network. The actions that

can be undertaken in this tab include creating new users, deleting an existing user or changing
password for an existing user provided the user has proper permissions to do so.

e Fiarann S04 8 2.0, Buld Be. 8200, 05 Linux 32-5il VM 37-5i User admn
Fioranno gy tome Lovcus (5 69
e
i i G
4B chan
B apmm
0 Ll apecnaruscig
B Ulavmion
B Unon
Ollres
B lsciig
B U soarr

OFOnGS SOl Tochissogs Pivike Limiod. A5 fghts raseel
Figure: Users

Groups
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This tab shows the groups registered in the Fiorano network. Groups allow grouping users
together and applying actions on them together. The actions that can be undertaken in this
tab include creating new groups, deleting/editing an existing group provided the user has
proper permissions to do so.

—— Famgne BO& 830, Bokd o 3280 OF Lines 330l ol 37 D U i
II[!I"H]][I Frgiah m Bome bogoses [ | [SS
F - T 1
B e
& thears o B et
— F L pamwing
& P e
9 Sevtmeers Preesmien || L W O
A Erael maad ki Ty # Bl outems
& Py it o B iroiancs

o WL s hin ENGSAEER
# L s meronT A
5 B hwomery v cosevern

et R, THchsoieaies, b Linied i Sl poeried
Figure: Groups

Global Permissions

This tab shows the global permissions that are currently available in the Fiorano network. This

tab allows the user to edit or specify the users for whom these permissions will be applicable
provided the user has proper permissions to do so.
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Frorano S0A %2 0, Buda K 0280, 05 Lnux 32:ba, Ty 32-ba Urser acmn
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PERMESION TO MILL AN APPLICATION

] PERMISSICH 6 CREATE GR EDHT AAD DELETE & PRNCIRAL
] PERRISSICH T REMOTELY ADASHISTRATE AN APPLISATION
PERMESON TO DELETE MESSAGES IN QUELE

PERMISSON TO DELETE ALDET EVENTS

PERMISHCH TE COMPOSE AN APPLICATION

| PERMISSICH 10 CHEATE C EDHT AND REMCVE SERVCE ACL
PERMESRON 1O CHEATE OH UPDWATE AND DELETE A SEHWOE
PERMEERON TO CHEATE AN ACL

FERMIESICH TEHEOHFIGLRE A FPS

| PERRIESICH T VIEW UMM AT SAVED APPLICATIONS
PERMIESION TOADMMSTRATE A GROUE

PERMISSION TO CHANGE PROPERTIES OF AN APPLICATION
FERMIBICH TE CHANGE PASSWORD RULES

| PERRIESICH T LALKCH AN APPLICATICN

PERMISSON TO DREATE, MODEY Off DELETE AUDNT STORACE POLICES
PERMERDN TO PUSH WESSAGES IN QUELE

Ll pERarssce) T CLEAR USER EVENTS

8 (ke Poeim saains.
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Figure: Global Permissions
Application Permissions

This tab shows the application permissions that are available in the Fiorano network. This tab
allows the user to edit the application permissions for a user provided the user has proper
permissions to do so.

Please note that application level permissions override global level permissions. For example,
if a user is given launch permission for applications in global permissions, but for a particular
application he/she is not granted the permission to launch that application, then the user will
not be allowed to launch that particular application.
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Figure: Application Permissions
Principal Store Sync

This tab shows the principal store synchronization status for the connected peers. This also
allows the user to synchronize the store for a peer.

Faaang S04 B 70 PelS No 0700 O5 Lo 370 56 37 -5 User sSmn

Fiorano o o toms onc (s
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Figure: Principal Store Sync

Security Datastore Reset
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This tab shows the Security Datastore of the Enterprise Network. It also allows the authorized
user to reset the entire Security Datastore viz. the Principals and the ACLs to system default.

————re—— — p—
e

i users
8 Groups

i Global Permssions

) Apphcation Permissions
8 Principal Store Sync:

8 Securiy Datastore Reset
@8 Password Rules

fes. true Enterprise Security Datastore customzed. The Principal Store has been updated. -

I Acpicatons -
) Monitoring -

i Audit Management

Displaying Records 1-10f 1

Password Rules

This tab shows the validation and strength rules that are used for matching the passwords or
determining their strengths. This tab allows the user to add new rules or remove an existing
one. By default, no validation rules are provided.
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Figure: Password Rules
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2.5.1.3 Applications

This section shows the details of the event processes running on the Fiorano Peer Server. The
top view shows the list of event processes saved in the Fiorano Server. It also shows the
details like running status, category and the Peer servers used. By clicking on the link for each
event process, you get the details of the Service Instances running as part of it. This page also
provides capabilities to launch, stop, restart an event process or its components, View Output
and Error logs, and Export logs (These features is disabled if event process is in debug mode).
The details for the services are displayed in the bottom view. This includes

= Service Instance Name - Service components in the event process

= Service GUID - Service GUID of the component

= Version - Version of the component

=  Status - It tells whether the component is running or not

= Running on Peer - Name of the peer server on which the component is launched

= Launch Type - It tells whether the component is launched as a separate process, in-
memory or manual.

—_— Fiatdng Maddlawine PLatTcem 5.0.0-Bats, Buldd Mo, 4611, O5: Weaddws P 32-bt, TVM: 53-bt, Diar] Sdmen
igrano Homs Logout
w
Py Catogory Fufrarg @ Errenatement
oy |5y Wiori Mg A
Fimuning [ g dervmioprant
Pamwisg Funer Procede] eyl
Laj ELFORE MEECHATION tatFrufearey [armgies Lol oree]
REVERLE_CONTRIL_FACKET Py e
-
TR e ST T 5 e .
d2F W0 - B FHAT - Divcolirees Aoclcabond | - (817
a
TErATETTAT e - ServeU Viernan A Furwirg on Peer Lo Ty
chal} ot il Fummirsg e CrparaPe pracris
chall ol (-] Tamsiieg L Saparabe pO0ENE

oty Sorvices 1 - 2.f 2
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Figure 2.5.13: Applications Tab showing the details of the applications
Monitor Performance

The user can monitor the performance of services by enabling the monitor performance in
component CPS. Performance statistics are shown in two views:

Data View
This view shows performance messages sent by the components in data form. User has the

choice to select the components for which monitoring data should be displayed. Also, the time-
interval for which monitoring data is displayed can be configured.
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Figure 2.5.14: Data View tab
Graph View

Here the performance of the component is shown in the form of a graph. Note that only one
component can be monitored at a single time in Graph View. Graphs can be monitored for
archived performance data or for the latest data. To show latest performance data, select live
graph option. Maximum number of points plotted on the graph can be configured by specifying
desired value for the Max Points field. It is recommended using Firefox 2.0 or Internet
Explorer to see Graph View.
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Figure 2.5.15: Graph View

2.5.1.4 Monitoring

The monitoring section helps the user to add policies or alerts to monitor the Fiorano Network.
Refer to Chapter 11 for detailed description on Backlog Monitoring feature.

The monitoring section helps the user to add policies or alerts to monitor the Fiorano Network.
The Monitoring tab has two sections:
= Policy Manager
= Alert Manager
Policy Manager
This tab shows all the policies that are present in the Fiorano Network. This tab allows the user

to add new policies, edit or delete an existing policy, apply or suspend existing policies. A user
can add two types of policies
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= Backlog Policy

» LowMemory Policy

Fiorano S0A 9.3.0, Build No. 9515, 0S: Windows Server 2008 R2 32-bit, JVM: 32-bit, User: admin f

Fiorano o ome Loaou (311 &

Policy Type Policy Status. LowMemory Policy

4o Policy IDs to display @

) Monitoring

44 Poicy Manager
3 ) Alert Manager
) SWTP Transport
i) Jms Transport

poge [llof1 - Ma Polcy IDs to dsplay
.

Property Name Property Value

o Server Status L3

No Detads to display

Copynight © 2008-2011. Fiorano Software Pte. Ltd. All Rights Reserved.

Figure: Policy Manager
Alert Manager

This tab shows all the alerts that are present in the Fiorano Network. This tab allows the user
to add new alerts, edit or delete an existing alert. A user can add two types of alerts:

Chapter 2: The Fiorano Environment Page 130



Fiorano SOA® Platform User Guide

= SMTP Alert

= JMS Alert
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Figure: Alert Manager

This tab has two sub-tabs. These allow to specify the transport settings that will be used for
sending the alerts. The settings can be specified for SMTP and JMS transports.

Fininms SO8 0.2 0, Buld Mo 5280 05 Linue X200 Sl 3000 User Simin

Fiorano o teme Looou R )
g

TP Sevver Name Eaarie
TP Pant H

BEDAn CnTarBen e N S e ™
AT Liger Warme
= M Aden Manage! SATE Password

el sl

BFsrana Setwiin Tectnologes Privato Limied Al AQHS o ssnmed

Figure: SMTP Transport
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2.5.1.5 Server Status

Server Status tab shows the details of the available Fiorano Servers. The top view shows the
running status as well as the memory usage. Further details are available on clicking the
server links, which loads the bottom view with the following details:

= System Details - O/S and JVM statistics of the server

= Topics, Queues and Connections - List of JMS topics and queues present in the
server and the connections created by the server

= Out and Error logs - Displays the server logs

e e Fiorano SOA 95.1, Build No. 9948, OS: Linux 2.6.32-220 el6 x86_64, JVM: 32-bit, User: admin, Wed Jan 02 11:40:15 IST 2013
Fiorano o g Hama Logout (114 £

Server Server Type Status + Memory Usage Action

3
led B

3 Server Type: Enterprise Server (L ftem)
53

5] = server Type: Peer Server (Litem)

85] Server Status fps Peer Server Running Heap ; SSME/4SSE (12%) n@
Norr-Heap : 26MB/176MB (14%)

Displaying Servers 1-2 of 2

"
System Details | Topics | Queues | Connections |

Parameter Mame Parameter Value

Name fes

Server URL tsp_tep/192.168.1 82: 1947
Backup URLs

Internal Connections Port 1847

RmiConnectorServer Listening Port 2047

os Linux 2.6.32-220.2l6.x86_64
JRE Sun Microsystems Inc. 16.0_26
Process Court 1

¥ Audit Management

3
4% Document Tracking (e

®_Resource Search L N | Displaying values 1-8of 12

Copyright © 2008-2012, Fiorano Software Pte. Ltd. All Rights Reserved

Figure 2.5.16: Server Status tab showing System details
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Fiorano S0A 9.5.1, Build Mo. 9948, OS: Linux 2.6.32-220.e16.x86_64, JVM: 32-bit, User: admin, Wed Jan 02 11:36:15 IST 2013
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Displaying Servers 1-2 of 2
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ESE_MC_NON_DURABLE_REQUEST_TOFIC
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FES_AUDIT_EVENT_TOPIC
FES_BACKLOG_MONTORING_TOPIC
FES_COMPONENT_LOW_WEMORY_TOIC

0 0 0
1 1 0
1 1 0
0 0 0
1 0 0
1 0 0
1 0 0
FES_RESPONSE_TOPIC 1 0 0

race otz > M Displaying Topics 1- 8 of 19

Copyright © 2008-2012, Fiorano Software Pte. Ltd. All Rights Resened

Figure 2.5.17: Server Status tab showing topics created by FES

Fiorano SOA 9.5.1, Build No. 9948, OS: Linux 2.6.32-220.¢/6.x86_64, JVM: 32-bit, User: admin, Wed Jan 02 11:37:15 IST 2013

FII] l‘ dnn Home Logout |7/ ()

Ever G
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& Securiy =
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Hon-Heap : 26MB/176MS (1496)

Pogeilforr * ) [ s e ™ Displaying Ser
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Connection Details: fes =

Connection Name + Connection Type
& Connection Type: PubSub (2 ltems)

ESBX__SYSTEM_PEER_FPSE5 PubSUb

FES 22 PubSub

rgc il 0 10 Connections 1-2 of 2

Copyright © 2008-2012, Fiorano Software Pte. Ltd. All Rights Resened

Figure 2.5.18: Server Status tab showing connections created on FES

2.5.1.6 Audit Management

Audit Management section in web console allows the user to define audit policies and search
for audit events that user is interested in. Refer to Chapter 12 for detailed information about
Fiorano Audit Management feature. This section has been divided into 3 sub-sections.
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=  Policies
= Event Viewer

= Audit Policy Store Synchronization

Policies

In this view, users can view/edit available audit policies. These policies define the actions that
will be audited by the system. In a fresh installation, all policies are in passive state, meaning
none of the action is audited. Users can selectively enable the actions that they want to audit.

Pokicy M Peticy Appheabls For Pukcy Sutus
Austhonsiation Poloy Authorvication Evers ACTIVE
Muthorizatbon Poilcy Muthorzaton Event ACTIVE
Comporent Ldo-cycis Change Policy Componont Lie-cyche Changs Cwont PRSEIVE
Evert Procoss Lde-oycie Charge Poboy Evont Prognes Life-cycls Change Cwert ACTIVE
Evecct Peacias Mopasicny Modfiction Polcy Evost Prociss Repasiony Modilcalion Evers PASENE
Pringipal Sinm Synchmninlion Poliy Principsl Siom Symchmnisation B PASSNE

(i Evan! Vigwar
A5 At Pobcy Siom Sync

Sty Datnsans Madifeaion Palicy

4 F1 W - Displarging At Pobcies § - S ol 8

Canfrgurs Audit Evesnt Starage Palicy: Event Process Like-cycle Changs Policy =

Audit These Atbempis For Event Process Life-cydle Change Policy

Sizarity Dbt Mosifcaton Evunt PASSNE L

Select: All, Nane Sekect: All, Nane Salect: All, Nane m
Bvnnt Status Bwnnt Catogory Auadit Bvont 108 @
s [ Irformation Event-Process Laumch (104

Kil
# Failre  Warning Event-Process Kl (10G)

Event-Process Synchranice (106)

& Ermor Event Process Restast [107)

4 Document Trisking Ll
I, Wb Servieem

Event Viewer

This view shows audit events based on the search criteria’s specified by the user. A
comprehensive list of audit event filters is available to refine the audit events that user is
interested in. This view also allows saving search preferences for later use, thus avoiding the
painful task of creating audit filters each time user wants to search (See Chapter 12.5 for
more information). Below is a snapshot of Event Viewer page rendered after user searched for
audit events.
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Audit Policy Store Synchronization

This view shows the result of synchronization of audit policy store operation (See image
below). A synchronized audit policy store means that the same audit policies (as in Enterprise
Server) are active in peer servers as well. If stores are not synchronized, the status field will
display ‘false’ and the reason for which the synchronization could not be achieved will be
displayed under Comment column, on which user will have to take corrective action. User can
force re-synchronization of audit policies with a particular peer server by clicking on the image
shown under ‘Synchronize’ column.

Fuor Senvnd Nimo »  Sioee Synchrenized  Commint Synehmnize

= Sore Synchronized: tnae {2 kems)
2 e e T s Brua JAudi Podicy Eione fully synchronized wih Ertorprisae Seréer

1R
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T Auidit Managesent

¥ Document Trsding

-}. Wk ."'-r“m-'

Displrying Rerords § < 2of 2
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2.5.1.7 Document Tracking

This section shows all the tracked documents in Fiorano Event Processes along with all details
of the tracked document.

Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, OS: Windows ¥P 32-bit, J¥M: 32-bit, User: admin

Fiorano i agoet

Pame In Transt Completed Exception Documents
TAL § UL AT, | AT S BRI AAAS u w o .
SALESFORCE_MTEGRATION 1} o L1}
SAMPLEFEEDER 1] o ]
SIMPLECHAT 3 1} 1]
WORKLISTEXAMPLE 1] o i} .

a
SIMPLECHAT

SBW WorkFlows =

WOrFIowiD Last Custom ID Status Last Service Cycie Time
tps_1228380459781 1 EXECUTING chat2 3

tps 1228380459761 _2 EXECUTING chatt 0

tps_1 226330459781 _3 EXECUTING chat2 16

Displaying Records 1 -3 of 3

X, Web Services

® Resoiros Search

© Fiorano Software Technologies Private Limited. All nghts resenved

Figure 2.5.19: Document tracking tab showing tracked documents

The details of each tracked documents can be seen by clicking the particular document. This
shows the document details such as the component processing it, time stamps, document IDs
and the originating port of the tracked document.

Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, 0S: Windows XP 32-bit, J¥M: 32-bit, User: admin

Fiorano ooty

-
AL UL T | A0 L P
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v
SALESFORCE_NTEGRATION o
SAMPLEFEEDER o
SIMPLECHAT 3
WORKLISTEXAMPLE o

Displaying Records 1 - 3of 17

SIMPLECHAT , fps_1228380459781_1 ,

Documents =

Document 0 = Comgonent User Dec ID Time In Time Cut Processing Timee  Oright
cheat! _SPMPLECHAT 1 2283830459 chat! 120452008, 16:31:52 187 1200472008, 16:31:52 167 a ouT
chat2 SIMPLECHAT 1228380489 chat2 1200472008, 18:31.52 18 12042008, 18:31:52 167 el IN_Pe

Displaying SBW Documents 1 - 2of 2

%, Web Services

® Resource Search

D Fiorano Software Technologies Private Limited. All nghts resened

Figure 2.5.20: Details of the tracked document
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The tracked document's properties can be seen by clicking on a particular Document ID. This
shows the tracked document message properties, details of attachments, application context,
message body and other general properties.

0 S —" Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, 05: Windows XP 32-bit, J¥M: 32-bit, User: admin
Fiorano Hame Logout

Mavigation Panel SBW WorkFlows Count "

Pame In Transi
u

AL LA A, AR RS
SALESFORCE_MNTEGRATION
SAMPLEFEEDER

SIMPLECHAT

WORKLISTEXAMPLE

Exception Documents
o

Qooocg

o w e o
o o 00

Displaying Records 1 - 8of 17

SIMPLECHAT | fps_1228380459781_1 , chatl_SIMPLECHAT_1228380459781_1
[ Artochments [ General || Message body || Applkation Context || Corry Forward Properties || Source Contexts |

Mame - Vadus

ESEX_SYSTEM_COMMENT Document sent from OUT_PORT of chat1 atThu Dec 04 16:31:52 GMT+05.30 2008 Al
ESBX__SYSTEM__EVENT_GENERATION_DATE 12263851 2187 |
ESEX_ SYSTEM__EVENT_MODULE COMPONENT _UPDATION |
ESEM_SYSTEM_Snik FES v

Displaying Properties | - 4 of 20

X, Web Services

® Resoiros Search

© Fiorano Software Technologies Private Limited. All nghts resemved

Figure 2.5.21: Tracked document

The User can also reset the counters of Workflows and Exception Documents as visible in the
Application Documents tab. The counters to be reset can be selected by ticking the
appropriate checkbox. The reset action can also be undone later.
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Reset Counters 4

Application®: | SIMPLECHAT @

] 1n Transit [¥] Completed [_| Exception Documents [ Undo Reset

*This feld & mandstory

The Dashboard supports searching for tracked documents based on many criteria such as,
Application Name, Peer Server Name, Document Status that is, EXECUTED or EXECUTING,

Service Instance Name, and Port Name. In addition, the documents can be searched based on
their date they were generated.

S ————" Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, 0S5: Windows XP 32-bit, J¥vmM: 32-bit, User: admin
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Figure 2.5.22: Searching tracked documents
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2.5.1.8 Services

The Services tab shows the details of the event processes deployed as Web Services. The User
can view the status of web service either online or offline and has the option of enabling or
disabling this option. The User can also test RESTful deployed from the dashboard.

e —— Fiorano SOA 9.3.0, Build No. 9477, OS: Linux 32-bit, JVM: 32-bit, User: admin
Faorano (v Home Loou [[{
v

Context Name End Point URI Status v Show WSDL Stub Name
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(B Web Services
(@ RESTIUI Services

r oM - MathOperations. = Displaying Web Sel

Web Service Properties :: WSStub1 : WSDPROCESS

Property & Value
End Paint URI hitp:ILOCALHOST. LOCALDOMAIN: 1 i Operations
Event Process WSDPROCESS

Node ips

Stub Name WSStubl

WSDL URL hitp:ILOCALHOST.LOCALDOMAIN: 1 i OperationsTwsdl

Displaying Properties1-50f5

©Fiorano Software Technologies Private Limited. All rights reserved

Figure 2.5.23: Web Services — Event process

Chapter 2: The Fiorano Environment Page 140



Fiorano SOA® Platform User Guide

Fi l]l‘la_l] Fiorano Middleware Platform 9.0.0-Beta, Build No. 4610, 0S: Windows P 32-bit, IVM: 32-bit, User: admin
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© Fiorano Software Technologies Private Limited. All rights reserved

Figure 2.5.24: Web Services tab

The details shown for the Event Process deployed as web services are:

Context Name - Name of the context for the web service deployed

= End Point URL - Effective End Point URL is
http://<peerserverip>:<httpport>/<rootContext>/ContextName

Status - Shows whether the web service is online or offline

Show WSDL - Gives the link to show WSDL

Stub Name - Name of Stub for the deployed Event Process as web service
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2.5.1.9 Resource Search

This section allows the User to search for different resources that have been configured to be
used by Fiorano Event Processes. The search for the resources can be performed based on
three types:

1. Application View
2. Component View

3. Resource View

Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, 05: Windows XP 32-bit, J¥M: 32-bit, User: admin
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Figure 2.5.25: Searching configured resources based on application view

Fiorano Middleware Platform 9.0.0-Beta, Build No. 4611, 0S: Windows XP 32-bit, J¥M: 32-bit, User: admin
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Figure 2.5.26: Searching configured resources based on component view
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Figure 2.5.27: Searching configured resources based on resource view

2.5.2 Enabling Fiorano Web Console
The Fiorano Web Console can be enabled in an Online and Offline mode.

To enable Fiorano Web Console in online mode (server running):
1. Login to Peer server via JMX(FPS-IJMX)

2. Navigate to Fiorano>etc>Jetty Server>JettyServer>config and set property
EnableStart to yes.

3. Right-click on FPS-JMX and click Save Configurations option.

4. Shut down both Peer and Enterprise servers.

To enable Fiorano Web Console in offline mode (server not running):

1. Open profile in studio, browse to Fiorano>etc>Jetty Server>JettyServer>config and
set property EnableStart to yes.

2. Save profile.

After editing profile (online or offline)

1. Clear peer repository, (using clearDBServer.sh -mode fes —profile <fes_profile_ Name>
and then choose option to clear "Peer Repository")

2. Restart the servers.

While starting peer server the port for WMT will be listed as the Dashboard Listening Port.
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2.6 Configuring Servers and Tools

This section explains the new scripts introduced in SOA 2007 to manage and configure Fiorano

Servers and Fiorano Tools.

2.6.1 Configuration File

Each script is associated with a specific configuration file (conf) ideally in the same location as
the script file, with the name as that of the script file followed with .conf as the extension. This
configuration file provides various configuration properties of server/tools as shown below:

Config Property/Block

Usage

<java.classpath>

Specify any additional jar files required to be in classpath in a separate
line at the end of this block.

<java.endorsed.dirs>

Specify the jars to be considered other than the default jars in a separate
line at the end of this block.

<java.ext.dirs>

Specify the external jar files to be loaded along with the default system
jars, in a separate line as the end of the block.

<java.library.path>

Specify the folders containing dll/so files that are to be loaded, in
separate line at the end of the block.

<java.system.props>

Specify any additional system properties, in separate a line at the end of
the block.

<jvm.args>

Specify any arguments to JVM like memory settings; debug info, in a
separate line at the end of the block.

Note following points about configuration file:

1. Comments can be written in conf file. A line starting with '#' is treated as comment.
For example, the above sample conf file has some comments highlighted in green

color

2. A .conf file can have empty lines. These empty lines are simply ignored by the

launcher.

3. Environment variables can be used in conf files. (Using environment variables makes
your conf file platform dependent)

4. Wildcards are not supported. That is, you should not write lib/*.jar
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2.6.2 Reference Matrix

The following table summarize all the scripts that are changed in SOA 2007 for Windows:

Functionality

Old Script (Before SOA 2007 SP2)

Old Script (From SOA 2007 SP2 to
SP4)

New Script (From SOA 2007
SP5 and further releases)

FES Server

Memory settings

/fiorano_vars.bat

/esb/fes/bin/fes.conf

/esb/server/bin/server.conf

External jar files

/esb/fes/bin/runContainer.bat

/esb/fes/bin/fes.conf

/esb/server/bin/server.conf

Startup /esb/fes/bin/runContainer.bat /esb/fes/bin/fes.bat /esb/server/bin/server.bat -mode fes
/esb/server/bin/shutdown-server.bat -
Shutdown /esb/fes/bin/shutdownFES.bat /esb/fes/bin/shutdown-fes.bat mode fes

Clear Database

/esb/fes/bin/clearDB.bat

/esb/fes/bin/clearDB.bat

/esb/server/bin/clearDBServer.bat -
mode fes

Clear FPS repository

/esb/fes/bin/clearPeerRepository.bat

/esb/fps/bin/clearDB.bat

/esb/server/bin/clearDBServer.bat -
mode fps

FES Server as Windows Service

/esb/server/bin/service/install-

Install /WinService/bin/InstallFES-NT.bat /esb/fes/bin/service/install-fes.service.bat server.service.bat -mode fes
/esb/server/bin/service/uninstall-
Uninstall /WinService/bin/UnlnstallFES-NT.bat /esb/fes/bin/service/uninstall-fes.service.bat server.service.bat -mode fes

Install a profile

Edit the following line in the file
/WinService/conf/fes.conf
wrapper.app.parameter.3=-fiorano.profile
FES

/esb/fes/bin/service/install-fes.service.bat -
profile <profile_name>

/esb/server/bin/service/install-
server.service.bat -mode fes —profile
<profile_name>

Uninstall a profile

/esb/fes/bin/service/uninstall-fes.service.bat
-profile <profile_name>

/esb/server/bin/service/uninstall-
server.service.bat -mode fes —profile
<profile_name>

Configuration

Uses /esb/fes/bin/fes.conf

Uses /esb/server/bin/server.conf

Default log location

/WinService/logs

$user.dir/EnterpriseServers/$Profile/run/logs
directory.

$user.dir/EnterpriseServers/$Profile/FE
S/run/logs directory.

FPS Server

Memory settings

/fiorano_vars.bat

/esb/fps/bin/fps.conf

/esb/server/bin/server.conf

External jar files

/esb/fps/bin/runContainer.bat

/esb/fps/bin/fps.conf

/esb/server/bin/server.conf

Startup

/esb/fps/bin/runContainer.bat

/esb/fps/bin/fps.bat

/esb/server/bin/server.bat -mode fps

Shutdown FPS using FES

/esb/fps/bin/shutdownFPS.bat

/esb/fes/bin/shutdown-fps.bat

/esb/server/bin/shutdown-server.bat -
mode fps

Shutdown FPS directly

/esb/fps/bin/shutdown.bat

/esb/fps/bin/shutdown-fps.bat

/esb/server/bin/shutdown-fps.bat

/esb/server/bin/clearDBServer.bat -

Clear DB /esb/fps/bin/clearDB.bat /esb/fps/bin/clearDB.bat mode fps
FPS Server as Windows Service
/esb/server/bin/service/install-
Install /WinService/bin/InstallFPS-NT.bat /esb/fps/bin/service/install-fps-service.bat server.service.bat -mode fps
/esb/server/bin/service/uninstall-
Uninstall /WinService/bin/UnlInstallFPS-NT.bat /esb/fps/bin/service/uninstall-fps-service.bat | server.service.bat -mode fps

Install a profile

Edit the following line in the file
/WinService/conf/fes.conf
wrapper.app.parameter.3=-fiorano.profile
FPS

/esb/fps/bin/service/install-fps-service.bat -
profile <profile_name>

/esb/server/bin/service/install-
server.service.bat -mode fps —profile
<profile_name>

Uninstall a profile

/esb/fps/bin/service/uninstall-fps-service.bat
—-profile <profile_name>

/esb/server/bin/service/uninstall-
server.service.bat -mode fps —profile
<profile_name>

Configuration

Uses /esb/fps/bin/fps.conf

Uses /esb/server/bin/server.conf

Default log location

/WinService/logs

In respective $Profiles_dir/$Profiles/service
directory.

$user.dir/EnterpriseServers/$Profile/FP
S/run/logs directory.

Tools

Fiorano Studio

/Studio/bin/Studio.exe

/Studio/bin/Studio.exe

/Studio/bin/Studio.exe

Fiorano Deployment
Manager

/esb/tools/dm/bin/runDM.bat

/esb/tools/dm/bin/dm.bat

/esb/tools/dm/bin/dm.bat
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/esb/tools/mapper/bin/runMapper.bat

/esb/tools/mapper/bin/mapper.bat

/esb/tools/mapper/bin/mapper.bat

FSSM

/esb/tools/fssm/bin/runFSSM.bat

/esb/tools/fssm/bin/fssm.bat

/esb/tools/fssm/bin/fssm.bat

Admin tool (NAT)

/esb/tools/fnat/bin/runNAT.bat

/esb/tools/fnat/bin/fnat.bat

/esb/tools/fnat/bin/fnat.bat

License Manager

.bat

/framework/tools/LicenseManager/bin/runLM

/framework/tools/LicenseManager/bin/Im.bat

/framework/tools/LicenseManager/bin/I
m.bat

The following table summarizes all the scripts that are changed in SOA 2007 for UNIX:

Functionality

Old Script (Before SOA 2007
SP2)

Old Script (From SOA 2007
SP2 to SP4)

New Script (From SOA 2007
SP5 and further releases)

FES Server

Memory settings

/fiorano_vars.sh

/esb/fes/bin/fes.conf

/esb/server/bin/server.conf

External jar files

/esb/fes/bin/runContainer.sh

/esb/fes/bin/fes.conf

/esb/server/bin/server.conf

Startup

/esb/fes/bin/runContainer.sh

/esb/fes/bin/fes.sh

/esb/server/bin/server.sh -mode fes

/esb/server/bin/shutdown-server.sh -mode

Shutdown /esb/fes/bin/shutdownFES.sh /esb/fes/bin/shutdown-fes.sh fes

Clear Database /esb/fes/bin/clearDB.sh /esb/fes/bin/clearDB.sh mode fes
Clear FPS

repository /esb/fes/bin/clearPeerRepository.sh /esb/fps/bin/clearDB.sh mode fps

FPS Server

Memory settings

/fiorano_vars.sh

/esb/fps/bin/fps.conf

/esb/server/bin/server.conf

External jar files

/esb/fps/bin/runContainer.sh

/esb/fps/bin/fps.conf

/esb/server/bin/server.conf

Startup /esb/fps/bin/runContainer.sh /esb/fps/bin/fps.sh /esb/server/bin/server.sh -mode fps

Shutdown FPS /esb/server/bin/shutdown-server.sh -mode

using FES /esb/fps/bin/shutdownFPS.sh /esb/fes/bin/shutdown-fps.sh fps

Shutdown FPS

directly /esb/fps/bin/shutdown.sh /esb/fps/bin/shutdown-fps.sh /esb/server/bin/shutdown-fps.sh

Clear DB /esb/fps/bin/clearDB.sh /esb/fps/bin/clearDB.sh /esb/server/bin/clearDBServer.sh -mode fps
Tools

Fiorano Studio /Studio/bin/Studio.sh /Studio/bin/Studio.sh /Studio/bin/Studio.sh

Fiorano

Deployment

Manager /esb/tools/dm/bin/runDM.sh /esb/tools/dm/bin/dm.sh /esb/tools/dm/bin/dm.sh

Fiorano Mapper

/esb/tools/mapper/bin/runMapper.sh

/esb/tools/mapper/bin/mapper.sh

/esb/tools/mapper/bin/mapper.sh

FSSM

/esb/tools/fssm/bin/runFSSM.sh

/esb/tools/fssm/bin/fssm.sh

/esb/tools/fssm/bin/fssm.sh

Admin tool (NAT)

/esb/tools/fnat/bin/runNAT.sh

/esb/tools/fnat/bin/fnat.sh

/esb/tools/fnat/bin/fnat.sh

License Manager

/framework/tools/LicenseManager/bin/runLM.sh

/framework/tools/LicenseManager/bin/Im.sh

/framework/tools/LicenseManager/bin/Im.sh
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2.6.3 Configuring the Jetty Server with SSL Support

SSL support for Jetty has been provided. The User can configure the SSL parameters for Jetty,
running with FES/FPS by editing the corresponding profiles.

Fiorano Studio

= Eile  Edit Wiew Navigate Window  Help
REAPE@ :v+@@D™L K GH DA
| profile manager : [a][x] [ welcome

Source  Tools

Server Explorer

[Tri[=

Properties of Jety

Dl

k] Profiles
o 5 FRS g ) . E
" ¢ General Properties
! ¢ 2”:: F I O ran O S u d I O g change at the speed of thought DeploymentListFile FPS.Ist
b ey ¢ Componentinstance Properties
o EW Quick Start Documentation a::‘iz:e E;Da;:\(: Esb Jetty:Service Type=Jetty, Na.
da Peer Description Launches the embedded jetty server

IS etc ESB Administration Flash Demos ¢ Componentinstance Configuration

L= mz m This lets you connect Enterprise @ These Yisual Demos wil| MaxThreads 250

o & jndi Server, and perform tasks like DEMos|  introcuce to warious Fiorano MinThreads 10

o & ma managing services, event Studio Featuras like FMQ LowThreads 25
processes, peers et Administration, Profile Manager MaxldleTime 30000

o @ security and Eventt Process Composition StatsOn e

o o socketAcceptors LowResourceMaxldleTime 5000
FMQ Ad ration 5@ Uhal bs Hew ? WebAppDir fesb fserver fjetty/fps
—_—— Releaze Motes gives overvies of Porthumber 1880

‘P This lets you connect FMQ new features, enhancements Refreshinterval z
Server, and pertorm tasks like available with this releass S5LEnabled yes
rmanaging destinations, inclucing bug fixes if any. S5LPoriMumber 1884
EEAREEIE FEEies, SHOTEig KeystoreLocation KeyStoreLocation
ete. . KeystarePassword StorePass word
plechnicallSuphoy KeyPassword KeyPassword
- _ !8 From Here, you can gat your TrustStoreLocation TrustStoreLocation
gy | X Administiation queries answered, repornt bugs TruststarePassword TrustStore Pass word

Figure 2.6.3:

Configuring Jetty for FPS

Fiorano Studio
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o B and Event Process Composition. Statsan o
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o Shw ‘P This lets wou connect FMQ new features, enhancements Refreshinterval z
o Security Server, and perform tasks like availahle with this release 35LEnabled yes
o & Server managing destinations, including bug fixes If any. KeystareLocation KeyStoreLocation
L& somp connection faciories, snaoping KeystarePassword StoreFass word
b & stemanager & Ty KeyPassword KeyPassword
—ECniEs Spport TrustStoreLocation TrustStoreLocation
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Figure 2.6.4:

Configuring Jetty for FES
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2.6.3.1 SSL Configuration for Jetty

You can configure the SSL parameters for Jetty which is running with FES/FPS by editing the
corresponding profiles. Configuration of SSL support for WSStub and HttpStub are described in
the following section.

2.6.3.1.1 Configuring SSL parameters for Jetty

1. By default the SSL property for Jetty is disabled. To enable this property, open
FES/FPS profile in Studio esb-> Jetty, change EnableSSL to Yes.

2. Specify the values for KeyStoreLocation, KeyStorePassword, KeyPassword, TrustStore,
TrustStorePasswd and save the FES/FPS profile.

ﬂ_ Fiorano Studio E‘ @lrzl

i File Edkt View Navigaste Source Took ‘Window  Help
ib cap@@iraancsicon])ind)
‘Server Expl.. | Profile.. 4 x  -Properties of Jetty » x|
] Profies 4 £ = i)
= % FF3 + I
p 3 General Properties
= P DeploymentListFile FP5.lst
= Ecb = omponentInstance Properties
S Jetty -
H o Peer Description Launches the embedded jetty server
Mo st = Component Instance Configuration
P MaThresds 250
B & nd MinThreads 10
A M LowThraads 25
T IeacTcdle Time 30000
#- e seouky StatsOn o
-/ socketAcceptors LowRescurceMaxIde Time 5000
WebApplir Sfeshiserverjetty,Tps
Porthumber 1880
Refreshinterval 4
SELERabled i
BasicauthSupported o
RealmProperties
Keystorelocation
KeyskonePassword
KeyPassword
TrustStorelocation
TruststorePassword
SSLPorthumber 1984
Jetty
| | | Component instance part of the Deploymenk profile |
IsMof 3 T

Figure 2.6.5: Values for FES/FPS profile
3. Start the servers. Jetty is started with the SSL enabled.
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2.6.3.1.2 Configuring SSL support for WSStub and HttpStub

To use WSStub/HttpStub with SSL Support, the Jetty Server running in FPS needs to be
started with SSL support. To check if Jetty is started with SSL support, check the URL
https://<IP Address>:<Port Number>/bcwsgateway. If the URL is working, this means the

Jetty with FPS is started with SSL Support.

SSL properties can be configured for WSStub and HttpStub through CPS.

B WSStub1 [WS5tub:4] - Configuration

Steps wizard (1 of 1)
1. € " 7 )
mfigre Compoment . 10\ [ 1 wi[E

B Daetails

=2 Deployment Configuration
Conbext Name null
Conkbext Description null
Cperation detalls Chck ... bo edit

= FES Connection Configuration
FES URL Esp_tepe/flocakost: 1947
FES BadkuplIRL bep_tep:/flocabost: 1946
Lisername adrnin
Pmd ant s

= Execution Configuration
Connection pool corfiguration Chck .. bo edit
Execubion detals Chck ... bo edt
Riequest Xsd Chck ... bo edit
Response Ksd Thck ... b edit
Faure ¥sd Chick ... bo edit

B 551 IIJ'er]I.II akian

Click. ... bo edit =]

= Authentication
Enable futhentication no

551 Security

Authentication Security

[_teo [ veidare |

Figure 2.6.6: Properties of SSL
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38 WSStub1 - SSL Security
S5L Settings

Enable 551

Truskt Strore Location | E]| Trust Skore Password | |
K&y Stare Location | E]| ke Stare Passward | |
Key Store Type: | ks

Truskt Stare Type: | ks

Trust Manager Factory Type: | Sunx509

Security Provider Class | com.sun.net,sslinkernal, ssl, Provider
Security Prokocol | TLS

Key Manager Factary Type: | Sunx509 |

Key Skare Client Key: |

[ oK ][ Reset ko default H Cancel ]

Figure 2.6.7: SSL Security dialog box

After configuring the SSL parameters through CPS, launch the Event Process. If WSStub does
not start properly, check the SSL configuration with WSStub CPS.

2.6.3.1.3 Testing Web Service from Dashboard

Web service can be tested from dashboard by clicking the Test button and giving the input
parameters.
2.6.3.1.4 Testing Web Service from WebServiceConsumer

1. After Launching the WSStub, get the WSDL URL (right-click on stub >view WSDL.)
Open the CPS of WSConsumer and provide the URL.

® WebServiceConsumer1 - WSDL
Load WSDL from

(®) URL |https:,l',l'192.168.2.222:ISSD,I'bcwsgateway,l'service| &

Ore | E

UL | |

Figure 2.6.8: WebServiceConsumerl - WSDL dialog box
2. Configure WSConsumer for SSL through CPS.
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% WebServiceConsumer1 [Web5ServiceConsumer:4.0] - Confipuration

2. Interaction Configurations
3. SchedubsrConfigurations

E4E = =

Steps wizard (1 of 3)
1. Hanaged Connection
Factory

WSDL null

HTTF Basic Authentication no

Conneckion Pool Params Chick bere bo edit, .
Prioay Settings Chick: ... bo et

£51 Security Click ... to edit )

Figure 2.6.9: Configure WSConsumer

3. Enable SSL and provide TrustStore location, TrustStorePassword, KeyStorelLocation
and KeyStorePassword.

% WebServiceConsumer1 - 550 Security
SEL Settings

sl

Trust Strore Location

Key Store Location

Key Store Type:

Trust Store Type:

Trust Manager Factory Type:
ey Manager Factory Type:
Security Provider Class
Security Protocol

Koy Store Chent: Key:

X3

x5
Suriss
| sune0a

1S

3 Trust store Password |

a ey Store Password -

cofm, sun rest g5l internal 55| Provider

[ ok || Resettogefaur | [ Concel |

Figure 2.6.10: Enabling SSL option

4. The Web Servie configured for SSL from WebServiceConsumer can now be invoked.
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2.6.4 Using Basic Authentication with the Jetty Server

2.6.4.1 Configuring Jetty Server

In FPS Jetty Server, basic Authentication needs to be enabled as the Stub component is

running in the FPS server.

1. Before starting the FPS server, start the Studio and open the FPS profile from profile

management.

2. Go to FPS->Fiorano->Esb-Jetty. In the properties of Jetty, set Basic Authentication to
yes and give the fully qualified path of the Realm.properties file.

Eile Edit Wiew Mavigate Zource Tool: Window Help

St o

RCAPEE vyRENCS
Server Expl.. | Profi.. [a][x] Froperties of jetty

B & = e[a&]

] General Properties

s Frofiles
¢ o Fps
$ & Fiorang
¢ & Esb
¢ o Jeity
o= & ety
o= b Poer
L1
jmx
Jndi
mq
security
socketAcceplors

=TT
- - - -

Figure 2.6.11: Enabling Basic Authentication

3. Save the profile and Close.

Florano Studio

DeploymentListFile

% Componentinstance Properties

Description

Componentinstance Configuration

MaxThreads
MinThreads
LeowThreads
MaxldleTime
StatsOn
LonwfiesourcemaxidieTime
‘WebaAppDir
Portibumber
Refrezhinterval
SSLEnabled
BasicAuthSuppored
RealmProperties
Eeystorelocation
Ky storePas sanrd
KeyPassword
TrusiftoreLocation
TruststorePassword
SilPortNumber

FPS. 15t

Launches the embedded jeity server

250

10

25

30000

o

S000

fesb fserver [jetty /fps

1880

F

no

B -
[home [Suresh /Deskiop /realm.properties

1984

True = if Basic Authentication is Supported. False - isBasicAuthfupporied

17MoriM W
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2.6.4.2 Enabling Basic Authentication with bcwsgateway

1. Open Web.xml in
%FIORANO_HOME%/esb/server/jetty/fps/webapps/bcwsgateway/WEB- INF

2. Uncomment the security-constraint and login-config tags. Save this and then close.

3. Start the Server and login onto the Studio. Configure WSStub.

2.6.4.3 Enabling Basic Authentication with WSStub

1. In Transport Properties, set HTTP Authentication to yes and select the type as BASIC.
Give the username and password that are present in Realm.properties.

Note: Refer 4.14.1.1.7.2 section from WSStub documentation for more information.

WSstubl [WSStub:4] - Configuration

Steps wizard (3 of

1. Web senidce definition SSL Configuration | HTTP Authentication Configuration |
2. Web senice standards
3. Transport security Use HTTP Authentication
4. Additional configuration
Type ‘BASIC |"

Username|zdmin |

Passwaord [~ |

Hostname|
Port
Domain

Realm

‘ = Back || NE»{\> H Einish H Cancel ‘

Figure 2.6.12: Enabling Expert Properties

2. Launch the flow

2.6.4.4 Testing Services from Dashboard
1. Go to the Services tab in Dashboard. Click the Test link to display the Test dialog box.

2. Enable Set Basic Authentication and enter Username and Password in the WSStub
configuration and click the Test button to perform the test.
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Fiorano SOA 9.3.0 Build No. 9477, OS: Linux 32-bit, JVM: 32-bit, User: admin

FTIorano o teme Lono

Name » End Point URI Status Show WADL Stub Name

test fest Online hitpei/L OCALHOST. LOCALDOMAIN:1 BBOre sty RESTStubl : REST

(@ web Services
(8 RESTHUl Services &

Web Service Properties :: RESTStub1 : REST =
Property & Value
End Paint URI hitp:ILOCAL HOST.LOCALDOMAIN: 1880/ estoateway/servicesitest
Event Process REST
Node ips
Service Description Deploys RESTHul service with Name test
Stub Name RESTStubl
WADL URL hitp:HLOCAL HOST. LOCALDCMAIN: 1880

©Fiorano Software Technologies Private Limited. All rights reserved

Figure 2.6.13: Enabling Set Basic Authentication
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2.6.4.5 Testing Services from Web Service Consumer

1. Configure the WSC 4.0. Set Http Basic Authentication to yes and enter the user
name and password in the WSStub. Specify the WSDL URL and click the Next button.

WebServiceConsumerl [WebServiceConsumer:4.0] - Configuration

Steps wizard ¢1 of 3)
1. Managed Connection ; i
Factory B4 s = wia]

2. Interaction Configurations ¢ Aliributes

3. SchedulerConfigurations WSDL http: /192, 168.1.236: 1880 bowsg. .
HTTF Basic Authentication yes
HTTP Username kelrmin =
HTTP Password admin
Connection Pool Params Click here to edit...
Froxy Settings Click: ... 1o edit

HTTF Username
HTTP Basic Authentication Username.

i Help |'J Test.. J

< Back || Nex > Jl Finish Cancel |

Figure 2.6.14: Enabling Http Basic Authentication
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2. Click on the Call Properties, add the javax.xml.rpc.security.auth.username and
javax.xml.rpc.security.auth.password properties, and then enter the values. Finally

perform the test.

= WebServiceConsumerl [WebServiceConsumer:4.0] - Configuration |

E

Steps wizard (2 of 3
1. Managed Connection v ¥
PRty Eils & = =[a]
= Maanias e =
L S WebSendoe Operation fdfdsfs M
3. SthedulerConfigurations g Lall and Addressmng
Call Fropenies [=]
Enabile Wi-Addressing g
f SECUNTY |-!|=q||:_'~.l F=
UsernameToken Wi-Security (R... no
: Order of UsernameToken (Requ... 1 |
L] WebServiceConsumerl - Call Properties 1]
~Advanced Properties
Property Value Tvoe pe——
h [TargetMamespace.Prefix_ tnsfdidsfs Java. lang.5tring Add
[iawax, ¥ml.rpc. s0ap. 0p... dotument java. lang String J R —
BOAP version hip: j Fschemas. xmilsod. . java lang Sring |L|
h' |Jaway. xml.rpc. soap. it Tdfdsfs Java lang String Remove
“__ - - Add Properly L Reset
N @ Propery:
l‘ s |]i.\-':x.xml. rpLsecurity.auth.usermame | - |
' @ value:
1- Type
Ll:v:.lanusm ng | =

[ ok || cance

Figure 2.6.15: Add Properties dialog box

2.6.5 Adding Additional Port for Peer to Peer Communication

The Fiorano Peer Server accepts internal connections from other Peer Servers as well as from
Fiorano Adapters at a single port. The Fiorano Peer Server default ports for profilel and

profile2 are 1867 and 1877 respectively.

An additional socket acceptor can be added for exclusive communication between Fiorano Peer

Servers using Fiorano Studio.

Note: This configuration is done in offline mode
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1. Launch the Fiorano Studio. Open the Profile Manager and open the profile in which
the Socket Acceptor is to be added.

2. In the profile, select the domain to which the new Socket Acceptor is to be added. The
default Fiorano Peer Server profile has socket acceptors at the following node: in the
tree Fiorano -> socketAcceptors. Fiorano recommends adding a new sub-domain (for
instance, port-2) in this domain and also adding a new socket acceptor.

3. Right-click on the desired domain and select Add Components. The Add
Components to Profile dialog box appears. Navigate to Fiorano -> FioranoFw ->
Services and select the component Connection Managerl from the new dialog box.

E&dd Companents to Profile

TR

& Components ~ ConnectionManager {13 l

[=--af% Fiorano

s Ims
é]-----’- FioranaFi

E\ Yo Services
o LY ConnectionManager (1)
|:| @ ExServiceManager
#-[] @ JobManager
~[] @ MemoryManager
=[] @ ThreadManager
; |:| @ TimerService =
----.'o Jmn

[#-+¢% DBManager

Elal 7| =imi oy

E Properties

|€

Instance Counk 1

Figure 2.6.16: Adding Components

4. Click the OK button to add the selected instance(s) to the profile. The dependencies of
the newly added component(s) have to be resolved. All un-resolved dependencies are
marked with a red error icon.

Note: Besides the connection Manager instance, an instance of the SocketReadHandler gets
included into the profile.
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5. To resolve dependencies, open the DependsOn property of the newly added
Connection Manager and the associated SocketReadHandler. For each dependency
marked with a red icon signifying an error, select the desired instance from the drop-

down list shown in the properties field.

OTdno. aiud ’.-

: Fil: Edit View Mavigate Source Tools Window  Help

bpapdad@j raancsjicen).aal

: Profile Manager 41 x | |: Properties of MQConfigLoader a0 X
Profiles 1 H B
Eaﬁ)%@ FPS1 Zime
E! gy Fiorana = e
;am& B InstanceCf orfigloader
o et Optional
e jmx
o indi
@ & mg
&'! o security
El Fagy sOCkEtAcceptors
% port-l Instance
EE] @ ConnectionManager Instance of the Component dependency
| @-o% SocketReadHandler
E oy port-2
E| % ConnectionManager2
: E!g';g DependsOn
; %MQConfigLoader
% ObjectManager
g’?@ PingServiceManager
% ServiceManager
2 SocketReadHandler
L Gl gg‘@ ThreadManager
oy SocketReadHandler
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Figure 2.6.17: Adding Components

Note: Any existing instance for a dependency can be used to resolve it.
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6. Right-click on the profile root node and select Validate to ensure that all
dependencies have been resolved.

7. Navigate to the node Fiorano -> socketAcceptors -> port-2 -> ConnectionManager2.
In the properties window, change the default port number displayed to the desired
value and set the UseForPeerToPeerCommunication property to yes. Additionally,
set the properties Default and FMQServer properties to no.

El iy Sindiy

! Fle Edit Wiew Mavigabe Source Tools ‘Window Help

e 5 1 B e i @ T
papEa]; jicges)indl
Server Explorer \: Profile Manager 40 % | :Properties of ConnectionManager2 a0 %
ia Profiles
S-5§ FPs1

5o Fiorano s ke 5
: DeploymentListFile FioranotQ, sk
-¢% Esb = T i SHEE B
- o Loggers 5
~ow et I
<o jmx Description Accepts client connections and uses the servi...
<% jndi = Cc | sLar
P g Default no
& security CFMamesppender
= ReaderCachelisabled no
- % socketbcceptors : d
. TCPWindowsSize 133120
fo port:l HandshakeInwwarkerThread vies
e portz MagicTimeaut 60000
- 4 . Part 2003
-5 DependsOn Protocal TR
=% SocketReadHandler |seMagle no
¥ @ MativeSocketReadHand] |  MonitoringRequest 13
Enforcelsseauthentication no
MaxClientConneckionsCounk 1024
AdminCannection no
Path certs
Serverfddress
HandshakingDisabled no
ManagerClasshames fiorano. jms.ex.sm.def, Def ault1SSESecurityM, .,
FMQServer no
| = TP ee nication | yes
ManitaringResponse rll

UseForPeerToPeerCommunication

) | | Boolean which determines whether connectionManager created is to be used For communication
| L] |between Peer servers.[applicable ko FPS anly.].

Figure 2.6.18: Adding Components
8. Save the profile.
Note: If the protocol of the Connection Manager is set to SUN_SSL or HTTPS_SSL, an

additional FMQConfigLoader should be added to the profile. This can be done by performing
the following steps:
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1. Navigate to the node Fiorano -> etc. Right-click on Fiorano node and select Add
Components. The Add Components to Profile dialog box appears.

2. Navigate to Fiorano -> Jms -> Services and select the FMQConfigLoader (1) from
the new dialog box and click OK.

T S s
LA diComponentsto Profjle ai
RS
=% Fiorano [#] FMQCorfigloadsr (1)

S Ims

!‘:_43----.‘. Security

lj:_]----.‘o Services

D @ AdminService
-] @ ClientLogManager
-« [C] @ ExNamingManager

-] @ MQDefChiCreater

-~ [[] @ MessageFactory

-] @ ObjectManager

D [ FingManager

~[] @ RouteManager Q

vZ | mivli

= Properties

Instance Count 1

Figure 2.6.19: Adding Components to profile dialog box
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3. Select the newly created FMQConfigLoader node under Fiorano -> etc and change the
SSL Enabled property to yes in the properties pane.

EFly i

AEE|

P File Edt View MNavigste Source Tools Window Help

CapH@gi«.MEDNCE L@ EY oSy

:Server Explorer | “Profile Manager @ x Properties of FMQConfigLoader2 [
Profiles [~] . =
éiwl-x FPS1 1 ﬁ :
- AdlBasedDestination... no =
SOk AlPermissions ves
) AlowDurableConne... no
ol aloworFlyadcheck o
@ Adminervice AlowonTheFlyCrea,., yes
# @ DefaultlogManager CreateDsfadtACL  ves
£ @ ExMamingManager DeploymentlistFile  FioranoMalst
& @ ExServiceManager Description Loads FioranaMQ cam, .,
P EnableAutoRevalida... no
AP EnsureLniquenessO... no =|
HttpPollingInterval 10000
g M JeyServer IncludeMessagelD no
#- @ MQDefObjCreater o
® @ MemaryManager LazyR5Creation no
@ PingManager 3 MaxTrarsactionBuff... 10240000
# @ RdbmsDEManager MessageSelectorFa... fiorana.jms.cbr.corl.d...
®- @ ResourceManagsr objecthame orano.ete:Ser
@@ RouteManager PingEnabled o E
@ ThreadManager Resumetimenutinter... -1
i 55LEnaHed yes
gt TimeService SystemEncodingFar... UTF-8 8
s jobManagers s = =
@ & runtimsOhjsctManagsrs FMOConfigLoader2
Bt mx Component instance part of the Deployment profile
Fode jndi
E' mg
@ security
S~ sockethcceptors
% port-1 =
oot [~

Mo e T

Figure 2.6.20: Enabling SSL

4. Navigate to Fiorano -> Socket Acceptors -> port-2 -> Connection Manager2. Under
the Depends On node, select the dependency MQConfigLoader and select its
instance as the newly added FMQConfigLoader (that is, FMQConfigLoader2 in this

case).

5. Save the Profile.

Pl diudis

AER|

: Fle Edit View Mavigate Source Tools Window Help

CapE@)i+@aancCL)iRcn)ind])

Server Explorer Profile Manager @ | Properties of MQConfigLoader @ x
k] Profiles |

=5-5% FPS1
S Fiorano - ) EJ
Fiorano.stc:Service Type=FMaConfigl... [ =

Instance
Instance of the Component dependency

e

MQConfigloader, Name=FMQConfigl oadsr

jndi
mg
security
sockstAcceptors
port-1
port-2
=@ ConnsctionManager2
G &2 Dependson
------ 2 MQCorfigloader
&7 ObjectManager
&7 PingServiceManage

ServiceManager
SocketReadHandler
&2 Threadmanager
2 SocketReadHandler
=] m | 5

30MofSeM T

Figure 2.6.21: Selection of Instance
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2.6.6 Configuring Server Execution Timeout

When running Fiorano event processes with many components, some calls may get timed out.
This means that the communication between the Enterprise Server and Peer Server had taken
more time than the default time. The default value is 2 minutes.

The timeout value can be configured from FES profiles. Open the FES profile from Studio.
Navigate to FES->Fiorano->ESB->Server->FESServer.

Edit the ServerCallExecutionTimeout property. Specify the value in milliseconds. If the
property value is 0, the timeout is infinite.

E Fiorano S5tudio -_”E|E|
! File Edit Yiew Mavigate Source Took  Window  Help

capddfiy one Jikasliod)

'ESérver .E:-l:pl.clurer .; : Profile Manager 0 x .E--P'rupe.rties I;I":'I.:.I.Eggerver "u-vux.-f
| Profiles
S FES
[5- %  Fiorano = Gen . ’. es
: DeploymentLiskFile
B Esb E ComponentInstance Propert
Application
Barm I
Component Description Fiorano enterprise server, The...
&% Controller = C onentInstance Configuration
Drin HaMode False
Eirbe ServerCallExecutionTimeout kel L=
Fps LDgMngncIudn_aTimeStamp YES
: LogMagrMoOfFiles 0
- Jetty LogMgrioOfLinesPerFile 1000
Log TimeZane
Login CountryMarne
o Pam LogPath
&% Policy
RMIServerInterface
Shw
o DeCuUrty
E| Server
Snimp
&% StubManager
Transpork
Webconsale
% dm
- o efc ServerCallExecutionTimeout
S jmx Specifies timeout For timeout limit in milli seconds For completion of
& indi calls made from the Enterprise Server to peer servers,
& mg
s SECUFCY
& sockethoceptors

20Mof 22M | | T
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2.6.7 SNMP Configuration

The Fiorano network can be monitored through SNMP Managers. The Fiorano Enterprise
Server has an SNMP Agent that handles MIB requests and sends traps carrying status
information about all the Peer Servers, Event Processes, and Business Components running
within a Fiorano network.

The MIB file, fiorano_mib.txt, that an SNMP Manager needs for monitoring a Fiorano network
is available in $FIORANO_HOME\ esb\server\profiles\<profile_name>\FES\conf. This file
contains the Fiorano SOA Platform MIB tree required for monitoring Peer Servers, Event
Processes, and Business Components.

= '@ Fiorano
[E) @
=-S5 tofosi
= '@ fps
sy Fpshumber
= '@ FpsTable
= @ FpsEntry
&y FpsIndex
&y FpsMame
&y FpsSkatus
&y FpsEventTime
= @ applications
& appMumber
=} '@ appTable
= '@ appEnkry
s appIndex
&y appInstMame
&y appsStatus
&y appEventTime

= @ SErvices

A serviceMurnber

= H5) serviceTable

= '@ serviceEnkry
\ serviceIndex
serwiceaUID
servicelnstMame
serviceAppIlnstMame
serwvicestatus
serviceEventTime

Al e

= '@ sbwEwvents
A sbwEwentMurmber
= '@ sbwEwentTable
= @ sbwwEventEntey
sy sbwEventInde:x
&y sbwEwentCategory
&y sbwEwventDesc
&y sbwEwventTime
& sbwEventErrorMsg
= '@ serverEvents
A serverEventMumber
= '@ serverEvent Table
= @ serverEventEntry
sy serverEventIndex
&y serverEventaddr
Ay serwerEventStatus
Ay serverEventTime

Figure 2.6.22: Fiorano SOA Platform MIB tree
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2.6.7.1 Fiorano SOA 9 Platform MIB

As discussed in the previous section, MIB declares the information the agent can provide. The
Fiorano SOA Platform MIB gives an idea about the information that can be extracted from the
Fiorano SOA Platform Agent. The present implementation is SNMPv1 compliant. The Fiorano
SOA Platform MIB is the first sub-tree in the Fiorano sub-tree. The structure of the MIB is
shown in the Figure 2.6.22.

2.6.7.2 Fiorano SOA 9 Plaiform Agent

The Fiorano SOA Platform Agent is an implementation that provides the values for the objects
defined in the MIB above. It maintains its own database of values, which is updated when
Fiorano SOA Platform performs events like launch or the shutdown of a FPS occurs. The Agent
is programmed to respond to SNMP queries from the manager. Currently the data is in read-
only form for the manager and setting values by the SET operation is not permitted.
Additionally, the Agent can be configured to send trap messages to the manager on
occurrence of alerts and/or events.

2.6.7.3 How to receive SNMP Traps

The Fiorano network can be monitored through SNMP Managers. The Fiorano Enterprise
Server has an SNMP Agent that handles MIB requests and sends traps carrying status
information about all the Peer Servers, Event Processes, and Business Components running
within a Fiorano network. The MIB file, fiorano_mib.txt, that SNMP Manager needs for
monitoring a Fiorano network is available in $FIORANO_HOME\
esb\server\profiles\<profile_name>\FES\conf. This file contains the Fiorano SOA Platform MIB
tree required for monitoring Peer Servers, Event Processes, and Business Components.

2.6.7.4 Getting the information

In order to utilize the SNMP aware Fiorano SOA Platform system, all you need to do is
configure a SNMP manager (popular ones include HP OpenView and IBM Tivoli NetView) of
your choice by loading the Fiorano MIB into it. The manager can now be used to view the
data. The agent provides information via six tables-

1. The FPS table (OID = 1.3.6.1.4.1.7163.1.1.2)
This table provides the data about the Fiorano Peer Servers configured with the
Enterprise Server. It shows the following details:

a. fpsname: This is the unique name of the Fiorano ESB Peer as configured in the
Fiorano Network.

b. fpsStatus: This field shows the last event received for this peer server.
c. fpsEventTime: This represents the time at which the last event occurred.
2. The Applications table (OID = 1.3.6.1.4.1.7163.1.2.2)
This following show the data for the Event Processes that are currently or those that
were running on the network. It provides the following information:

a. applnstanceName: The name of the Event Process instance.
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b. appStatus: The status of the Event Process is the last event that was received
with respect to the concerned Event Process.

c. appEventTime: The time at which the last event occurred.
3. The services table (OID = 1.3.6.1.4.1.7163.1.3.2)
This table gives the information regarding the Business Components that are/were

running on the Peer Servers that the managed Enterprise Server is connected to. The
fields available are the following:

a. serviceGUID: This is a unique string that identifies a Business Component
available on a Fiorano ESB Server.

b. servicelnstanceName: Since many instances on the Business Component may
be running, a ComponentInstanceName is used to identify the particular
instance of the concerned Business Component.

c. c. serviceApplnstanceName: This identifies the name of the Event Process as a
part of which this particular Business Component is/was running

d. serviceStatus: The status of the Business Component that was last received by
the Enterprise Server.

e. serviceEventTime: The time at which the last event occurred.
4. The SBW events table (OID = 1.3.6.1.4.1.7163.1.4.2)
This table gives the information regarding ON_EXCEPTION events of SBW tracked
messages. The fields available are the following:

a. sbwEventCategory: The event category is a Warning as only ON_EXCEPTION
events are tracked.

b. sbwEventDesc: This gives the details of the particular port of service on which
the event is tracked as well as the Application Instance to which the service
belongs to.

c. sbwEventTime : The time at which the last event occurred

d. sbwEventErrorMessage: This gives details such as error code and error
message.

5. The Server Events(1.3.6.1.4.1.7163.1.5.2)
This table gives the information regarding the status of the gateway server that is

configured to run the Fiorano servers in HA mode. The event will be generated only
when the server is running in HAMode.

a. serverEventaddr: The gateway server machine address.

b. serverEventStatus: This gives the details whether gateway server is running or
not.

c. serverEventTime: Time at which the last event occurred

6. The Ha Server and GateWay State Events (OID = 1.3.6.1.4.1.7163.1.6.2)

This table gives Ha Server and GateWay server state change Status Events.

a. haServerStateEventsaddr: The Ha Server and GateWay machine addresses.
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b. haServerStateEventStatus: This gives the details of Ha server status and
status whether GateWay server is running or not

c. haServerStateEventsTime: Time at which the last event occurred.

2.6.7.4 Trap Messages

Fiorano SOA Platform can be configured to send trap messages on occurrence of alerts and
events, if so desired. This information can be sent to a pre-configured manager address or
broadcast on the network for all managers listening, so as to enable them to pick up this
message. Trap messages can provide valuable and instant information about faults and
failures. The following Fiorano SOA Platform specific trap types are presently configured on
occurrence of events.

1. A FPS Event has occurred.
An Event Process Event has occurred.
A Business Component Event has occurred.

2
3
4. An SBW On Exception Event has occurred.
5. A server event has occurred.

6

A HA Server and GateWay State Events has occurred.
The above trap numbers can be configured as enterprise specific traps in the manager for
appropriate action to be taken as when they are raised.
2.6.7.5 Configuring the SNMP parameters for the Fiorano ESB Server
This section deals with enabling and customizing the Fiorano SOA Platform agent. This can be

done easily through the Profile Manager in Studio. Go to the profile intended to be changed-
>Fiorano->esb->Snmp
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Enabling SNMP

v 5 FES
¥ & Fiorano
< & Esb

b & Application
b & Bam

b & Component
b & Configuration
b ¢ Controller

b & dm

b &% Dm

b & Events

b & Fps

b ety

b # Log

b & Login

b & Pam

b & Policy

b & RMIServerinterface
b & Sbw

b & Security

b & Server

¥ & Snmp

b & SnmpHandler
b & StubManager
b ¢ Transport

type filter text

Fiorano presence and availablity manager. Manages

A Y
puplic [}
hitp://127.0.0.1:162 !

aytonsenmaginfoanocom [
unknown [}

Message

Setting the SNMP community

This can be done by adding the line ENABLE_SNMP=yes. The default value is false.

This is done by setting the SNMP.COMMUNITY variable.

For example, SNMP.COMMUNITY =tifosi. The default value is public.
SNMP Agent Port

The port the SNMP agent will listen on. The default SNMP port number is 1161
SNMP manager URL
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This URL specifies hostname and event port to which the SNMP traps are sent. By
default all SNMP managers listen for traps on event port 162. The default URL is
http://localhost:162.

For instance, if you need to send traps to a machine named network_manager on
event port 162, you can set it as follows:
SNMP.MANAGER_ADDRESS=http://network_manager:162.

5. Enable sending traps on occurrence of alerts
This tells the FES to send an SNMP trap message to the configured manager in case of

alerts being raised. The default is disabled. To enable it, set the "SnmpSendAlertTrap”
value to yes

6. Enable sending traps on occurrence of events
This tells the FES to send an SNMP trap message to the configured manager whenever

an event is received. The default is disabled. To enable it, set the
“SnmpSendEventTrap” value to yes.

7. The system contact
This variable should be set to the name of the individual responsible for maintaining

the managed network. The default is support@fiorano.com. In order to set it, set the
SNMPSystenContact value

8. The system location
This is the physical location of the system. The default value is set to Unknown.

Example: SnmpSystemLocation: Fourth Floor, Room No. 123

9. Trap Level
This is used to set the Trap Levels for sending the traps to the SNMP Manager.

Quite : 0 (00000)
FioranoPeerServer : 1 (00001)
Gatewayserver : 2 (00010)
Application : 4 (00100)
Service : 8 (01000)

SBW : 16 (10000)

Set the trap level to 0 for No traps and to 31 for all types of traps to be sent to the
SNMP manager.

For any combination of these traps, a value which sets the bits at those positions has
to be provided.

Example: For receiving both Application and Service level traps, the trap level will be
12 (01100)

Next, we have described how to configure iReasoning MIB tool to view and receive SNMP
traps.
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2.6.7.7 Using iReasoning MIB tool

Here we will show how to configure iReasoning MIB tool to view and receive SNMP traps and
events.

Download

Download the iReasoning MIB browser from the link given below. Click on the link below to go
to the webpage and click on “Accept”.

http://ireasoning.com/downloadmibbrowserlicense.shtml

There are two installers provided. One for each Linux and Windows. After downloading the
installer, for Windows, double-click on the .exe to install the tool and run it. For Linux, simply
extract the .zip file.

Running

¢ Windows: Right-click on the executable and Run-as-administrator.

e Linux: Open a terminal in the folder where you have extracted the zip file, or navigate
to the folder via terminal, and enter the following command (after the dollar prompt)
to run the tool. Enter the password when asked.

$ sudo ./browser.sh
Loading fiorano_mib.txt
From the menu bar, click on “File” and the “Load MIBs"”, A File chooser will open. Navigate to

$FIORANO_HOME\esb\server\profiles\<profile_name>\FES\conf and load the file
fiorano_mib.txt. You can see the following structure loaded
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File Edit Operations Tools Bookmarks Help

Address: (127.0.0.1 "] Advanced...

SNMP MIBs

l? MIE Tree

B iso.org.dod.internet.private enterprises fiorano.tofosi
5 fps

& fpsNumber

- [ fpsTable

= applications

-8 appNumber

- [ appTable

&= services

{8 serviceNumber

- 8 serviceTable

(= sbwEvents

{8 shwEventNumber

- [ sbwEventTable

= serverEvents

{8 serverEventNumber

[ serverEventTable

(& haServerStateEvents

8 haServerStateEventsNumber
- 8 haServerStateEventsTable
B4 SNMPYL TRAPS

# fpsSpecific

» applicationSpecific

» serviceSpecific

» shwEventsSpecific

» serverEventsSpecific

» haServerStateEventsSpecific
7 defaultEvents

Configuring

Just below the menu bar is the address bar, where you can put in your custom configuration.
In the address bar, click on Advanced button, the Advanced Properties of SNMP Agent

windows will open. Here you can enter your configuration. Enter the configuration
corresponding to the one configured in FES profile in Studio/eStudio.

Enter the following:

e Port: 1161 [whatever port entered in SNMP Agent Port in Studio]

¢ Read Community: public [whatever entered in Setting the SNMP community in

Studio]

e Write Community: public [same as above]

¢ SNMP Version: 1
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SNMP Version |1

Advanced Properties of SNMF Agent ™6

Address|12?.ﬂill

Port |1161]

Read Commun... |******

Write Cammun... |°‘°‘°‘°‘°‘°‘c

[ ok ” Cancel k

After configuring click OK to save the configuration.

Checking the events

Right click on any one of the tables listed in the tree view on the left. For example, navigate to
fps-> fps Table and right-click on it and click on Table View to view the events related to fps.

Configuring Traps

From the menu bar, click on “Tools” ->"Trap Receiver” to open the trap receiver windows. In
linux users may not be able to open the trap receiver window if the MIB browser is not started

in super-user mode. Users can view the traps received in the trap receiver window.

Result Table | 127.0.0.1 - fpsTable xs Trap Receiver X

Operations  Toaols

AR
||
Ll L)

[Trap Receiver Settings|

Configuring Mail for Traps

In the Trap Receiver windows, go to “Trap Receiver Settings” to configure Mail settings if you
want to be notified via mail when you receive Traps.

1.

2
3
4.
5

Select the checkbox Enable forwarding traps via email.
In the To Email Accounts field, enter your email address.
Select the checkbox Use SSL to enable SSL.

Enter your primary SMTP Server configuration parameters

Enter your SMTP Hostname, for example mail.in.fiorano.com
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6. Enter From, Username, and Password fields.
7. You can also configure a secondary SMTP server.

8. After configuring, you can test your configuration by clicking on Send test mail
button.

9. Click on Apply and then OK button when done. You are now ready to receive mail
when a trap is received.

‘i Trap Receiver Settings 5'

General SMTP | SMMPy3 Trap F‘.eoeiverl

¥ Enable forwarding traps via email

To Email Accounts Iabc@in.ﬁorano.cnm

Primary SMTP Server

[~ Use S5L {default port number is 455)

Host or Host:Paort Imail.in.ﬁu:urano.cu:um
Fram Iabc

User Mame Iabc

Passwaord I ““““
Secondary SMTP Server

(optional)

[~ Use S5L {default port number is 455)

Host or Host:Port

From

User Mame I

Password

Apply | Send test mail |

oK | Cancel I

2.6.8 Setting the Offline Server Log Levels

The path of the log files and the log levels of the server are set in the profile of the server.
These properties can be located in the File named Configs.xml located under the conf
directory of each profile, that is: $Fiorano_Home/esb/server/profiles/<profileName>/<Server
mode>/conf where server mode can be either FES or FPS.
Examples:

e $Fiorano_Home/esb/server/profiles/profile1/FES/conf/Configs.xml

e $Fiorano_Home/esb/server/profiles/haprofilel/primary/FES/conf/Configs.xml

Chapter 2: The Fiorano Environment Page 172



Fiorano SOA® Platform User Guide

e $Fiorano_Home/esb/server/profiles/profile2/FPS/conf/Configs.xml

The various log levels of the Server are:
e Fatal-1
e Error-2

e Warning -3

e Info -4
e Debug -5
e Trace -6

The following figure illustrates a section in Configs.xml containing the Logger node.

| <LOGGER LogLlewvel="4" ObjsctName="Fiorano.Loggers:ServiceType=Logger, Hame=Fiorano.Esh, type=config">
<Appender RppenderNeme="OutAppender" AppenderType="file"
FileName="esbout.log" IsRppend="true"
LogPattern="[8d{dd/MM/yyyy HH:mm:ss}] %-5p [®8c{l]] Em&n"
MaxBackuplndex="4" MaxFileSize="1000000" MaxFilterlevel="10"
MinFilterlevel="4" PrintTarget="5ystem.out" ThresholdLevel="10"/>
<Appender AppenderName="5yslogd4jEsbOutAppender" AppenderType="syslog" LoggingEnabled="false"
Hoztname="localho=t" Protocol="udp" Port="514" Facility="localO"
LogFettern="[3d{dd/M08d/yyyy HH:mm:s=}] 2-5p [2c{l}] %Zm3n"
MaxFilterLevel="10" MinFilterLevel="4" ThresholdLewvel="10"/>
<Appender AppenderName="Errippender" LppenderType="file"
FileName="esberr.log" Ishppend="true"
LogPettern="[2d4{dd/M/yyyy HH:mm:s=}] 2-5p [23c{l}] Smen"
MaxBackupIndex="4" MaxFileSize="1000000" MaxFilterLewvel="3"
MinFilterlevel="1" PrintTarget="System.err" ThresholdlLevel="10"/>
<Appender RppenderName="5yslogdjEsbErrAppender" AppenderType="syslog" LoggingEnabled="false"
Hostn ="Jocalhost" Protocol="udp" Port="514" Facility="locall"
LogFettern="[%d{dd/M8/yyyy HH:mm:ss}] 2-5p [2c{l}] 2men"
MaxFilterLewvel="3" MinFilterLevel="1" ThresholdLevel="10"/>

</LOGGER>

<LOGGER LogLewel="3" Objectlame="Fiorano.Loggers:ServiceType=Logger, Hame=Fiorano, type=config">

<Appender AppenderName="Outdppender" AppenderType="file"
FileName="mgout.log" Iskippend="true"
LogFattern="[%d{dd/MMM/yyyy HH:mm:=s}] %-5p [®%c{l}] %mBn" MaxBackupIndex="4"
MaxFileSize="1000000" MaxFTilterLevel="10" MinFilterLevel="4"

i PrintTarget="System.out" ThresholdLevel="10"/>

<Appender RppenderVame="5yslogd jMgOutippender"” AppenderType="syslog" LoggingEnabled="false"

! Hostname="localhost" Protocol="udp" Port="514" Facility="local2"

LogPettern="[2d{dd/M/yyyy HH:mm:82}] %-5p [Bc{l}] Sm&n"
MaxFilterLevel="10" MinFilterLevel="4" ThresholdLevel="10"/>

<Appender RAppenderVName="Errippender" AppenderType="file"
FileName="mgerr.log" Iskppend="true"
LogPattern="[2d{dd/M8/yyyy HH:mm:s3}] #-5p [#c{l}] *m3n" MaxBackupIndex="4"
MaxFileSize="1000000" MaxFilterlevel="3" MinFilterLewvel="1"

H PrintTarget="5ystem.err" ThresholdLevel="10"/>

<Appender AppenderName="S5yslogdijMgErrippender" AppenderType="syslog" LoggingEnabled="false"
Hostname="localhost" Protocol="udp" Part="514" Facility="local3"
LogPattern="[%d{dd/M88/yyyy HH:mm:s=}] 2-5p [2c{l}] %#men"
MaxFilterLevel="3" MinFilterLevel="1" ThresholdlLevel="10"/>

</LOGGER>

There are two Logger Nodes present in the configs.xml. Each Logger has two appenders one
Out Appender and one Error Appender(along with the corresponding appenders for syslog).
These appenders are file based Appenders.
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The log level can be changed by changing the LoglLevel attribute. The default log level of the
logger having the objectName - Fiorano.Esb is 4 and the default log level of the logger having
the objectName - Fiorano is 3. The default names of the log files to which appenders logs data
to are: esbout.log, esberr.log, mqgout.log, and mqgerr.log.

The default location of these files is
$Fiorano_Home/runtimedata/<SoaServerType>/<profileName>/run/logs where the SOA
Server Type can either be Enterprise Servers or Peer Servers.

The syslog4j appenders can be enabled by setting the LoggingEnabled property to true and
configuring the attributes Hostname, Protocol, Port, Facility etc. Note that the syslog daemon
on the receiving box needs to be appropriately configured to receive logs over the network
using the syslog4j appenders.

Note: If the Server is running in a shared HA profile, the Togs directory gets created in the
path of the directory specified as the -dbPath parameter while running the script server
present in $Fiorano_home/esb/server/bin

Example:

Server.bat/sh -profile haprofile_shared/primary —dbPath /home/Fiorano/db

Here the logs directory gets created in the location /home/Fiorano/db

If the absolute path is not specified, the log files are created in the location /home/Fiorano/db.
Providing an absolute path to the FileName attribute such as /home/Fiorano/esbout.log,
results in log being created within the path specified.

The logger having the name Fiorano.Esb is used by the Fiorano SOA server and the logger
having the name ‘Fiorano’ is used by the embedded FioranoMQ present in a Fiorano SOA
server, that is, if you are running the Fiorano Enterprise Server all logs of the Enterprise
server are diverted to the files esbout.log and esberr.log and MQ related data is logged to
mqout.Tog and mgerr.log.

Note: Fiorano SOA server refers to the Fiorano Enterprise Server or the Fiorano Peer Server.

Note: These changes have to be made offline.

2.6.9 Changing the Running Server Log Levels

Changing the running server log levels can be done by logging into the server via JMX. Log
into JMX from Fiorano Studio and Navigate to JMX Connection -> Fiorano->Loggers->Logger.

The following figure illustrates the JMX Tree of the Fiorano Enterprise Server once a user has
logged into JMX.
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Expand the Logger node which shows multiple logger nodes.

The following figure illustrates the expanded view of the Loggers under the Logger Node
shown above.
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: Explorer

Fiorano, FMQ, Services, ConnectionClose
Fiarano,Esh, FPSRepositaryLogaer
Fiorano,FMG. Services, MamingManager
Fiarano, FMQ, Services. xa
Fiarano,FMOQ.Events, QueueReceiver
Fiarano, FMO, Services, Tapics . Connection, Events
Fioranao, Esb. ApplicationControllerLogger
Fiorano,Esh, ApplicationRepologger
Fiorano, Esh,EmailMatifierLogoer
Fiarano, FMQ, Services, Topics, Conneckion, Closure
Fiorano, FMG. Services . ExQueueCleaner
Fiarano,FMO.Events, ResourceManager
Fiorano,Esh,FESTransportLogger
Fiarano, FMO), Services, Expiration
Fiorano, FMG. Services, Queues, Push, Message
Fiorano,Esh,BackLogManagerLogaesr
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Select the Fiorano Logger, expand it and click on the config Node. Change the Logger log
level in the properties window.

The following figure illustrates the Fiorano Logger config node and its properties in the
Properties of config pane.
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This changes the log level for the Fiorano Logger. Perform the same steps for the Fiorano.Esb
Logger too.

Once this is done, right-click on the Server-JMX node and click on Save Configurations
option from the pop-up menu. This saves the changed configuration for the logger.

The following figure illustrates the Save Configurations option for FES-JMX.

:Server Explorer a0

;- .!ﬂ Servers

Logauk
Copy Chel+C
..... & FP3S Open
| @ FPS-IMX
B i ; Shutdown
----- JF, Enterprise
Restart
Save Configurations
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2.7 Fiorano Enterprise Repository

The Fiorano Enterprise Repository acts as an Enterprise-wide registry and repository for a
Fiorano SOA Deployment. The repository is maintained by default in a File based data store.
The FER (Fiorano Enterprise Repository) resides within the Fiorano Enterprise Server and
manages the following:

e Event Process

e Pre-built Components and user defined components.
e Peer Configurations

e Principals and Access Control Lists

¢ Runtime State

e State Based Workflow Documents

e Events
e Alerts
e Policies

2.7.1 Event Process Repository

The Event Process Repository manages all the pre-built Event Processes and composed Event
Processes. This is a layered repository over a System Store and User Store. The System Store
stores the default set of Event Processes which are shipped along with the product and the
User Store stores all the Event Processes which are subsequently composed by users. The
location of the System and User Event Process repository are:

¢ System Repository: %FIORANO_INSTALL_ DIR%\esb\server\repository\applications
¢ User Repository: %FIORANO_HOME%\runtimedata\repository\applications

The system repository is read-only and the entire user defined Event Processes are stored in
the user repository. If you wish to move user-created Event Processes from one installation to
another compatible installation, the application folder can be copied from one location to
another. If format-compatibility does not exist between the versions, then the User has to
export all the User Defined Applications in order to import them into the new installation. The
Application Repository can be copied and backed up at anytime.

The Structure of the File Based Store for an Event Process is explained briefly below. An Event
Process is arranged into Files and Directories.

¢ EventProcess.xml - Main index file which stores the details of the components. This
file is linked to other files that contain configurations and schemas used for
communication as well as for the layout of the workflow diagram.

¢ Config - Stores all the component configurations used in the Event Process.

¢ Schemas - Contains the schemas referred by the components used to specify the
format of the expected input / output messages.

e Env - Deployment and environment properties.

An Event Process must be treated as a single unit/entity and has to be copied as such.
Copying partial data from folder will corrupt the Event Process data.
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2.7.2 Component Repository

Components or Services in Fiorano SOA are business functions, each with a set of
configurations, which execute a single unit of work. Components can be developed and
registered with the Fiorano Component Repository. A Registered component can be re-used
any number of times in an Orchestrated event process. Supports for versioning of components
are built into the repository.

The Component repository manages all pre-built components and the custom-created
components. This repository is a layered over the system repository and the user repository.
The System repository is a read-only repository that stores all the prebuilt components, while
the user repository stores all user-defined custom components. The locations of the two
repositories are:

¢ System Repository:
%FIORANO_INSTALL_DIR%\esb\server\repository\components

e User Repository: %FIORANO_HOME%\runtimedata\repository\components

A Component repository can be backed up at runtime and can be version controlled. This
repository can be retrieved and replaced at any time, but the changes will not be affected
until:

1. The application which uses any of the changed/replaced components is stopped.

2. The componentcache property found in the properties panel of the event process is
disabled and

3. A Connectivity and Resource Check (CRC) is done for the Event Process.

Each peer server has its own local cached copy of the component and the above steps are
necessary for the Peer Server to update the component from the Enterprise Repository.

Migrating the component repository between compatible Fiorano versions involves copying the
components directory to the corresponding location in the new installation. The System
repository should not be copied as it is read-only and there can be a newer version of prebuilt
components in the new installation. Please refer to the SOA installer Release Notes for the
component compatibility matrix between different versions. For migrating custom components
between non-compatible versions, each custom component has to be explicitly exported and
imported into the new installation.

The Component repository is organized in files and libraries. Every component is represented
by a directory with its GUID as the directory hame and each directory has a sub-directory
within it which stores the version of the component. Every component has the libraries
required for that particular component, together with a Service Descriptor. A Service
Descriptor describes the structure of the component and its input ports and output ports.
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2.7.3 Peer Repository

The Fiorano Enterprise repository also manages the configurations of all Peer Servers on the
Fiorano network. Each Enterprise Server has its own Peer repository where it tracks the
configurations of all Peers connected to it. When a Peer Server connects with the Fiorano
Enterprise Server, the configurations are referred to in the Peer repository of the Enterprise
Server to which the Peer is connected and the Peer fetches the configuration from the
corresponding repository. If the Peer registers with the Enterprise server for the first time, the
Peer configuration is pushed into the Peer Repository of that particular Enterprise Server.

Peer HA Profiles have a special property which inhibits this behavior of fetching the
configuration from the Enterprise repository. Since two different HA Profiles connect with the
same name, the configurations cannot be fetched and loaded in this case. This special
property is internal to Fiorano and is not exposed to the user. When one of the default HA
Profiles is copied to create a new profile, this special property is carry forwarded. This property
cannot and should not be set in a standalone profile.

The Peer repository is a transient repository built dynamically as the peers get registered, and
hence any migration effort should not involve copying this repository. Additionally, this
repository should not be backed up and restored. It is recommended that whenever a Peer
profile is changed, the profile should be cleared form this repository for the change to take
effect otherwise the configuration present in the Peer repository gets pushed to the Peer
Server and the Peer Server loses the changes made to its local profile.

The peer repository can be located at:
%FIORANO_HOME%\runtimedata\repository\EnterpriseServers\{FES_ profile_name}\FES\Peer
s\.

Each peer profile is a directory with the name of the Peer and with a set of definition and
configuration files inside its folder.

2.7.4 Security Store

The Fiorano Enterprise repository manages the Users, Groups and Access Control lists for each
principal. This is a File Based Store and the format is internal to Fiorano and it is not visible to
the end user. The Security Store can be found at:
%FIORANO_HOME%\runtimedata\EnterpriseServers\{FES_ profile_name}\FES\run\SDB.
Fiorano has a centralized user and permissions group store, any changes to this user and
permission group store are propagated to all connected Peer Servers, whose local security
stores are then updated. This store contains information about the users, groups and the
access control list for each permission.

The security store can be backed up at runtime; however, restoring the store requires the
Enterprise to be stopped. The security store can be migrated between compatible versions of
Fiorano. For non-compatible versions of Fiorano; all of the users, groups and access control
lists need to be recreated.
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2.7.5 Runtime Store

The Fiorano Enterprise Server stores the current state of an Event Process and other Metadata
such as the system level destinations created within the admin runtime store. When an Event
Process is started, the state of the Event Process is stored in this admin store and is restored
whenever the Fiorano Enterprise Server is started. State of the Event Process can either be
RUNNING or NOT_RUNNING and this State needs to be persisted in order to restore the state
of Event Processes on Server restarts. When servers are restarted, the Enterprise Server
refers this repository and automatically starts those Event Processes that were running the
last time the servers were able to persist in the state of the Event Process. There is no
guarantee that the state will be the very same state as when the servers were brought down
or crashed since it may have persisted in the state in which it may have crashed. The Fiorano
Enterprise Server automatically caches the state of the Event Process when there is a change
to it.

The term state here refers to key information relating to the deployment of an Event Process
and not the actual runtime data flowing between components participating the Event Process.
The local naming and directory module binds the objects to a name in this runtime store. This
is a single file located at:

%FIORANO_HOME%\runtimedata\EnterpriseServers\{FES_profile_name}\FES\run\admin.dat

If the state of all Event Processes needs to be cleared, then the admin.dat can be deleted.
This is a transient data structure which should not be backed up and restored. This data is
stored in an internal format and is not visible to the end user.

If the Enterprise Server is running in High Availability mode, its state together with that of it’s
backup/secondary server, is maintained in:

%FIORANO_HOME%\runtimedata\ EnterpriseServers\{HA_PROFILE_NAME}\{PROFILE_TYPE}
\FES\run\haStatus.dat

This is a transient data structure used to maintain the current state of an HA server as well as
it's previous state. The file format is internal and is not readable; as such, this data file should
not be backed up or migrated to a different installation. This data store is common to all
servers running in High Availability mode. All Peer Servers running in HA mode have a similar
data store with identical semantics.

The runtime data store that stores the pending messages and the destinations which are
responsible for the actual Peer-to-Peer message traffic between different components are
present in each Peer Server in the following location:

%FIORANO_HOME%\runtimedata\PeerServers\{PROFILE_ NAME}\FPS\run
This transient message store can be backed up and migrated if there are no changes in the

Event Processes or the components. The pending messages will be processed the next time
the servers are up after migration.
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2.7.6 State Based Workflow Repository

The State Based Workflow (SWB) or Document tracking creates Document events that are
raised in the Peer Servers and forwarded to the Enterprise Server. The Enterprise Server is
responsible for storing the Documents for auditing and tracking purposes. For more details,
refer to section 5.3.8.1 Configuring Document Tracking.

SBW documents are pushed into a temporary persistent cache from the Peer Servers, from
where they are picked up by the Enterprise Server and inserted into the configured SBW
Database. By default, this database is configured as the internal H2 database and stores the
record in its proprietary format in the file system.

Persistent cache:

Persistent cache is a transient data store into which tracked documents are written
temporarily before they are moved to the configured external database for storage. This cache
can be found at:

%FIORANO_HOME%\runtimedata\EnterpriseServers\{FES_Profile_ Name}\FES\run\db\Persist
antDB\PQ.Tifosi_Enterprise_Server_SBW_Events

This cache should not be cleared manually; the size of this cache can build up when the
configured Document tracking store is not available. As such, the SBW configured database
cannot be down for an extended period of time. If it is down for an extended period of time,
the document tracking configurations have to be changed to point to a different external
database or else the cleardb script will be used to clear the persistent cache of the SBW
Documents. The Persistent cache is a transient data store and the data is stored in an internal
record format which is not visible to the end user and should not be migrated.

Document Tracking H2 Database
%FIORANO_HOME%\runtimedata\EnterpriseServers\{FES_Profile_Name}\FES\doctracking_db

This is the default SBW data store shipped with the Fiorano SOA Platform. The database is an
H2 data store, which should not typically be used in a production setting. In Production, an
external database should be configured to store and retrieve the tracked documents and
periodical cleaning of the tracked documents should be scheduled and executed with the help
of Fiorano scripts. The database can be archived for auditing purposes and can be backed up
regularly.

For more information on the structure of SBW database and for instructions on how to
configure a different external database to be used for SBW tracking, please refer to section
5.3.8 Document Tracking.

2.7.6.1 Disabling SBW Tracking

To disable SBW Tracking globally, perform the following steps:

1. Login to FES-JMX and locate Fiorano->Esb->Sbw->SBWManager->SBWManager-
>config.

2. Set the property named 'EnableDocTracking' to 'no'.
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2.7.7 Event Repository

The Fiorano SOA platform raises Events for all meaningful operations that occur in the system.
These System Events are collected on the Enterprise Server and the state of each artifact
(Event processes, components, server status etc) is determined by the sequence of such
events. All captured System Events are inserted into a configured database. If the component
is configured to raise the monitoring events on the various performance metrics, then these
events are also stored in the Event repository. The default database for the Event repository is
the H2 database shipped by default along with the Fiorano SOA Platform.

2.7.8 Custom Event Listener

Custom applications can be written to listen to the System Events and SBW Events. For more
information, see section 2.8 Event Tracking.

Refer to RTL Java documentation of com.fiorano.esb.fes.rtl.events. FioranoEventsManager for
more details on registering with the Enterprise Server for listening to System and User events.

2.7.9 Alert Repository

The Fiorano Enterprise Repository manages all Alert configurations. The Alert configurations
are looked up when a notification is being executed. This is a File Based Repository located at:

%FIORANO_HOME%\runtimedata\repository\Notifications

Each alert is represented by a single XML file listed in the above directory. The name of the file
is the unique identifier of the Alert. The structure of the document varies depending upon the
transport over which the notification is configured. Fiorano does not recommend changing
values directly in the XML or any interaction with the OS in a way that affects the file system.
In particular, an “Antivirus” or any other program that locks files or hinders the creation and
deletion of files should not be run over this repository (or any of the Fiorano repositories).

The Alert repository can be backed up and versioned in any source control and restored at
anytime during the Fiorano Server Execution. The Updated notification from the Repository will
be picked up automatically at the next execution of the notification. This repository can also be
migrated from one version to another through copying the file system provided the
repositories are claimed interoperable in the release notes of newer versions of Fiorano. Please
check the release notes for the interoperability matrix on this repository.

The Alerts are queued up as jobs which are then picked up by the Job Manager and executed
serially. There is no guarantee that the alert will be executed within a specific period of time.
If the notification job crashes in the middle of the execution the data will be lost and will not
be re-executed when the server starts up. However, the pending list of notifications will
continue to be executed.
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2.7.10 Policy Repository

Fiorano governance solutions use a Policy-Based approach. Policies can be created for a
condition and on achieving the condition a notification over a transport is executed. The
Fiorano Enterprise Server manages the policies in a default File-Based repository. This Policy
Repository is internally dependent on the Alert Repository for fetching the notification
information which it then executes.

%FIORANO_HOME%\runtimedata\repository\Policies

Backlog policies are one type of policy that register for a particular count of the pending
requests at an execution port of a service and execute notifications based on the count. The
backlog policies are stored in the following location:

%FIORANO_HOME%\runtimedata\repository\Policies\Backlog

For each type of policy, a directory is created inside the Policy repository. Each backlog policy
is stored in an XML file whose name matches the name of the policy ID. Each type of policy
has a specific XML structure that includes the condition details and the alert lists to be
executed when the condition is met.

The Policy repository can be backed up and versioned in any source control and can be
restored at any time when the Fiorano server is not running. The Updated policies from the
Repository will be picked up automatically from the web console upon a refresh. This
repository can also be migrated from one version to another through copying the file system
provided the policy structures are claimed interoperable in the release notes of the newer
version of Fiorano. Please check the release notes for the interoperability matrix on this

repository.

A Policy can be either in an ACTIVE or an INACTIVE state. The current state of the policy
persists along with the policy. Once a policy is applied, a restart of the servers automatically
re-applies the policy and the Peer Servers get notified about these policies. Backing up and
restoring the policy repository will also restore the state of the policy at the time it was backed

up.

2.7.11 Changes in Repository Location

A Layered repository approach is implemented after version SOA 2007 SP1. This has brought
the following changes in the location of the repository:

Data Location (Till SOA 2007 Old Script (From SOA Old Script (From SOA

SP1) 2007 SP2 to SP4) 2007 SP5 and further
release)

ReadOnly fiorano.home/esb/fes/repository fiorano.home/esb/fes/repository fiorano.home/esb/server/repos

Repository itory

Run NA user.dir/repository user.dir/repository

Repository

Default fiorano.home/esb/fes/repository_b fiorano.home/esb/fes/repository fiorano.home/esb/server/repos

Repository ackup itory

(HA

Secondary)

Runtime NA user.dir/repository_backup user.dir/repository_backup

Repository
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(HA

Secondary)

Peer fiorano.home/esb/fes/repository/p user.dir/EnterpriseServers/<profil user.dir/EnterpriseServers/<pr

Repository eers ename>/peers ofilename>/FES/peers

run fiorano.home/esb/fes/repository/ru | user.dir/EnterpriseServers/<profil user.dir/EnterpriseServers/<pr

folder(FES) | n ename>/run ofilename>/FES/run

run fiorano.home/esb/fps/repository/ru | user.dir/PeerServers/<profilenam user.dir/PeerServers/<profilen

folder(FPS) n e>/run ame>/FPS/run

runtimeco fiorano.home/esb/fes/<profilenam user.dir/EnterpriseServers/<profil user.dir/EnterpriseServers/<pr

mponents. e>/conf/runtimecomponents.dat ename>/run/ ofilename>/FES/run/

dat (FES) runtimecomponents.dat runtimecomponents.dat

runtimeco fiorano.home/esb/fps/<profilenam user.dir/PeerServers/<profilenam user.dir/EnterpriseServers/<pr

mponents. e>/conf/runtimecomponents.dat e>/run/ runtimecomponents.dat ofilename>/FPS/run/

dat (FPS) runtimecomponents.dat

Events db fiorano.home/esb/fes/bin/derbyDB user.dir/EnterpriseServers/<profil user.dir/EnterpriseServers/<pr
ename>/events_db ofilename>/FES/events_db

Doctrackin fiorano.home/esb/fes/bin/derbyDB user.dir/EnterpriseServers/<profil user.dir/EnterpriseServers/<pr

g (SBW) ename>/doctracking_db ofilename>/FES/ doctracking

db db

Derby.log fiorano.home/esb/fes/bin/derbyDB user.dir/EnterpriseServers/<profil user.dir/EnterpriseServers/<pr
ename>/run/logs/derby.log ofilename>/FES//run/logs/derb

y.log
Container.l | Container.log user.dir/EnterpriseServers/<profil user.dir/EnterpriseServers/<pr
og ename>/run/logs/Container.log ofilename>/FES//run/logs/Cont

ainer.log

2.8 Events Tracking

Fiorano SOA platform raises an event for any meaningful event that occurs in the system.
These System events are collected in the Enterprise Server and are processed and the state of
the artifacts (Event processes, components, server status, and so on) is determined by the
sequence of such Events. If the component is configured to raise the monitoring events on the
various performance metrics, then these events are also stored in the event repository. The

default database is configured as H2 and the database is File-Based.

2.8.1 Configuring Event Tracking

The Enterprise Server is by default configured to insert all System events into the default H2
Events database (A different events database can be configured for Event Tracking, see next
section). If at any point the user decides to switch off event tracking, they can do so by
opening the profile and navigating to Fiorano->Esb->Events->FESEventsManager (as shown in
figure 2.8.1) and changing the property named EnableSystemEventTracking to false. This
value can be changed at runtime by logging into FES-IJMX.

Another property named ListenForUserEvents in the same property panel decides whether the
Enterprise Server listens to the monitoring events published by component instances. This
property is by default set to false. If monitoring is enabled for component instances (see
section 9.5 Creating Mappings), this property needs to be changed to true so that these user

events are recorded.

Note: This property cannot be changed at runtime. Changing this property via the FES-JMX
connection would require a server restart for the change to take effect. If this property is set
to true, the property EnableSystemEventTracking will decide whether these events will be

inserted into the Events database or not.
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|" Server Explorer | Profile Manager i
m| Profiles
v S FES
¥ & Fiorano ¥ General Properties
v & Esb DeploymentListFile fes.Ist
N - v Componentinstance Properties
> ': Application ObjectMame Fiorano.Esb.Events:ServiceT
b & Bam InstanceOf EventsManager
b & Component Description Fiorano Events Handler. Mo...
k& Controller v Componentinstance Configuration
B & Dm StartDBCleanupThread no
¥ & Events DeadEventsCleanupinterval 300000
» & ESBEventEmailNotifier ListmnforUserEve s no
» @ ESBEventReciever UserEventsTuchame FES _USER_EWVENTS_TOPIC
> © FESEventsManager RTLTDRece!veUserE_vents no
- RTLToReceiveSecurityEve... no
b & Register EnableSystemEventTracking i
k& Stub EventsDBConfigFileName
b & Fps RecreateDB |
b S ety TracelLevel 4
b & Log LogMgrincludeTimeStamp  yes
» & Login LogMgrNoOfFiles 0
b & Pam LogMgrNoOfLinesPerFile 1000
. . TimeZone
> & Policy CountryMame 4
b &% RMIServerinterface LogPath E]
P & Shw L -
b & Security EnableSystemEventTracking
b & Server This boolean will decide whether FES will insert System
b & Snmp Events into The Events data_base or not. The ever_lr_s that are
» & StwbManager already received by Enterprise Server and are waiting to be
A inserted into the Events database will be discarded by
> & Transport 4 | Enterprise Server. If this value is restored to true, events
P & Webconsole E

insertion into the Events database will again be started.

Figure 2.8.1: Configuring Event Tracking

2.8.1.1 Disabling Event Tracking

To disable Event Tracking globally, perform the following steps:

1. Login to FES-JMX and locate

2. Fiorano->Esb->Events->EventsManager->FESEventsManager->config. Set the
property named 'EnableSystemEventTracking' to 'no'.
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2.8.2 Configuring Specific Database

The event tracking feature is configured as part of FES to track System and User events into
the H2 database running within the Enterprise Server. This can be changed by customizing the
eventsdb.cfg file present in:
FIORANO_INSTALL_DIR\esb\server\profiles\<profilename>\FES\conf. This file contains all the
DB specific configurations used for event tracking. Depending on the type of database used,
you might have to modify the <dbtype>_jdbc.cfg file, and this is set in the
JDBC_PROPERTIES property of eventsdb.cfg file. The file <dbtype>_jdbc.cfg contains more
database specific configurations. For example, an error code used by the database to indicate
whether or not a table is present in the database or not. Additionally, this file also contains
names of the data types that will be used by the database. These datatype names are
mentioned against unique numbers. These numbers are the constants that are used to identify
generic SQL types, called JDBC types (Please refer to javadoc for java.sql.Types).

The default configuration shipped with the installer uses the H2 database.

Note:

1. After configuring a profile to use a database other than the default database, jdbc
driver for that database needs to be added under <java.classpath> tag in server
startup configuration file (either $FIORANO_HOME/esb/server/bin/server.conf or
$FIORANO_HOME/esb/fes/bin/fes.conf, whichever is applicable) prior to starting the
Enterprise Server.

2. You would have to use the same settings to connect to the DB when using a third-
party tool. All the database queries used for retrieving workflow related data is kept in
events.sql file.

3. When using MS SQL for events tracking, mssql_jdbc.cfg may need to be configured
according to the database driver being used. MSSql 2000 driver follows SQL 99
conventions which quote the SQLState string for table not found exception as 42S02.
On the other hand, MSSQL 2005 driver follows XOPEN SQLState conventions which
quote the same SQLState string as S0002. By default, all fes profiles are configured
according to the standards followed by the MSSql 2000 driver. If someone uses MSSq|
2005 database, or uses the MSSql 2005 driver for MSSqgl 2000 (2005 driver is
backward compatible with 2000 driver and can be used), then the file has to be re-
configured accordingly.

Important: It is strongly recommended that the User employ a commercial grade DB in a
production system.

For File-Based databases like apache and HSQL, the default location is in the ESB_USER_DIR
(which is set in fiorano_vars script). The user has to give the complete path with these
variables resolved when using the JDBC URL in a third-party tool.

Example

The default H2 db JDBC URL is configured as
ESB_DEFAULT_DB_DIR/events_db;create=true which resolves to
ESB_USER_DIR/EnterpriseServers/<profilename>/FES/events_db and further into
something like C:\Program
Files\Fiorano\<FioranoSOAProductVersion>\runtimedata\EnterpriseServers\<profileName>\FE
S\events_db depending on the actual settings.
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2.8.3 Database Table Structure

The exact schema of the tables varies from database to database according to the
configurations provided in <dbtype>_jdbc.cfg file. An explanation of the tables and the

various fields is given below:

Table name: TPS_EVENTS & TES_EVENTS

Column Name Type Description

EVENT_ID INTEGER Auto Generated

EVENT_CATEGORY VARCHAR(255) Category of event i.e.
Information, Warning or Error

GENERATION_DATE TIMESTAMP Time at which the event was
generated

EVENT_SOURCE VARCHAR(255) Server name which generated the
event

EVENT_SCOPE VARCHAR(255) Scope of the event

EVENT_MODULE VARCHAR(255) Module to which the event
belongs

DESCRIPTION VARCHAR(255) Short description of the event

EVENT_STATUS VARCHAR(255) Event constant representing the
type of event

EXPIRY_TIME TIMESTAMP Event expiry time

Table name: SERVICE_EVENTS

Column Name Type Description

EVENT _ID INTEGER Auto Generated

EVENT_CATEGORY VARCHAR(255) Category of event i.e.
Information, Warning or Error

GENERATION_DATE TIMESTAMP Time at which the event was
generated

EVENT_SOURCE VARCHAR(255) Server name which generated the
event

EVENT_SCOPE VARCHAR(255) Scope of the event

EVENT_MODULE VARCHAR(255) Module to which the event
belongs

DESCRIPTION VARCHAR(255) Short description of the event

EVENT_STATUS VARCHAR(255) Event constant representing the
type of event

EXPIRY_TIME TIMESTAMP Event expiry time

SERVICE_GUID VARCHAR(255) The GUID of the service to which
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the event belongs

SERVICE_VERSION VARCHAR(255) The service version to which the

event belongs
SERVICE_INST_NAME VARCHAR(255) Service Instance name
APP_GUID VARCHAR(255) Application Name

Table name: APPLICATION_EVENTS

Column Name Type Description

EVENT_ID INTEGER Auto Generated

EVENT_CATEGORY VARCHAR(255) Category of event i.e.
Information, Warning or Error

GENERATION_DATE TIMESTAMP Time at which the event was
generated

EVENT_SOURCE VARCHAR(255) Server name which generated the
event

EVENT_SCOPE VARCHAR(255) Scope of the event

EVENT_MODULE VARCHAR(255) Module to which the event
belongs

DESCRIPTION VARCHAR(255) Short description of the event

EVENT_STATUS VARCHAR(255) Event constant representing the
type of event

EXPIRY_TIME TIMESTAMP Event expiry time

APP_GUID VARCHAR(255) The Event Process GUID

APP_NAME VARCHAR(255) The Event Process Name

Table name: SECURITY_EVENTS

Column Name Type Description

EVENT_ID INTEGER Auto Generated

EVENT_CATEGORY VARCHAR(255) Category of Event, that is,
Information, Warning or Error

GENERATION_DATE TIMESTAMP Time at which the Event was
generated

EVENT_SOURCE VARCHAR(255) Server name which generated the
Event

EVENT_SCOPE VARCHAR(255) Scope of the Event

EVENT_MODULE VARCHAR(255) Module to which the Event
belongs

DESCRIPTION VARCHAR(255) Short description of the Event
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EVENT_STATUS VARCHAR(255) Event constant representing the
type of event

EXPIRY_TIME TIMESTAMP Event expiry time

USER_NAME VARCHAR(255) Name of the user for which the
Event was generated

Table name: USER_EVENTS

Column Name Type Description

EVENT_ID INTEGER Auto Generated

EVENT_CATEGORY VARCHAR(255) Category of event, that is,
Information, Warning or Error

GENERATION_DATE TIMESTAMP Time at which the Event was
generated

EVENT_SOURCE VARCHAR(255) Server name which generated the
Event

EVENT_SCOPE VARCHAR(255) Scope of the Event

EVENT_MODULE VARCHAR(255) Module to which the Event
belongs

DESCRIPTION VARCHAR(255) Short description of the Event

EVENT_STATUS VARCHAR(255) Event constant representing the
type of Event

EXPIRY_TIME TIMESTAMP Event expiry time

SERVICE_GUID VARCHAR(255) The service instance GUID

TPS_NAME VARCHAR(255) The Peer Server name

TEXT_DATA VARCHAR(255) Event Text

BYTES_DATA IMAGE BLOB field representing user

event data

2.9 Connecting to Server Using JConsole

To connect Fiorano server using JConsole, perform the following steps:

1. Open server.conf, fes.conf or fps.conf (whichever is applicable according to the script
being used to run the server) and add the JVM argument
"com.sun.management.jmxremote" under the java.system.props section.

2. Start the server, Start JConsole using JIDK_HOME/bin/JConsole

3. To connect JConsole to server process, in the advanced tab, specify the url
service:jmx:rmi:///jndi/rmi://localhost:2047/fmqg and username/password using
which a connection is desired, for example, admin/passwd.
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2.9.1 How to connect to the FES/FPS using jconsole [running JDKé] SOA ¢

To connect to the FES/FPS using jconsole SOA 9, perform the following steps:
1. Add the following values under <java.system.props> in the file
$FIORANO_HOME/esb/server/bin/server.conf
com.sun.management.jmxremote
com.sun.management.jmxremote.port=<somePortNumber>

com.sun.management.jmxremote.authenticate=false

com.sun.management.jmxremote.ssl=false

2. If JDK version 6 is to be used to launch the server, remove/comment the line
'../../../extlib/mx4j' in server.conf file. To comment a line, it should start with #.
That is, the commented line will be '#../../../extlib/mx4j'.

3. Start the server, copy $FIORANO_HOME/framework/lib/fiorano-rmi-client.jar to
$IJDK_HOME/bin

4. Create a file called 'policy.pol' under $JDK_HOME/bin & paste the following
content in it:

grant {
permission java.security.AllPermission "", "";

>
5. Go to $JDK_HOME/bin type the following command:

For Windows:

jconsole -J-Djava.security.policy=policy.pol -J-Djava.security.manager -J-
Djava.rmi.server.codebase=file:///fiorano-rmi-client.jar -J-
Djava.class.path=..\lib\tools.jar;..\lib\jconsole.jar;.\fiorano-rmi-client.jar

For Unix:

j jeonsole -J-Djava.security.policy=policy.pol -J-Djava.security.manager-J-
Djava.rmi.server.codebase=file:///fiorano-rmi-client.jar-]-
Djava.class.path=../lib/tools.jar:../lib/jconsole.jar:./fiorano-rmi-client.jar

6. Once Jconsole starts, click on the advanced tab
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<. J25E 5.0 Monitoring & Management Console

Connection

= JIConsole: Connect to Agent

rLucaI |/Fuamute rndb.ranced |
JMX URL: | |

User Hame: | |

Password: | |

Connect Cancel

Give the following values for the 'properties mentioned' in the above figure.
JMX URL

service:jmx:rmi://<IpAddressOfServer>/jndi/rmi://<IpAddressOfServer>: <rmiCo
nnectorPortOfServer>/fmq

Note: RmiConnector port is printed on server console.
UserName

Some valid user name, say 'admin’

Password

Some valid password for a valid user, say 'passwd' for admin user

7. Press Connect and you should be able to profile the server.
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2.9.2 Starting multiple servers in same machine

When the steps mentioned in previous section are followed, the user will not be able to launch
more than one server on same machine using server.bat/sh files.

In order to be able to launch more than one server on same machine, create copies of
server.conf and server.bat/sh files and rename them as serverl.conf and serverl.bat/sh (Note
that these .conf and .bat/sh files can be renamed to any name, but both these files should
have same name). Now, provide some other port number under serverl.conf file for the
property 'com.sun.management.jmxremote.port=<somePortNumber>'. After doing this,
serverl.bat/sh can be used to launch the second server. For example, the command
'serverl.sh -profile profile2 -mode fps' can be used to launch the second server.

2.10 Running Fiorano SOA Profiles as NT Services

The Fiorano SOA has a concept of profile based server, for example, profilel, profile2,
haprofile, and so on. All these profiles can be run either as a Fiorano Enterprise Server or a
Fiorano Peer Server by specifying their mode as 'fes' or 'fps' respectively.

These profiles can be run as NT services on Windows NT, Windows 2000 and Windows XP,
Windows Server 2003/2008 operating systems. Any profile present under
%FIORANO_HOME%/esb/server/profiles can be run as an NT service.

2.10.1 Configuring Server JVM Settings for running as NT-Service

The 'server.conf' file located under %FIORANO_HOME®%/esb/server/bin contains various
settings related to the JVM like bootclasspath, classpath, server memory, system properties,
and so on. This file is used while creating configuration files required to run the server as a nt-
service.

The configuration files are generated under the following directories:

e For Enterprise Servers:
%FIORANO_HOME%/runtimedata/EnterpriseServers/%PROFILE_ NAME%/service/

e For Peer Servers:
%FIORANO_HOME®%/runtimedata/PeerServers/%PROFILE_NAME%/service/

Once the server is installed as a service, future changes to the file 'server.conf' will have no
effect on the server as the configuration files will not be regenerated. The server profile needs
to be uninstalled and then installed again for the changes to be effective. Make sure you have
made the entire server JVM settings before installing the profile as a service.

On how to change the memory settings for the server, refer to Question 1 in section 2.10.6
FAQs.

Important: Before installation of server profiles as services on Windows Server 2003/2008,
the following line needs to be added to file %FIORANO_HOME%/esb/server/bin/server.conf
'java.io.tmpdir=C:/Windows/temp' under the '<java.system.props>' tag.
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2.10.2 Configuring Email Alerts for Server JVM Restart/Sudden Exit/JVM Hung

Events

The Wrapper binary which is used to run the server as a service can generate email alerts
when the server either restarts, exits unexpectedly or becomes hung.

Please refer to the file 'server.conf' located under '%FIORANO_HOME%/launcher' for the
configurations.

Once the server is installed as a service, future changes to the file 'server.conf' will have no
effect on the server. The server profile needs to be uninstalled and then installed again for the
changes to be effective. Make sure you have made all the settings before installing the profile
as a service.

2.10.3 How to install/uninstall a StandAlone (Non-High Availabilty)Profile as NT
Service

To install a StandAlone (Non-High Availabilty)Profile as NT Service, perform the following

steps:
1.
2.

Open a command prompt. Go to %FIORANO_HOME%/esb/server/bin/service directory
To install FES profile as an NT service, run the command install-server.service.bat -
mode fes -profile %PROFILE_NAME%

Example: install-server.service.bat -mode fes -profile profilel

To install FPS profile as an NT service, run the command install-server.service.bat -
mode fps -profile %PROFILE_NAME%

Example: install-server.service.bat -mode fps -profile profile2

Note: If mode is not specified, it is taken as 'fps'.

After installation you should be able to see Fiorano ESB Server <%PROFILE_NAME% >
NT service or Fiorano Peer Server <%PROFILE_NAME%> NT service installed.

To uninstall a StandAlone (Non-High Availability) Profile as NT Service, perform the following

steps:

1.

To remove FES NT service, run the command uninstall-server-service.bat -mode fes -
profile %PROFILE_NAME%

Example: uninstall-server.service.bat -mode fps -profile profilel

To remove FPS NT service, run the command uninstall-server-service.bat -mode fps -
profile %PROFILE_NAME%

Example: uninstall-server.service.bat -mode fps -profile profile2

Note: If mode is not specified, it is taken as 'fps'.

Un-Install should stop and remove the NT service for the given profile from the
services list.

Chapter 2: The Fiorano Environment Page 194



Fiorano SOA® Platform User Guide

2.10.4 How to install/uninstall a Profile as NT Service with High Availability
Profile(HA)

While running the servers in HA mode, the servers need to access network shares.
To access the network share, the server needs to configure with the user credentials of a User
Account of the system.

1. Specify the credentials in the file %FIORANO_HOME%/launcher/server.conf

Uncomment the following lines in the file and specify the user account name and
password.

#wrapper.ntservice.account=.\userName
#wrapper.ntservice.password=passwd

Use an account name in the form: {DomainName}\{UserName} i.e
wrapper.ntservice.account={DomainName}\{UserName}

If the account belongs to the built-in domain, then you may specify the name in the
form: .\{UserName}.

If no value is specified, the LocalSystem account is used. This account does not have
privileges to access network shares.

2. Grant 'Logon as Service' permission to the user account whose credentials have been
provided.

To set the "Logon as Service" right, goto the "Administrative Tools" folder in your
control panel. Open the "Local Security Policy" applet. Expand "Local Policy" and then
click on "User Rights Assignment". On the right side, you will find a "logon as service
policy". Right-click or double-click to access its properties dialog, and then add the
user that you wish to allow to run the service.
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3. Open a command prompt. Go to %FIORANO_HOME%/esb/server/bin/service directory

4. To install FES/FPS(Replicated HA Profile) as an NT service, run the command install-
server.service.bat -mode <mode> -profile %PROFILE_NAME% where <mode> is
either 'fes' or 'fps'

Example: install-server.service.bat -mode fes -profile haprofilel/primary

Where, haprofilel/primary is the <PROFILE_NAME>

To install FES/FPS(Shared HA Profile) as an NT service, run the command

install-server.service.bat -mode <mode> -profile %PROFILE_NAME%

Example: install-server.service.bat -mode fes -profile haprofile_shared/primary -
dbPath \\192.168.1.213\db

where <mode> is either 'fes' or 'fps'& haprofile_shared/primary is the
<PROFILE_NAME% >

Important: -dbPath refers to the path of the network share hosting the shared database. In
the above example,\\192.168.1.213\db is the network share. UNC Path has been used.

Note: If mode is not specified, it is taken as 'fps'.

5. After installation you should be able to see "Fiorano ESB Server
<%PROFILE_NAME%>" NT service or Fiorano Peer Server <%PROFILE_NAME%> NT
service installed.

6. To remove FES/FPS NT service, run the command

uninstall-server-service.bat -mode <mode> -profile %PROFILE_NAME%
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where <mode> is either 'fes' or 'fps'

Example: uninstall-server.service.bat -mode fes -profile haprofilel/primary

7. Uninstall should stop and remove the NT service for the given profile from the services
list.
2.10.5 Viewing Server Logs
Once started, console Logs for FES & FPS service can be viewed in the following log files:
%FIORANO_HOME%/runtimedata/EnterpriseServers/%PROFILE_NAME®%/service/service.log.
%FIORANO_HOME%/runtimedata/PeerServers/%PROFILE_NAME®%/service/service.log.

Other logs pertaining to the server can be found under:

e For Enterprise Server:
%FIORANO_HOME%/runtimedata/EnterpriseServers/%PROFILE_NAME%/FES/run/logs

e For Peer Server:
%FIORANO_HOME%/runtimedata/PeerServers/%PROFILE_NAME%/FPS/run/logs

2.10.6 FAQs

Question 1: How to change Memory Settings (Xms & Xmx) of Server while running as a
service?

Answer: Uninstall the service (refer section How to install/uninstall a StandAlone (Non-High
Availabilty)Profile as NT Service and How to install/uninstall a Profile as NT Service with High
Availabilty Profile(HA))

Open 'server.conf' located under %FIORANO_INSTALLATION_HOME%/esb/server/bin and
change the Xms & Xmx values. (Refer section Configuring Server JVM Settings for Running as
NT-Service.)

Save the file and proceed to install the service again using the script.

Question 2: Certain Components like FTP-Put / FileReader / File Writer that are launched in-
Memory are not able to access network shares?

Answer: Since the components are launched in-memory they are part of the peer server. The
server needs to have user credentials of the System to access network shares when run as a
nt-service. Refer Section How to install/uninstall a Profile as NT Service with High Availability

Profile(HA) (Steps 1 and 2).

Note: You need to uninstall the service, make the required changes and then install the
server as a service.

Question 3: Feeder / Display Components (Components with Graphical User Interface) do not
show up on Windows server 2003, 2008 & Vista but they appear green from Fiorano Studio?
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Answer: This is due to security restrictions put in place by the OS. The components will be
visible on Desktop 0, which is a background desktop that you have to switch to see the service

interface.

To see the components display, perform the following steps:

1. Start the service Interactive service detection. When we launch a flow containing
the components like feeder/display, a pop-up should appear.
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2. Click on Show me the message.

This should take you to the Desktop 0 of system.
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Retum to your Windows deskiop

The program will display its own window below if it still needs attention.

When you are done, or if you need to retum to your desktop for more
information. click Retum now.

«» Relum now

% TESTO8_ chat 1 : FioranoESB Demo

Forano License Alert E2

A The fiorano-soa9.lic license expires after 3 days!

Please contact Fiorano Software Inc. for more
information. Send email to sales@fiorano.com
or call 800-663-3621 or 408-354-3210.

Enter text and press <enter> to send message

3. To get back to the original desktop, click on the 'return now' option. you can move
back and forth the desktops using the interactive services desktop popup dialog.

2.11 Event Monitoring

Fiorano ESB Server hosts various JMS topics for the ESB Peer Servers to publish information
related to application, component and internal state changes. These events are used to keep
the ESB Server and the Peer Server synchronized with each other. Events generated within
the Enterprise Server are not published to any JMS topic and can be subscribed to using
various other transport protocols. All these events are referred to as control messages within
the Fiorano Network.

Custom monitoring applications can be written to subscribe to these control messages so as to
monitor the Fiorano Network. In addition the Fiorano Network can be monitored using the Web
Dashboard. This document gives insight of all the necessary details to build one such custom
monitoring application in addition to describing the in-built monitoring and reporting
capabilities.

2.11.1 Event Types And Subscription

This section describes various kinds of events that are raised in the Fiorano Network. These
events are used to perform various tasks such as updating necessary data structures,
synchronizing application states, notify connected clients and so on.
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2.11.2 Audit Events

All audit events generated by the Peer Servers are published onto the Enterprise Server topic
‘FES_AUDIT_EVENT_TOPIC'. These audit events provide a means of accountability for changes
done in the system and also help in detecting a security violation in certain cases.

ApplicationAuditEvent

e ApplicationLifeCycleAuditEvent: This event is raised when there is a change in the
Event Process life cycle such as from a “stopped” to a “launched” state or vice-versa.

¢ ApplicationRepositoryAuditEvent: This event is raised when there is a modification
in the Event Process Repository such as when changes are made to an Event Process,
Deletion of an Event Process, Addition of an Event Process to a repository and so on.
This audit event is raised only within the Enterprise Server as the Peer Server does not
have an Event Process repository of its own.

ServiceAuditEvent

e ComponentLifeCycleAuditEvent: This event is raised when there is a change in the
Component life cycle such as from a “stopped” to a “running” state or vice-versa.

e ServiceRepositoryAuditEvent: This event is raised when there is a modification in
the component repository of either the Enterprise Server or the Peer Server.

PrincipalStoreSyncAuditEvent

This event is raised when the Peer Server synchronizes its principal store with that of the
Enterprise Server.

AuthenticationAuditEvent

This event is raised when the User tries to login/create a connection with the Server.
AuthorizationAuditEvent

This event is raised when the User tries to perform an operation that is protected by
permissions granted to the User such as looking up a connection factory, creating a JMS
connection, launching an event process, changing audit policies, deleting audit events and so
on.

SecurityAuditEvent

This event is raised when there is a modification in the security database of the Server such as
when there is a new User creation, a User deletion, a group creation, an addition of a member

to a group, the granting of specific permissions to a User and so on.

Refer to Chapter 12 in for detailed description of Audit Events and Audit Functionality as a
whole.
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2.11.2.1 Subscribing to Audit Events

To subscribe to audit events generated by any Server, add an audit event listener by opening

profile in nStudio and navigating to Fiorano -> etc -> AuditManager. Right-click on

AuditManager node and select Add -> AuditEventListener (see screenshot below). Provide a
fully qualified class name for the audit listener class of this listener and add this class to the

Server classpath.

Alternatively, Users may create a subscriber to topic FES_AUDIT_EVENT_TOPIC present in
the Enterprise Server to listen to audit events from all connected Peer Servers. Note: Audit
Events from the Enterprise Server need to be subscribed to by using the method described

above.
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2.11.3 System Events

System Events have an important place within the Fiorano System since they determine how
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the system behaves in a particular/specific situation. All Events are defined in the

fiorano.tifosi.dmi.events package present in $FIORANO_HOME/esb/shared/lib/esb-
shared-tif-dmi.jar. This section provides a brief explanation of these System Events and also

describes various ways to subscribe to Events.

Chapter 2: The Fiorano Environment

Page 201



Fiorano SOA® Platform User Guide

2.11.3.1Event Description

A brief explanation of various System Events is as given below:

1.

10.

11.

12.

13.

HAStatusEvent: This Event is launched within the Enterprise Server when there is a
change of state of an HA Server such as from the ACTIVE to the STANDALONE state.

HARepositorySyncEvent: This Event is launched within Enterprise Server when HA
Servers synchronize their databases with each other.

UserEvent: This Event is launched within the ESB network by business components
whose monitoring configuration has been enabled.

ApplicationEvent: This Event is launched by the Enterprise Server when an
application is launched, killed, created, saved, or deleted. Application launch and kill
events are also handled by the Peer Servers.

RouteEvent: The Enterprise Server launches this Event when a debugger is set or
removed from a running Event Process.

BacklogMonitorEvent: This Event is launched by the Peer Servers when the
configured backlog level is reached as defined by the backlog policies active on that
Peer Server.

LowMemoryEvent: This Event is launched by all Fiorano Servers when they detect
that memory usage of a Server has crossed the specified threshold.

SBWEvent: This Event is launched by the Peer Servers when a message reaches a
port on which document tracking is enabled. On receiving these Events from the Peer
Servers, the Enterprise Server stores them into a preconfigured document tracking
database.

SecurityEvent: The Enterprise Server launches this Event when a User action results
in security violations (as determined by the ACL of that particular User in the
Enterprise Server such as launching or killing an Event Process or a Service Instance.

ServiceEvent: This Event is launched by the Peer Server when a Service Instance is
launched or killed.

ServiceRepositoryUpdationEvent: The Enterprise Server launches this event when
some modification is made to the Service Repository of the Enterprise Server such as
registering a new service, addition of a resource to an existing service and so on.

SPEvent: The Enterprise Server raises this Event at the time of startup and
shutdown.

TPSEvent: This Event is launched by both the Enterprise Server and Peer Servers
when connecting to/disconnecting from the Enterprise Server. Note: On receiving this
Event from a Peer Server, the Enterprise Server synchronizes the states of all Event
Processes with the Peer Server.

Refer to section 2.8 for detailed description of Audit Events and Audit Functionality as a whole.

2.11.3.2 Subscribing to System Events

System Events generated within the Peer Servers are published onto various monitoring
topics. Users can create subscribers to these topics to listen to the Events generated by the
Peer Servers. (See next section for the list of events published onto various such topics.)
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Note that such a subscriber would not receive events generated within the Enterprise Server,
as these Events are not published onto any topic. For listening to Events generated within both
the Enterprise Server and the Peer Server using a single application Users can register an
Event listener within the Enterprise Server using the Run Time Library (RTL) APIs. These RTL
APIs provide support for subscribing to Events from the Enterprise Server and the Peer
Servers such as:

e HAStatusEvent

e HARepositorySyncEvent

e UserEvent

e ApplicationEvent

e RouteEvent

e SBWEvent

e SecurityEvent

e ServiceEvent

e ServiceRepositoryUpdationEvent

e SPEvent

e TPSEvent
A RTL Event Subscriber can listen to all System Events except Backlog and Low Memory
Events. To subscribe to these two of Events from the Peer Server, create a subscriber for the

topic ‘FES_BACKLOG_MONITORING_TOPIC’ and for the topic ‘FES_SYSTEM_EVENTS_TOPIC’
along with appropriate message selectors as shown in the next section.

To subscribe to Low Memory Events from within the Enterprise Server, Users need to register
a JMX notification listener with the JMX Object identified using the following name:
Fiorano.jmx.notifications:ServiceType=EventManager,Name=ResourceEventManager.

Refer to $FIORANO_HOME/fmqg/samples/IMX/IMXNotifications.java for a sample code to
register the JMX Notification listener.

Note: Please refer to the section named Sample Subscriber Applications for JAVA Samples to
create a Topic Event Subscriber and a RTL Event Subscriber.

2.11.4 Event Topics

System Events from Peer Servers are published onto various monitoring topics present within
the Enterprise Server. Each type of Event has a JMS message header property named
‘DATA_TYPE' or ‘EVENT_TYPE' set to a unique value to distinguish between various Events.
This section provides a list of the Event Topics along with the list of Events that are published
by the Peer Servers. Please note the different values given for ‘DATA_TYPE’ / 'EVENT_TYPE’
properties of these Events. These values may be used to create message selectors Users wish
to subscribe to only a selected set of Events from an Event Topic.

1. FES_SYSTEM_EVENT_TOPIC
e Application Event (DATA_TYPE = 302)
e Service Event (DATA_TYPE = 303)
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e TPS Event (DATA_TYPE = 305)
e Low Memory Event (DATA_TYPE = 404)
2. FES_SBW_EVENTS_TOPIC
e SBW Event (DATA_TYPE = 307)
3. FES_USER_EVENTS_TOPIC
e User Event (DATA_TYPE = 217)
4. FES_BACKLOG_MONITORING_TOPIC
e Backlog Monitor Event (DATA_TYPE = 403)
5. FES_AUDIT_EVENT_TOPIC
e Audit Event (EVENT_TYPE = 600)
Note: The value of DATA_TYPE will be different for different types of audit events as
shown below.
o Application Life-Cycle Audit Event (DATA_TYPE = 105)
o Application Repository Audit Event (DATA_TYPE = 103)
o Component Life-Cycle Audit Event (DATA_TYPE = 106)
o Service Repository Audit Event (DATA_TYPE = 104)
o Principal Store Sync Audit Event (DATA_TYPE = 108)
o Authentication Audit Event (DATA_TYPE = 1)
o Authorization Audit Event (DATA_TYPE = 2)
o Security Audit Event (DATA_TYPE = 3)

2.11.5 Sample Subscriber Applications

Please refer to the samples named TopicEventSubscriber.java and RTLEventSubscriber.java
located under $FIORANO_HOME/esb/samples/SamplePrograms/EventSubscriber which
illustrate the use of APIs to subscribe to various Events. Custom applications can be built
around these samples to perform various actions on receiving the Event.

2.11.6 Built-In Event Tracking / Reporting

Using the Fiorano dashboard or the Event Manager tool, Users can view various types of
System Events raised within the Fiorano Network. As these events are stored into configurable
a SQL database, Users can search for historical events using these tools. The Event Viewer can
be used to view the System Events listed below.

e Application Events
e Service Events

e Security Events

e TPS Events

e SP / Enterprise Server Events
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SBW Events

In addition, FioranoMQ provides built-in support for registering SMTP alerts for various types
of System Events. For Backlog and Memory Events, Users have a choice to sign up for IMS
alerts. Alert registration can be done via the dashboard. Refer to sections 2.5.1.1 and 2.5.1.4
for further instructions. Alerts can be registered for the System Events listed below.

Application Events

Service Events

Security Events

TPS Events

SP / Enterprise Server Events
Backlog Notification Events

Low Memory Events

2.11.7 Event Parameters

Various Enterprise Server Level parameters determine whether the Enterprise Server will
listen to a particular type of Event and whether these events will be forwarded to RTL clients.
These parameters can be configured via Profile Manager in nStudio. The parameters that may
be configured are as described below:

1. FES ->Fiorano ->Esb ->Events ->FESEventsManager

EnableSystemEventTracking

This parameter determines whether System Events will be inserted into the Events
databasefor future reference. By default, this property is Enabled.
ListenForUserEvents

This parameter determines whether the Enterprise Server will create a subscriber to

listen for User Events. If RTL clients are to receive User Events, this parameter should
be set to Yes. By default, this property is set to No.

RTLToReceiveUserEvents
This parameter determines whether User Events captured by the Enterprise Server

(given the ListenForUserEvents flag is Enabled) will be forwarded to RTL clients. By
default, this property is set to No.

RTLToReceiveSecurityEvents

This parameter determines whether Security Events raised within the Enterprise
Server will be forwarded to RTL clients. By default this property is set to No.

2. FES ->Fiorano ->Esb ->Sbw ->SBWManager

ListenForSBWEvents

This parameter determines whether the Enterprise Server will create a subscriber to
listen for SBW Events published by the Peer Servers. If RTL clients are to receive SBW
Events, this parameter should be set to Yes. By default, this property is Enabled.
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e EnableDocTracking

This parameter determines whether the SBW Events received by the Enterprise Server
(given the ListenForSBWEvents flag is Enabled) will be inserted into the SBW
database for future reference.

e RTLToReceiveSBWEvents

This parameter determines whether the SBW Events captured by the Enterprise Server
(given the ListenForSBWEvents flag is Enabled) will be forwarded to RTL clients. This
is an expert property specified under the profile node listed above.

2.11.7.1Examples

This section provides some examples of extracting useful information such as response time,
throughput and so on from the Events described above.

2.11.7.2 Measuring Response Time

Each SBW Event captures information of the time the message was tracked. This information
can be used to measure the response time of a service by enabling document tracking at both
input and output ports of the service. This feature can also be used to measure the time taken
for the message to flow from 